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 LEXISNEXIS SUMMARY: 
 ... In an effort to compare and contrast these policies so as to begin to identify best practices that could give rise to 
norms and eventually be codified in international law, this Article analyzes proposed and implemented critical infra-
structure regulations in China, the European Union, India, the United Kingdom, and the United States.  ... The result of 
this process was ICANN, a non-profit corporation headquartered in the California with a board of directors from the 
private and public sectors but without a significant role for foreign governments.  ... Phase Three: WCIT and the Future 
of Internet Governance (2006-Present) Phase Two of Internet governance was largely defined by the emergence of and 
steps taken to address the first global "digital divide," represented by the economic divergence of information and 
communication technology resources between the "haves" and "have-nots," which may be illustrated by divergent In-
ternet access statistics.  ... Figure 2: Signatories of WCIT-12 as of December 2012 SEE FIGURE ORIGINAL While 
States are the dominant actors in Internet governance to emerge in Phase Three, States' concerns related to the Internet 
are many and have been developing since its beginning.  ... Due in part to the relative lack of progress in globalizing 
Internet governance in Phase Two, China, Russia, and an array of developing countries have begun pushing the ITU as 
a preferred Internet governance forum, developing stronger regional Internet organizations and policies, and above all 
asserting a more robust State-centric vision of Internet governance.  ... In 1992 the IETF became part of the Internet 
Society. 1992 Internet Society The Internet Society (ISOC) was formed in 1992 to further technical standards for the 
Internet and to promote its use. 1998 Internet Corporation for The Internet Corporation for Assigned Names and Num-
bers Assigned Names and Numbers (ICANN) was created in 1998 as a not-for- profit organization that took on ele-
ments of Internet governance . . . from IANA.  ... MLPS not only mandates the use of Chinese IP but also requires that 
such products be researched, developed, and manufactured by an entity "invested or controlled by Chinese citizens, le-
gal persons or the state, and have independent legal representation in China," taking to an extreme the EU cybersecurity 
strategy's proposals to mitigate supply chain risk.  ... Threats Reporting United 2013 "Systems Department Voluntary: 
Common 2013 States (Executive and of recent Criteria Executive Order) assets, Defense Executive Order whether 
(DOD), Order "requires physical Department establishes Federal or of a agencies virtual, Homeland framework to so 
vital Security partly produce to the (DHS) "comprised unclassified United of reports States private- of that the sector 
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threats incapacity best to U.S. or practices companies destruction that and of such companies requires systems could the 
and adopt to reports assets better to be would secure shared in have a CNI." a timely debilitating manner. impact on The 
Order security, also national expands economic the security, Enhanced national Cybersecurity public Services health or 
program, safety, enabling or any near real combination time of those sharing matters." of cyber threat information to 
assist participating critical infrastructure companies in their cyber protection efforts." ... Impact on International Poli-
cymaking and Governance Ultimately, "cyber peace" will require nations not only to take responsibility for the security 
of their own networks, but also to collaborate in assisting developing states and building robust regimes to promote the 
public service of global cybersecurity.  ... Bridging the New "Digital Divide" The question looms of how cyberspace in 
general and Internet governance in particular should be conceptualized in order to provide a better framework for man-
aging cyber attacks and developing cyber standards or norms.  ... Effective Internet governance also requires involve-
ment on the part of the public, including sustained attention from educational campaigns and clarified cybersecurity 
performance standards, such as those being drafted by the National Institutes of Standards and Technology at the behest 
of the Obama Administration. 
 
HIGHLIGHT:   

A heated debate is underway about the appropriate role of nation-states in Internet governance and enhancing glob-
al cybersecurity, as was illustrated most recently during the 2012 World Conference on International Telecommunica-
tions (WCIT-12). Meanwhile, national governments are increasingly seeking to secure their critical infrastructure 
through regulation that may have global impacts. In an effort to compare and contrast these policies so as to begin to 
identify best practices that could give rise to norms and eventually be codified in international law, this Article analyzes 
proposed and implemented critical infrastructure regulations in China, the European Union, India, the United Kingdom, 
and the United States. Ultimately, the Article demonstrates that there exists a continuum of governmental interest in and 
approaches to regulating cyberspace, blurring the "digital divide" that was exposed at WCIT-12 and noting the value of 
finding common ground between stakeholders. Only then will the international community be able to reach agreement 
on the future of Internet governance and promote cyber peace. 
  
 
 TEXT: 
 [*121]  

Introduction 
  
 As the 2012 World Conference on International Telecommunication (WCIT-12) ended, a crisis of "Internet govern-
ance" deepened. n1 How the Internet should be governed has been a contentious issue since the late 1990s, but in recent 
years, increasingly sophisticated cyber attacks, global geopolitical shifts, and social media-empowered political move-
ments have exacerbated ideological disagreements and amplified the stakes for invested national governments. Over 
time, at least two coalitions have emerged: "cyber paternalists," which advocate for enhanced national Internet sover-
eignty, and "Internet freedom" advocates, which believe that the private sector should largely be left to regulate a bor-
derless cyberspace. n2 In December 2012, 193 Member States of the International Telecommunication Union (ITU) 
failed to compromise on updates to the 1988 International Telecommunication Regulations (ITRs). n3 As such, WCIT-12 
seemed to solidify the positions of so-called cyber paternalists and Internet freedom advocates, entrenching a problem-
atic "digital divide." n4 Ultimately, this tension is causing Internet governance to fragment, which could create obstacles 
to interconnectivity and disrupt the Internet itself  [*122]  as well as the way that much of the world interacts with it. n5 
In addition, in the wake of revelations from Edward Snowden, further fragmenting may be occurring among "Internet 
freedom" advocates, as is illustrated by calls from Brazil and core Internet institutions for a new international regime to 
manage the Internet. n6 

Amidst this perceived global division over Internet governance, many national governments are facing internal cy-
bersecurity crises. They are seeking to secure their critical infrastructure, deter criminal behavior, control content, foster 
economic growth, and protect citizens' interest in privacy. Indeed, some States, notably the cyber powers - including 
China, Israel, Russia, the United States, and the United Kingdom - are introducing national policies aimed at managing 
or regulating aspects of the Internet. n7 Protecting critical national infrastructure (CNI) is of particular interest to regula-
tors n8 because of the widespread risk associated with vulnerabilities within it. n9 While the most substantial consequenc-
es of such government actions are limited to the prescribed national (or regional, in the case of the European Union) 
jurisdictions, network effects spill across borders. n10 Moreover, many private sector CNI companies operate across ju-
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risdictions, and some infrastructure - such as the finance sector - is by its nature international, further complicating the 
international legal environment. n11 

This Article argues that while some Internet governance issues may be too contentious to address directly, efforts to 
regulate CNI present an opportunity to  [*123]  engage national governments facing similar cyber policy issues. In do-
ing so, it recognizes the challenges inherent in using national regulation to address global issues; divergent State laws 
can pose some of the same interconnectivity risks as codifying divergent multilateral approaches to Internet governance. 
However, this Article argues that national laws have an important role to play in advancing cybersecurity standards and 
identifying common ground wherein States may act as norm entrepreneurs. n12 As such, this Article analyzes proposed 
and implemented critical infrastructure regulations in China, the European Union, India, the United Kingdom, and the 
United States, comparing and contrasting these policies in an attempt to begin the process of identifying best practices 
that could give rise to norms and eventually form part of customary international law. Ultimately, the Article demon-
strates that there exists a continuum of governmental interest in and approaches to regulating cyberspace, blurring the 
"digital divide" and noting the value of focusing on common ground between nations. Only once this is achieved will 
the international community be able to reach agreement on the future of Internet governance and promote cyber peace. 
n13 

This Article has three parts. Part I explores the evolution of Internet governance by describing its progression 
through three eras, grounding current challenges in a history of institutional change and economic as well as political 
developments. Part II discusses national and regional case studies, focusing on CNI regulations in China, the European 
Union, India, the United Kingdom, and the United States. n14 Finally, Part III identifies similar challenges and goals in 
regulating CNI and considers opportunities for collaboration between States, moving us beyond the new digital divide 
and toward building a common vision for cyberspace that meets twenty-first century expectations. 

 [*124]  

I. From DARPA to WCIT: A Brief Introduction to the Internet Governance Debate 
  
 Despite vast technological and socioeconomic changes, the current approach to Internet governance is rooted in a net-
work that connected four computers in 1969. n15 The growing financial importance and global presence of the Internet 
first sparked governance controversies in the late 1990s, but no widely accepted alternative to the prevailing status quo 
was forthcoming. n16 More recently, security concerns and multipolar politics have heightened governance controversies. 
n17 Effective dialogue is needed to recognize common interests and to build consensus around a form of governance that 
can accommodate diverse interests and functions. n18 

This Part of the Article divides the evolution of Internet governance into three phases. Phase One was defined by 
influential network engineers and the organizations that they developed, such as the Internet Engineering Task Force. 
Phase Two coincided with the commercial success of the Internet and the rise of the Internet Corporation for Assigned 
Names and Numbers and other multi-stakeholder organizations, like the Internet Governance Forum. Finally, as the 
events of WCIT-12 demonstrate, Phase Three has been defined by the extent to which States have begun to assert a role 
in regulating the Internet. The goal of this Part is to contextualize the significance of the growing role of States in Inter-
net governance and the new digital divide, framing Parts II and III. 

A. Phase One: Early Internet Governance (1969-1998) 
  
 Phase One of Internet governance has been the longest stage to date. It began in the 1970s, as today's Internet and other 
networks were being created, and lasted until the mid to late 1990s, when today's Internet emerged as the clear network  
[*125]  winner and its economic potential began to be appreciated. This phase was characterized by network competi-
tion and the growth of ad hoc governance structures. But, as will be shown, the somewhat haphazard manner in which 
these governance structures developed has had relatively little impact on their staying power. Rather, operating on an 
as-needed basis has helped to ensure these organizations' utility, which has strengthened their continued claim to a gov-
erning role even in the face of challenges regarding their representative legitimacy. 

1. The ITU's Early Exclusion: How TCP/IP Won 
  
 As the United Nations' specialized agency for global information and communication technologies, the ITU has long 
had a hand in managing and distributing resources related to radios, satellites, telephones, and more. n19 It also develops 
and publishes technical standards for these technologies to ensure that they are interoperable across jurisdictions. The 
Internet is, of course, an information and communication technology - but the ITU is not in charge of allocating Internet 
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resources like IP addresses, and it is not the global leader in Internet-related standards development and publication. n20 
Why, then, is the ITU's role with regard to the Internet different from other telecommunications systems? n21 

Before there was an Internet, in the 1970s, 1980s, and early 1990s, many networks were being developed and used 
worldwide. They often used unique protocol suites, which are systems for exchanging messages among computers. One 
such suite is Open System Interconnection (OSI), which was developed by the ITU and the International Organization 
for Standardization in the 1970s and 1980s. n22 It was widely used in the 1980s, and until 1994, even the U.S. govern-
ment mandated the use of OSI on all of its networks (except those in the Department of Defense). n23 And, if it had con-
tinued to be widely used, the ITU likely would have played a central role in Internet governance. In addition, because 
the ITU is composed of representatives from U.N. Member States, if the ITU had been a central player, then States also 
likely would have played a larger role in early Internet governance. But OSI did not continue to be widely used into the 
1990s. n24 Rather, the Transmission Control Protocol/Internet Protocol (TCP/IP) became the most widely used suite for 
wide area networks, including the Internet, in large part because it scaled so much  [*126]  more effectively than OSI. n25 
More importantly for the scope of this Article, the ultimate use of TCP/IP to connect networks around the world has 
meant that the engineers involved in the creation of TCP/IP have had a significant impact on Internet governance, just 
as the ITU would have had if OSI had been the protocol suite that maintained broadest adoption. 

Vinton Cerf and Robert Kahn began working on TCP/IP in 1973. Their goal was to create a new, simple, and wide-
ly connective protocol suite for ARPANET, n26 a project of the U.S. Department of Defense, which became the world's 
first packet-switching network in 1969. n27 ARPANET officially migrated to TCP/IP in 1983, and the protocol suite's 
status in the United States was cemented throughout the 1980s as U.S. government organizations and companies like 
IBM adopted and developed it. n28 Importantly, the National Science Foundation Network (NSFNET) adopted TCP/IP in 
1986, making the critical decision to open the network to all academic researchers and engage the private sector, which 
"would get the cost [of networking] down for everybody, including the academic community." n29 According to Steve 
Wolff, then-program director for NSFNET, the aim of those involved with NSFNET was to build a "single Internet" 
rather than multiple networks, which had been the usual model. n30 He was successful, causing demand to surge. Accord-
ing to Ellen Hoffman, who worked on upgrading the network, "when we first started producing those traffic charts, they 
all showed the same thing - up and up and up! ... You didn't think it would keep doing that forever, and it did. It just 
never stopped." n31 

In 1988, NSFNET only connected users in the United States, France, and Canada, but ten to twelve countries were 
added each of the next five years, with the pace quickening to twenty-one in 1994. n32 In 1995, ninety-three countries, 
fifty million users, and about 100,000 networks were incorporated within NSFNET. n33 By that time, TCP/IP was much 
more widely used than the OSI suite. In other words, the ITU's network, and by extension the U.N. Member States it 
represents, lost its footing, and those who had been managing TCP/IP networks were well-situated to  [*127]  continue 
managing the rapidly growing Internet through multi-stakeholder governance comprised of institutions described in the 
next two sections. 

2. Regulating Domain Names: The Internet Assigned Numbers Authority 
  
 As TCP/IP was being developed and ARPANET and NSFNET were growing, someone had to be managing the exist-
ing networks. In the earliest days of ARPANET, users navigated the network by typing in actual IP addresses, but as the 
network grew, domain names were soon introduced to make navigation less cumbersome. As a graduate student in the 
1970s, Jon Postel - whom techies call the "God" of the Internet n34 - was enlisted as the caretaker of the master copy of 
ARPANET's IP addresses and corresponding domain names. n35 As a new machine was added to the network, Postel 
updated the file. In time, this system also became too unwieldy. Enter the Domain Name System (DNS), n36 which was 
created in 1983 to organize IP address information across many coordinating files and servers. 

Figure 1: Growth of TCP/IP inter-network, 1981-1991 n37 
  
  Figure 1 
 

 But someone still needed to manage DNS. During the rest of the 1980s, that someone continued to be Postel. In 
doing so, he was directing a loosely organized group that was eventually referred to as the Internet Assigned Numbers 
Authority  [*128]  (IANA). n38 In 1992, the U.S. government also hired a private company, Network Solutions, Inc., to 
supplement Postel's efforts. The next stage of development of DNS and the stories of Postel, IANA, and Network Solu-
tions, Inc. are further unpacked in Phase Two below. 
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3. Managing Communications: The Internet Engineering Task Force 
  
 While Postel and others were ensuring that domain names correctly corresponded to IP addresses, who was ensuring 
that packets of data would correctly move from one IP address to another? As with the IANA, a loosely organized group 
of engineers - many of whom were U.S. government-sponsored researchers - did so. TCP/IP architect Cerf formed sev-
eral coordination bodies in the late 1970s, "recognizing that the growth of the Internet was accompanied by a growth in 
the size of the interested research community and therefore an increased need for coordination mechanisms." n39 This 
was the beginning of the multi-stakeholder model of Internet governance still favored by the U.S. government and many 
Internet freedom advocates and criticized by a growing array of states. n40 Eventually, task forces were created, n41 one of 
which was destined to become the Internet Engineering Task Force (IETF). n42 During the 1980s the rapid growth of the 
Internet coincided with "an explosion in the attendance at the IETF meetings." n43 

The IETF continues to function as the leading Internet standards body today, and it has a reputation for being an 
open, relatively flat organization, adopting ideas when justified by results instead of according to rank. n44 An IETF man-
tra coined in 1992 explains: "We reject: kings, presidents, and voting. We believe in: rough consensus and running 
code." n45 Anyone who wants to can join IETF at any time, and everyone who is a "member" is a volunteer who is wel-
come to join in on the discussion. n46 There are no fees for joining, and anyone can submit a proposal for a new standard 
or for an alteration to an existing standard. However, directing a working group often requires status within a relevant 
industry, and the IETF has been referred to as an "old boys' network," which may also be a by-product of its  [*129]  
informal organization and is one reason why some stakeholders are irritated by the large role the organization plays in 
Internet governance. n47 

As the IETF was gaining members and prominence in the late 1980s, it was also becoming increasingly clear that 
ARPANET, NSFNET, and other networks were growing beyond their research-oriented roots, gaining a broader user 
community and attracting increased commercial interest. n48 As such, according to Postel, Cerf, and other important in-
novators of the early Internet era, "increased attention was paid to making the process open and fair." n49 The Internet 
Society (ISOC) was officially founded as a non-profit in 1992, in large part to support the IETF and its vision for the 
"open development of standards, protocols, administration, and the technical infrastructure of the Internet." n50 But 
ISOC's larger mission is "to promote the open development, evolution, and use of the Internet for the benefit of all peo-
ple throughout the world." n51 ISOC not only provides administrative support to IETF and other Internet organizations 
but also acts as a policy forum. In this way, ISOC attempts to straddle old and new. Its feet are embedded in early Inter-
net governance approaches centered on informal technical communities, but it addresses current Internet governance 
realties, which are discussed in the next two sections. 

B. Phase Two: The Emergence of "Global" Internet Governance (1998-2006) 
  
 Throughout the 1990s and early 2000s, the reach of the Internet expanded and its economic and political implications 
became clearer. The dramatic growth of the early 1990s was quickly outpaced during the second half of the decade, n52 
prompted by commercialization and innovations. In addition, more and more often, countries were connected on the 
same TCP/IP inter-network, or Internet. n53 In short, technology and access were globalizing on a shared network, and 
many questions plagued technologists and policymakers. Chief among them was how to manage growing multi-
stakeholder governance. Writing in the mid-1990s, Postel, Cerf, and other early Internet architects explained: 
 

  
The most pressing question for the future of the Internet is not how the technology will change, but how the process of 
change and evolution itself will be managed ... The architecture of the Internet has always been driven  [*130]  by a core 
group of designers, but the form of that group has changed as the number of interested parties has grown. With the suc-
cess of the Internet has come a proliferation of stakeholders - stakeholders now with an economic as well as an intellec-
tual investment in the network. n54 
  
 Companies' and governments' expanded interest in the economic implications of the Internet drove the next phase of its 
governance, which lasted from 1998 (the year that the Internet Corporation for Assigned Names and Numbers (ICANN) 
was founded) to 2006 (marking the formation of the Internet Governance Forum, discussed below), and was defined by 
disagreement among stakeholders amidst continued U.S. control over Internet functions. The work of the Internet Engi-
neering Task Force (IETF), which was then dominated by engineers from the West, could have been a target; when Pro-
fessor Lawrence Lessig famously wrote "code is law," he was largely referring to how the open architecture of the In-
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ternet affected commerce. n55 However, the costs associated with registering domains and addressing cybersquatting 
disputes n56 are more immediate and tangible than the costs associated with developing standards that may favor particu-
lar companies or countries, so DNS was a clearer target for regulators. n57 As a result, the structures controlling DNS 
were the first to be impacted by the Internet's globalization. In 1998, IANA was subsumed under ICANN, which was 
developed through a multi-stakeholder process but with a heavy U.S. hand, as the next section details. n58 However, un-
der ICANN, dissatisfaction with DNS management persisted. In 2006, the U.N.-sponsored Internet Governance Forum 
(IGF) n59 emerged as a governance alternative, but its many stakeholders have muddled its agenda. n60 

1. Commercialization and Challenging the Status Quo: ICANN 
  
 Because the Transmission Control Protocol/Internet Protocol (TCP/IP) network was not yet geopolitically or economi-
cally important in the 1980s and early 1990s, few challenged Postel's role in managing DNS. n61 However, by the mid-
1990s, fortunes were at stake. The "dot-com" boom ushered in the "DNS Wars," during which an array of private com-
panies, nonprofits, individuals, governments,  [*131]  and civil society organizations emerged as stakeholders in Inter-
net governance. n62 Companies and nonprofits went shoulder-to-shoulder, and foreign governments questioned their ex-
clusion from Internet policymaking. n63 

ISOC asserted itself as the appropriate body for determining "the highest questions of Internet policy," putting it at 
odds with the U.S. government. n64 In 1996, ISOC and IANA organized an ad hoc committee to resolve DNS issues. n65 
The committee laid out a proposal for a new Internet governance structure, but the U.S. government rejected it in Janu-
ary 1998. n66 Amidst this rejection, Postel may have overplayed his hand. n67 On January 28, he copied the root and redi-
rected many of its queries to his computer at the University of Southern California - conducting what he called a "test" 
and others called a "hijacking." n68 With just a few keystrokes, Postel could have eliminated dot-com for much of the 
world. n69 His test was reversed within a week, but the damage was done. n70 

The U.S. government's rejection of the committee's proposal and reeling in of Postel represented turning points, 
wherein the U.S. government asserted its authority over "the ARPANET elite" (like Postel and Cerf). n71 On January 30, 
1998, the U.S. government issued a green paper that called for a new private sector organization to manage DNS. n72 
During the following months, the U.S. government bargained with corporate interests and international stakeholders - 
though developing countries were only involved at the periphery, where many argue developing countries stay in rela-
tion to Internet governance today. n73 Throughout the summer of 1998, negotiators crafted a plan backed by the U.S. 
government and a powerful coalition of stakeholders. n74 The result of this process was ICANN, a non-profit corporation 
headquartered in the California with a board of directors from the private and public sectors but without a significant 
role for foreign governments. n75 ICANN n76 became the closest thing the Internet has to a governing body responsible for 
operational stability: it manages IP address space, domain names, and the DNS root server system. n77 

 [*132]  When ICANN and the U.S. government formally entered into a contract in February 1999, it was not 
amidst overwhelming international support. n78 Even after the formation of ICANN, the U.S. government retained own-
ership of and ultimate control over the root (the authoritative copy of domain names matched with IP addresses). n79 In 
addition, whereas IETF evolved organically among engineers from the bottom up, ICANN seemed to be created artifi-
cially by external forces and imposed from the top down, engendering questions of legitimacy that continue to plague 
the institution to this day. n80 Moreover, Postel's sudden death in October 1998 "robbed the organization of its moral cen-
ter, [and] a good part of its institutional memory." n81 

ICANN today operates "the only centralized system necessary to keep the Internet functioning" n82 and has resolved 
thousands of cybersquatting disputes through its Uniform Domain Name Dispute Resolution Policy. n83 But fresh doubts 
about ICANN's legitimacy routinely emerge. In 2003 and 2005, for example, many nations backed ITU proposals to 
"take on activities that [were] within ICANN's remit." n84 ICANN ultimately retained its authority, but support for U.N.-
based Internet governance was then channeled into a new organization, the IGF. 

 [*133]  

2. Beyond U.S. Control: The Birth of the IGF 
  
 The ITU proposals of 2003 and 2005 were associated with the first and second U.N. World Summits on the Infor-
mation Society (WSIS), n85 which aimed to ensure that the Internet facilitated "an information society for all," n86 reflect-
ing the inequities in global information and communication technology infrastructure development and distribution that 
had become increasingly conspicuous in the early 2000s and constituted the first "digital divide." n87 As such, the sum-
mits were largely prompted by economic concerns, though there were also political undertones to the discussions. n88 
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The U.S., Canadian, Japanese, and EU negotiators were suspicious of governments wishing to restrict the flow of Inter-
net content, and developing countries were wary of the prevailing multi-stakeholder governance model, which involves 
a significant role for the private sector. n89 

Little agreement was achieved during the WSIS 2003, prompting the creation of a temporary organization that de-
veloped four proposals for altering Internet governance structures. n90 Notably, one of the proposed models called for "an 
"enhanced role' for ICANN's Governmental Advisory Committee," which ICANN implemented in the late 2000s - as 
will be discussed in Phase Three. n91 However, all other proposals called for the creation of new international organiza-
tions to manage Internet governance. n92 Still, then-ICANN CEO Paul Twomey said that he was "pleased" with the re-
port because of the emphasis on multi-stakeholder governance. n93 This theme was carried into 2006 and the formation 
of the Internet Governance Forum. n94 The IGF was intended to be "a new forum for multi-stakeholder dialogue ... an 
interactive, collaborative space where all stakeholders can air their views and exchange ideas." n95 Since 2006, the organ-
ization has hosted annual meetings - largely  [*134]  in developing countries, including Brazil, India, Egypt, Kenya, and 
Azerbaijan. n96 However, since its creation, the IGF has been criticized as a "toothless talk shop," n97 likely due to the fact 
that it continues to push for an "open-consultation"-style process. n98 

Indeed, despite the initial enthusiasm surrounding the IGF, problems have been evident from its beginning and are 
partly due to the IGF's multi-stakeholder approach. Even during the first IGF meeting in November 2006, participants 
expressed uncertainty about whether the IGF should be a decision-making body and frustration with the lack of specific 
suggestions for changes resulting from the meeting. n99 In short, developing country governments and emerging markets 
did not achieve the objective of globalizing Internet governance functionality through the IGF. As such, the stage was 
set for the next and current stage of Internet governance, in which foreign governments and other aligned stakeholders 
are pursuing alternative strategies built on a more robust role for the State. 

C. Phase Three: WCIT and the Future of Internet Governance (2006-Present) 
  
 Phase Two of Internet governance was largely defined by the emergence of and steps taken to address the first global 
"digital divide," represented by the economic divergence of information and communication technology resources be-
tween the "haves" and "have-nots," which may be illustrated by divergent Internet access statistics. n100 However, during 
Phase Three, beginning in the late 2000s and crystallizing at WCIT-12, political concerns have reached the forefront of 
a new global digital divide between "the open and the closed." n101 According to Forbes contributor Larry Downes, the 
ITU-sponsored WCIT-12 "will go down as a turning point, when the world divided into governments who recognize the 
value of an open Internet, managed, developed, and regulated by its users, and those who no longer feel obliged to pre-
tend the spread of information is in the best interests of their citizens." n102 In this black-and-white view of Internet gov-
ernance, the first camp is made up of Internet freedom advocates such as the United States, Canada, Australia, Western 
Europe, and India; the second camp includes those nations favoring a more robust role for the State, such as China, Rus-
sia, and countries in North Africa,  [*135]  the Gulf, and Southeast Asia. n103 Despite such seemingly straightforward 
ideological divisions, though, myriad shades of gray exist between these competing camps, as is explored below. 

Figure 2: Signatories of WCIT-12 as of December 2012 n104 
  
  Figure 2 
 

 While States are the dominant actors in Internet governance to emerge in Phase Three, States' concerns related to 
the Internet are many and have been developing since its beginning. During Phase Two, many States were concerned 
about economic development as well as cybersecurity threats. n105 Cyber insecurity has only intensified as Phase Three 
has unfolded, with cybercrime, espionage, and terrorism beginning to top not only many companies' n106 but also many 
governments' lists of concerns. n107 Stuxnet - a sophisticated cyber weapon designed to target Iranian nuclear facilities - 
illustrated the prospect of cyber war for many countries, further aggravating their security concerns. n108 Meanwhile, 
events like the Arab Spring  [*136]  taught some political leaders how uncontrolled social media could be used against 
them. Beyond the cyber realm, global power shifts have also heightened instability, catalyzing competition between the 
United States and China and their allies. n109 

Due in part to the relative lack of progress in globalizing Internet governance in Phase Two, China, Russia, and an 
array of developing countries have begun pushing the ITU as a preferred Internet governance forum, n110 developing 
stronger regional Internet organizations and policies, n111 and above all asserting a more robust State-centric vision of 
Internet governance. n112 These actions have been accompanied by continued calls for the evolution of ICANN as well as 
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subtler challenges to the IETF's role in Internet governance. n113 As we are currently amidst Phase Three, it is not yet 
clear how this evolution of Internet governance will unfold, though ICANN's late 2013 public alliance with Brazil and 
other challengers to the Internet governance status quo may be indicative of a looming shift toward the globalized Inter-
net governance envisioned in Phase Two. n114 Among other possibilities, new formalized governance structures could 
organically emerge consistent with the literature on polycentric governance; n115 established institutions such as ICANN 
and IETF may evolve in such a way that they are able to retain their positions; n116 or States could pursue widely differ-
entiated policies, threatening legal fragmentation and, in an extreme view, Internet balkanization. n117 But, according to 
commentators  [*137]  like Robert Knake n118 and Professor Jack Goldsmith, n119 what seems clear is that States will like-
ly play a significant role in shaping twenty-first century cyberspace. 

1. A New Internet Governance Order: Enter the State 
  
 According to Knake, "many countries are pressing new initiatives to secure cyberspace in a dizzying number of inter-
national forums that are now vying for a role in Internet governance," including at least six entities within the United 
Nations - like the ITU and IGF - along with myriad regional groups. n120 For example, the African Union has written a 
draft cybercrime convention; n121 NATO hosts annual cyber defense exercises; n122 and the Shanghai Cooperation Organi-
zation has discussed a range of cyber disarmament proposals. n123 As States and intergovernmental organizations become 
more engaged with Internet governance, perceived U.S.-led institutions such as ICANN have been pressed to reform to 
maintain their legitimacy. n124 

 [*138]  

Figure 3: Internet Governance Timeline from the Virtual Policy Network n125 
  
  
Year Organization Description 
1865 International The International Telegraph Union 
 Telecommunication Union was formed in Paris, now the 
  International Telecommunication 
  Union, it is now a special agency 
  of the United Nations [sic]. 
*[1972] Internet Assigned Numbers The Internet Assigned Numbers 
 Authority Authority (IANA) [emerged] from the 
  early history of the Internet 
  through the efforts of pioneers 
  including Postel. 
  * There is no agreed upon "start 
  date" for IANA, in part because of 
  the informality of the 
  organization. Dates range from the 
  1970s to the 1990s. 
1986 Internet Engineering Task The IETF develops and promotes 
 Force technical standards for the 
  internet. In 1992 the IETF became 
  part of the Internet Society. 
1992 Internet Society The Internet Society (ISOC) was 
  formed in 1992 to further technical 
  standards for the Internet and to 
  promote its use. 
1998 Internet Corporation for The Internet Corporation for 
 Assigned Names and Numbers Assigned Names and Numbers (ICANN) 
  was created in 1998 as a [not-for- 
  profit] organization that took on 
  elements of Internet governance . 
  . . [from] IANA. 
 [*139]   
2003 First World Summit on the The Working Group on Internet 
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 Information Society Governance (WGIG) was created to 
  look deeper into the issues of 
  Internet Governance and prepare a 
  report for the second phase of 
  WSIS. 
2005 Second World Summit on the The second WSIS meeting 
 Information Society established both an agreed 
  Commitment and Agenda for the 
  development of Internet 
  Governance. The documents also 
  established the Internet 
  Governance Forum. 
2006 New Memorandum of Understanding Renewal of ICANN's contract with 
 between ICANN and U.S. Department the U.S. government. 
 of Commerce and creation of IGF  
2012 World Conference on International ITU convened WCIT in December 
 Telecommunications 2012. 
 
 In September 2009, when the U.S. government's contract with ICANN was set to expire, the two parties released an 
Affirmation of Commitments, in which the United States agreed to transfer some authority to advisory committees 
made up of government officials and private-sector representatives from around the world. n126 In 2010, ICANN expand-
ed the role of the Governmental Advisory Committee, which had previously been derided for its lack of influence. n127 
This helped to bring both China and Russia back into ICANN's membership, though the Committee's recommendations 
remain advisory. n128 In addition, in June 2011, ICANN decided to allow internationalized top-level domains in non-
Latin scripts, including Arabic,  [*140]  Chinese, Hindi, Japanese, and Russian. n129 As ICANN President Rod Beck-
strom said in 2009, likely reflecting a change in ICANN's strategy, "the Internet is on a long-term arch from being 100 
percent American to being 100 percent global." n130 

However, despite these reforms, ICANN continues to be criticized. For instance, nations such as China have been 
critical of inequitable IP address space allotments. n131 ITU Deputy Secretary General Houlin Zhao, who is from China, 
suggested that part of Internet Protocol version 6 address space be allocated by organizations like the ITU, stating that 
he was most concerned with the fairness of the mechanism of distribution. n132 The ITU's status - as a U.N.-sponsored 
organization that has historically played a significant role in the management of global information and communication 
technologies - makes it an attractive Internet governance alternative for countries frustrated with the status quo. The 
next section focuses on the re-emergence of the ITU in Internet governance through WCIT-2012. 

2. Rise of the ITU: WCIT and a New "Digital Divide" 
  
 Describing the ITU's actions during Phase Three as a "re-emergence" is somewhat misleading since, as described 
above, the ITU never really disappeared; even during Phase Two, it prompted the World Summit on the Information 
Society and was involved in the post-WSIS action items. However, the organization has re-emerged during Phase Three 
in the sense that it has offered States a forum through which to channel their discontent with the status quo and propose 
alternative paths  [*141]  forward. Similarly, as the center of gravity for global telecom competition has shifted n133 and 
Chinese companies like Huawei Telecom, which in 2012 became the world's largest telecom provider, have struggled to 
influence IETF, n134 the ITU n135 has been considered as a viable alternative standards body. n136 Notably, by the late 
2000s, Huawei was playing a more significant and active role in IETF, n137 but it likely remains interested in using its 
influence in the ITU as well. n138 

Aside from core Internet governance issues, the ITU has also gained attention for pursuing new activities related to 
cybersecurity since the late 2000s. For example, in 2007, ITU Secretary General Hamadoun Toure launched the Global 
Cybersecurity Agenda to serve as a "framework for international cooperation aimed at enhancing confidence and securi-
ty in the information society." n139 In the aftermath of the 2010 WSIS and 2010 ITU Plenipotentiary Conference, the ITU 
similarly acknowledged that "a fundamental role of the ITU ... is to build confidence and security in the use of infor-
mation and communication technologies." n140 The Agenda was operationalized through the International Multilateral 
Partnership Against Cyber Threats (IMPACT), which has been billed as the "world's first comprehensive alliance 
against cyber threats" and is tasked with the "responsibility of providing cybersecurity assistance and support to [the] 
ITU's 192 Member States and also to other organisations within the UN system." n141 
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Some countries have also pushed the ITU as a forum through which a new, international cyber treaty could be de-
veloped. n142 But the global politics of Internet reform have long been inconsistent with a multilateral cyber arms control 
treaty, in part because of varying ideas about what the end goal should be. According to Jim Dempsey, a global treaty 
could "prohibit stuff that we like and authorize stuff that  [*142]  we don't like all in the name of cyber peace. I mean, 
the harmonious Internet, that's the Chinese concept - they want a peaceful Internet too, just on their terms." n143 Until 
2009, the United States had worked to thwart attempts at international cyber arms-control "for fear that this could lead 
to rigid global regulation of the internet" that would undermine U.S. technological dominance, stymie innovation, and 
restrict openness. n144 But this stance has begun to change under the Obama Administration, n145 potentially because of a 
growing recognition that the United States, as a country increasingly reliant on cyberspace, is also among the most vul-
nerable to cyber attacks. n146 

In late 2012, in the build-up to WCIT, the topic of the ITU's role in Internet governance and cybersecurity hit the 
mainstream media. In documents leaked prior to the conference, Russia proposed strong national control over Internet 
service providers and Internet traffic and called for a major revision to the current process of IP address allocation and 
domain name development - two governance areas that ICANN has traditionally managed. n147 Proposals from Russia, 
China, Iran, and others would also authorize States to inspect and censor Internet traffic so as to fight cybercrime and 
enhance national security. n148 Such disclosures increased the controversy surrounding WCIT-12, which was convened 
with the goal of amending the International Telecommunications Regulations (ITRs). Notably, the ITRs were last nego-
tiated in 1988 and "facilitate international interconnection and [the] interoperability of information and communication 
services." n149 

Ultimately, in December 2012, eighty-nine countries signed the final WCIT resolution that embraces multi-
stakeholder governance but determines that "all governments should have an equal role and responsibility for interna-
tional Internet governance and for ensuring the stability, security and continuity of the existing Internet." n150 This lan-
guage only appears in a non-binding resolution entitled "Fostering an Enabling Environment for the Internet," but it has 
been seized upon by some as heralding a growing State-centric view of cyberspace held by many nations,  [*143]  espe-
cially in Asia (with the notable exceptions of India and Japan) and Africa. n151 

Though subsequent ITU meetings have met with more success, such as WSIS 2013, n152 paranoia about the ITU's 
role in Internet governance continues in many countries, including the United States. n153 What is evident, though, is that 
whether through the ITU or on their own initiative, States will continue to assert greater power online in the name of 
controlling restive populations, fighting cybercrime, or securing CNI, as is discussed in Part II. n154 Moreover, this is not 
a phenomenon confined to the usual suspects of Pakistan, Iran, and China. n155 Instead, nations associated with the Inter-
net freedom agenda - again, including the United States - are also engaging in cyber rulemaking. n156 To better conceptu-
alize Phase Three of Internet governance and in particular the evolving role of the State as a norm entrepreneur, Part II 
compares and contrasts a subset of these initiatives related to securing CNI in an effort to identify regulatory trends that 
could, in time, give rise to customary international law. n157 

Summary 
  
 This Part has described the evolution of Internet governance in three phases. Phase One was defined by the emergence 
of TCP/IP and informal organizations such as IETF, in which many U.S. government funded researchers worked to-
gether to support the nascent network. During Phase Two, TCP/IP became the international Internet that we know it as 
today, and a rush of stakeholders came forward to seek a role in Internet governance; meanwhile, global information 
and communication technology inequities created an opportunity for the United Nations to facilitate those discussions. 

 [*144]  Phase Three has been defined by a reaction to the unfinished business of Phase Two - coupled with height-
ened security concerns and political uncertainties due to global power shifts - both of which have prompted the inter-
vention of States in Internet governance. Thus far, some States have seemed interested in channeling their intervention 
through an international institution - namely, the ITU. However, many States are also acting to independently regulate 
their own national online environments, ultimately impacting the international community given the interconnected, 
malleable nature of cyberspace. n158 Part II considers a subset of such regulations and regulatory proposals in the context 
of CNI. 

II. Beyond WCIT: Comparative Studies in National and Regional Internet Regulations 
  
 "Critical infrastructure" has become a buzz phrase, eliciting images of sudden and dramatic threats to national security. 
Contaminated water sanitation systems may injure thousands before any issue is detected; vulnerable electrical grids 
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may leave cities black for days; and disrupted financial systems may cripple economies. n159 Advanced malware may 
even cause nuclear centrifuges to spin out of control, along with risking collateral damage. n160 Around the world, many 
countries are issuing new laws and policies to secure their critical infrastructure even as they struggle to define what 
should be considered "critical." As we will see, this line is difficult to draw and is often ultimately in the eye of the be-
holder. 

The threat to CNI is not new. Ancient Rome struggled to protect its aqueducts from invading Germanic tribes, n161 
and the Ottoman Empire went to great  [*145]  lengths to protect its extensive road network. n162 More recently, govern-
ments have focused on protecting a wider range of modern facilities and public services, including those that not only 
supply us with water and transportation but also provide us with energy, emergency services, communication, and ac-
cess to financial resources. n163 Many of these facilities and services rely on information technology (IT) networks - in-
cluding, most notably, the Internet, making it one of the most important and seemingly at risk segments of modern in-
frastructure. n164 The question at issue is: what role should government play in protecting these vital resources? n165 In 
Rome, the government became increasingly concerned with protecting aqueducts as it realized how extensively Roman 
society relied on them to provide such an "essential service." n166 

In addition to intensified dependence, vulnerability exacerbates government concern. Early Romans were responsi-
ble for building their civilization's securest aqueduct. n167 Then, as they grew more powerful and less fearful of barbarian 
invasions, the Romans were desensitized to security risks and turned their engineering focus toward efficiency and de-
sign. n168 Later, when insecurity mounted, the newer aqueducts' vulnerability was realized, and a Roman Emperor passed 
laws in an attempt to safeguard them. n169 But retrofitted security is more expensive and less effective than the built-in 
version. n170 Ultimately, as Michael Assante has argued, "it is difficult to mandate protections and safeguards, especially 
when the original design and existing infrastructure contains inherent vulnerabilities or weaknesses." n171 As such, the 
Emperor's laws were not followed up with any significant investment or action. n172 

Like the later aqueducts, early information networks were engineered with efficiency in mind, and security con-
cerns only came into focus as those networks proliferated and the significance of their vulnerabilities emerged. n173 
Moreover, as with aqueducts, it is much more difficult to retrofit information networks and other modern critical infra-
structure with security measures after the fact than it would have been to engineer such infrastructure with security in 
mind from the beginning. n174  [*146]  As in the Roman Empire, leaders of governments around the world have been 
increasingly concerned with protecting their networks and infrastructure since the risks to these interconnected systems 
have become more pervasive and sophisticated. In 1998, U.S. President Bill Clinton issued Presidential Decision Di-
rective 63 (PPD-63) in an attempt to recognize certain facilities and services as critical to the national and economic 
security of the United States and to take steps to protect them. n175 According to Section I of that directive: 
 

  
Many of the nation's critical infrastructures have historically been physically and logically separate systems that had 
little interdependence. As a result of advances in information technology and the necessity of improved efficiency, 
however, these infrastructures have become increasingly automated and interlinked. These same advances have created 
new vulnerabilities ... addressing these vulnerabilities will necessarily require flexible, evolutionary approaches that 
span both the public and private sectors, and protect both domestic and international security. n176 
  
 As the analogy with Rome demonstrates, protecting critical infrastructure has been a complicated endeavor for millen-
nia, but today many governments' concerns are heightened because threats to CNI no longer only come from kinetic 
attack but instead are increasingly linked to IT - intensifying dependence and vulnerability. This Part outlines the ap-
proach of five governments in securing their infrastructure, illustrating a spectrum of regulatory responses to this vexing 
issue from the United States to the United Kingdom, the European Union, India, and China. These case studies were 
chosen because each country or region is a cyber power that has recently discussed or enacted laws or regulations to 
protect its critical infrastructure. In addition, this mix of governments represents various political interests and infor-
mation security policies. The United Kingdom, the European Union, India, and the United States, for example, refused 
to sign the ITU's new ITRs in December 2012, while China did sign them. In addition, the United States has publicly 
clashed with Huawei, a leading Chinese telecom company, but some EU countries have been more cooperative with 
Huawei. n177 Furthermore, India often straddles its interest in maintaining working relationships with both China and the 
United States. n178 

The goal of this Part is to compare the approaches of and to understand the extent to which governments are facing 
similar problems, implementing similar solutions,  [*147]  and struggling with similar challenges in protecting CNI. 
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These lessons can inform international policymaking, including with regard to securing critical international infrastruc-
ture like undersea cables. Building norms in cyberspace will be a slow and arduous process. Recognizing commonalities 
between the strategies implemented by norm entrepreneurs may create opportunities for a norm cascade that could in-
form efforts to protect citizenries from cyber attacks. n179 

A. Rationale for Regulating Critical National Infrastructure 
  
 Analyzing national regulation in cyberspace is important for at least three reasons: (1) national control of cyberspace is 
increasing and is a critical aspect of its status as a "pseudo commons"; n180 (2) enclosure through nationalization is one of 
the classic solutions to the tragedy of the commons; n181 and (3) national regulations form an important component of 
polycentric governance, even though States do not enjoy a "general regulatory monopoly" in cyberspace. n182 Proponents 
see such regulation as being "fully consistent with a state's rule-making authority under international law." n183 Critics 
question national regulators' ability to shape the regulatory environment, n184 especially without making use of the full 
range of regulatory modalities that may be used to control patterns of behavior within complex systems, including cy-
berspace - such as network architecture, market forces, norms, self-governance, and law. n185 Regardless, nations are 
moving forward with national regulations designed to intervene in the dynamic cyber pseudo commons. Although many 
of these interventions are controversial, such as those regarding censorship practices, n186 most nations agree that the 
protection of CNI is an area ripe for some  [*148]  degree of governmental involvement and international collaboration. 
n187 Thus, CNI regulation has the opportunity to be among the fastest growing regulatory arenas, providing examples of 
State practice that will, in turn, inform norm-building efforts. 

B. United States 
  
 The United States in many ways pioneered national-level cybersecurity policymaking, beginning with the 1988 crea-
tion of the first Cyber Emergency Response Team (CERT) at Carnegie Mellon University in response to a growing 
number of network intrusions. n188 The number of "computer security incidents" that US-CERT investigates has grown 
from six in 1988 to more than 106,000 in 2011. n189 However, US-CERT, which is now part of the Department of Home-
land Security (DHS), is only the beginning of the confused world of U.S. cybersecurity regulation. n190 Modern efforts 
toward increasing cybersecurity for CNI can be traced to the aftermath of the Oklahoma City bombing of the Murrah 
Federal Building in April 1995. n191 President Clinton responded to the bombings by issuing Presidential Decision Di-
rective 39 (PDD 39), n192 creating a Critical Infrastructure Working Group and "establishing infrastructure protection as a 
national priority." n193 In May 1998, building from work product that emerged out of PDD 39, the Clinton Administra-
tion issued Presidential Decision Directive 63, n194 which contemplated critical infrastructures as "those physical and 
cyber-based systems essential to the minimum operations of the economy and the government," n195 displaying a broader 
effort to respond to threats to U.S. CNI. n196 Indeed, regulation of cybersecurity has frequently  [*149]  come from ex-
ecutive action. In addition to the Clinton Directives, Presidents Bush and Obama have both issued Directives that aim to 
secure CNI. n197 In addition, more than fifty U.S. statutes influence cybersecurity in one capacity or another, though none 
of these constitute an overarching framework. n198 

Indicative of this fragmented approach, the federal government lacks a single definition of what constitutes CNI in 
all cases. n199 The closest candidate considers CNI as "systems and assets, whether physical or virtual, so vital to the 
United States that the incapacity or destruction of such systems and assets would have a debilitating impact on security, 
national economic security, national public health or safety, or any combination of those matters." n200 When the U.S. 
Department of Defense unveiled declassified portions of its strategy for cyberspace, former Deputy Secretary of De-
fense William J. Lynn III announced that everything from the electric grid to telecommunications and transportation 
systems constitute CNI, stating that "a cyber attack against more than one [of these networks] could be devastating." n201 

In 2009, President Obama, shortly after taking office, commanded a review of the federal government's cybersecu-
rity plans and activities. n202 After the review was completed, President Obama declared U.S. CNI to be a "strategic na-
tional asset," n203 and U.S. Cyber Command (CYBERCOM) was tasked with centralizing command of U.S. cyber opera-
tions. CYBERCOM is now operational for "full spectrum" operations, including defensive and offensive capabilities 
under General Keith Alexander. n204 However, the Pentagon has not yet clarified doctrines defining how and when U.S. 
forces will respond to cyber attacks. n205 And CYBERCOM is only responsible for the dot-mil domain; the government 
domain, dot-gov, and the corporate domain, dot-com, remain the responsibilities of DHS and private firms, respectively. 
Given the difficulty of developing clear, effective guidelines for enhancing  [*150]  national cybersecurity and protect-
ing CNI, CYBERCOM's place vis-a-vis other U.S. agencies and departments remains somewhat undefined even as it 
adds functionality. n206 



Page 13 
50 Stan. J Int'l L. 119, * 

The Obama Administration has implemented several initiatives to create a more integrated cybersecurity policy, in-
cluding appointing a cybersecurity coordinator. But the position does not require Senate approval and has been de-
scribed as being heavy on responsibility but light on real authority. n207 A fully integrated U.S. cybersecurity policy has 
yet to be established, n208 and securing critical information infrastructure is a far more daunting proposition than safe-
guarding all of a nation's ports or power plants against physical intruders. Outstanding issues include whether the DHS 
should be a regulator or a resource for at-risk companies and institutions, how best to reform information-sharing prac-
tices and protect CNI, how to define CNI and prioritize sectors, and how much power the President should have over 
the Internet. n209 

Dueling legislation appeared in 2012 in the form of the Cybersecurity Act, favored by Senate Democrats, and the 
SECURE IT Act, supported by Senate Republicans. The former bill would have granted new powers to DHS to oversee 
government cybersecurity, set "cybersecurity performance requirements" for firms operating what DHS deems to be 
"critical infrastructure," and create "exchanges" to promote information sharing - but neglected to settle cybersecurity 
turf battles between agencies. n210 The Cybersecurity Act of 2012 also designated an industry as "critical" by deciding 
whether "damage or unauthorized access to that system or asset could reasonably result in the interruption of life-
sustaining services ... ; catastrophic economic damages to the United States ... ; or severe degradation of national securi-
ty." n211 But it explicitly omitted "commercial information technology products, including hardware and software." n212 
The SECURE IT Act, on the other  [*151]  hand, favored a more voluntary approach and relies on the NSA. n213 Neither 
bill was enacted, n214 leaving President Obama to issue an executive order that expanded public-private information shar-
ing and established a voluntary "Cybersecurity Framework," partly comprised of private-sector best practices that com-
panies could adopt to better secure CNI. n215 The National Institute of Standards and Technology is tasked with develop-
ing the voluntary cybersecurity framework, which promises to be a "prioritized, flexible, repeatable, and cost-effective 
approach" to help "manage cybersecurity-related risk while protecting business confidentiality, individual privacy and 
civil liberties." n216 Many commentators have gauged this effort as falling short of what is required, n217 though it could 
help shape a cybersecurity duty of care. Nevertheless, efforts currently underway, such as establishing the voluntary 
cybersecurity framework for firms operating CNI, could not only revise U.S. cybersecurity policy but also inform the 
debate in other nations including the United Kingdom and the European Union. n218 

C. United Kingdom 
  
 Similar to the United States, the United Kingdom has identified terrorism and cyber attacks as the two greatest threats 
to national security in the twenty-first century. n219 Specifically, the British Foreign Secretary William Hague has called 
the epidemic of cybercrime "one of the greatest global and strategic challenges of our time." n220 British Military Intelli-
gence, Section 5 (MI5) has called for urgent action to better manage the ""astonishing' levels of cyber attacks on U.K. 
industry" being  [*152]  perpetuated by criminals and states. n221 Yet it has been said that "there is no overarching regula-
tion of cyber security in the U.K.," n222 and a doctrine of cyber power remains largely undefined, even as new revelations 
about U.K.-U.S. cyber espionage campaigns come to light. n223 However, the U.K. has created a Center for the Protection 
of National Infrastructure (CPNI), through which it engages in the protection of infrastructure by using a "criticality 
scale" to gauge priorities and tout the benefits of public-private partnerships to enhance cybersecurity. n224 

In the United Kingdom, as in the United States, voluntary industry strategies and law enforcement regulations are 
intended to enhance CNI protection. The 2011 U.K. Cyber Security Strategy, which focuses on government contractors, 
states that the British government "will work with industry to develop rigorous cyber security ... standards." n225 Howev-
er, it does not explain how the largely voluntary approach it envisions represents a change to the status quo sufficient to 
effectively meet this threat to British national security. n226 The Strategy does not spell out how the awareness of individ-
uals and businesses about the cyber threat will be raised n227 or offer specifics about how the CPNI will help enhance 
cybersecurity for the "wider group of companies not currently deemed part of critical infrastructure," n228 but which are 
nevertheless essential to Britain's long-term economic competitiveness. On the regulatory side, the U.K. government has 
endorsed bills allowing police and security services to legally demand ISPs and Internet users to reveal passwords and 
privacy encryption codes. n229 Such initiatives are due at least in part to "the damage [cybercrime] does to the financial 
and social fabric of the country" n230 - and also may be in response to the growing capabilities of other antagonistic and 
allied cyber powers, including those of the European Union. 

 [*153]  

D. European Union 
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 The European Union's approach to securing critical infrastructure (CI) was motivated by Madrid's terrorist bombings in 
March 2004. n231 In the aftermath, the EU Commission - the executive body of the European Union - adopted sugges-
tions for how to enhance "prevention, preparedness and response to terrorist attacks involving [CI]." n232 CI in the Euro-
pean Union is defined broadly, referring to infrastructure that is "essential for the maintenance of vital societal func-
tions, health, safety, security, economic or social well-being, and the destruction or disruption of which would have a 
significant impact in a Member State as a result of the failure to maintain those functions." n233 Examples include sectors 
similar to those often cited in the United States, such as "telecommunication and energy networks, financial services 
and transport systems, health services, and the provision of safe drinking water and food." n234 But the interconnected-
ness of nations within the European Union dictates that all Member States must achieve a certain level of security and 
preparedness, lest other nations be negatively affected by cyber dysfunction or insecurity spilling across borders. n235 
There has been a struggle to engage all of the relevant stakeholders, causing a state of affairs in which some Member 
States have excelled at enhancing cybersecurity while others have lagged behind - in part because of the difficulties of 
creating effective international public-private partnerships (iP3s). n236 This case study draws largely on official EU mate-
rials, focusing on recent Communications, n237 Resolutions, n238 and proposed Directives n239 to ascertain the current state 
and potential future direction of CI regulation in the European Union. 

 [*154]  

1. Evolution of EU Cybersecurity Policymaking 
  
 Most attempts to enhance cybersecurity at the EU level have been relatively weak, relying on either voluntary mecha-
nisms for Member States or binding principles while allowing States some leeway in deciding how to achieve pre-
scribed outcomes in their own national legislation. These efforts largely began in 2004, when the European Council - a 
body composed of the heads of state of each EU Member State - asked for the preparation of a strategy to protect CI. n240 
During that same year, the European Union established the European Network and Information Security Agency (ENI-
SA), intending that the new agency encourage and develop a culture of EU network and information security. n241 ENI-
SA serves the European Union at large, including Member States as well as the private sector and private citizens, but 
from its beginning suffered from turf battles similar to those seen in the United States and China, as is discussed below. 
n242 Most recently, though, ENISA was given a new mandate that ensures its continued operation into 2020. n243 

Also stemming from the European Union's 2004 efforts, the Commission established a 2008 Communication to 
create the European Programme for Critical Infrastructure Protection (EPCIP), which described the EU's overall ap-
proach to securing CI. n244 The EPCIP's framework included procedures for identifying and designating European CI and 
supports Member States in their respective activities concerning the protection of national CI. n245 It did not, however, 
require operators within Member States to report significant breaches of security or facilitate cooperation between 
Member States, though more recent proposals do, as is noted below. n246 As a subpart of EPCIP, in October 2008, the 
Commission proposed creating a Critical Infrastructure Warning Information Network that would focus specifically on 
enhancing the information-sharing process between Member States and developing an IT system in support of that goal. 
n247 In March 2009, the Commission's efforts expanded into adopting a Communication on Critical Information Infra-
structure Protection (CIIP), n248 which involved an action plan to support Member State's  [*155]  efforts in preventing 
and responding to CI threats. n249 Then, in May 2010, the Commission proposed the Digital Agenda for Europe (DAE), 
which focused heavily on the interaction between cybersecurity and economic development. n250 DAE also emphasized 
involving all stakeholders in ensuring the security and resilience of infrastructure; focusing on prevention, preparedness, 
and awareness; as well as improving security mechanisms to respond to new forms of cyber attacks and cybercrime. n251 

By March 2011, CIIP concluded that a purely national approach to tackling security and resilience challenges 
would not be sufficiently effective; rather, the European Union should continue trying to build a more cooperative ap-
proach across the EU region. n252 Most of the proposals in this Communication were scheduled to be implemented by 
2012 but have not yet been realized as of this publication. n253 The stage was thus set for a new chapter in EU cybersecu-
rity policymaking to unfold. 

2. 2013 EU Cybersecurity Strategy 
  
 In February 2013, the Committee issued a new Communication that set out a proposal for dramatically boosting cyber-
security in the European Union. n254 Cecilia Malmstrom, EU Commissioner for Home Affairs, has said that the latest 
Communication "provides a basis for greater cooperation between the different actors" and "shows the direction for 
future work." n255 First, as in the DAE, the Communication is concerned with the long-term viability of e-commerce and 
incentivizes the creation of an EU culture of cybersecurity. n256 Second, it highlights the unique structure of the European 
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Union, providing a strong incentive for EU-wide action. Due to the "borderless nature of the risks" and the intercon-
nectedness of Member States' economies, simply leaving the protection of CI and cybersecurity up to each individual 
nation could incentivize free rider Member States to benefit from the security investments of others. n257 The Communi-
cation does not centralize supervision and  [*156]  instead suggests that national governments are in the best position to 
organize the nuances of prevention and response to attacks, as well as to manage the interactions between the public and 
private sectors, using established policy and legal frameworks. n258 Nonetheless, the Communication states that national 
responses will likely require direct EU involvement. n259 

In essence, the EU cybersecurity proposal contains five strategic priorities: (1) achieving cyber resilience; (2) re-
ducing cybercrime; (3) creating a new cyber defense policy; (4) developing industrial and technological resources for 
cybersecurity; and (5) establishing an international cyberspace policy for the European Union that promotes core EU 
values. n260 To achieve the first goal, the Communication emphasizes cooperation between the public and private sectors, 
n261 though this has been much less difficult to prescribe than to accomplish, as has been shown in the U.S. context. n262 In 
addition, despite noting that "voluntary commitments" have been responsible for some progress, the Communication 
proposes legislation that would establish common minimum requirements for cybersecurity that would apply to each 
Member State. n263 This initiative is reminiscent of the binding cybersecurity performance requirements originally called 
for under the Cybersecurity Act of 2012 n264 and may be informed by the cybersecurity framework being developed as a 
result of President Obama's 2013 Executive Order. n265 The Communication also proposes coordinated prevention, detec-
tion, mitigation, and response mechanisms. n266 

Second, on the issue of reducing cybercrime, the Communication indicates that the European Union is close to 
agreement on a Directive specifically designated  [*157]  to address attacks that make use of botnets to target infor-
mation systems. n267 Given the pervasive problem of and rapid advancements in cybercrime, however, it is unclear 
whether such measures will prove sufficient to stem the tide. n268 Third, in order to develop a cyber defense policy, the 
Communication proposes concentrating on "detection, response and recovery from sophisticated cyber threats." n269 
Drawing on a common theme, the proposal again suggests collaboration between the private and public sectors, this 
time emphasizing "synergies between civilian and military approaches in protecting critical cyber assets." n270 Fourth, the 
Communication proposes a focus on developing industrial and technological resources in the European Union to curb 
excessive dependence on information and communication technology produced elsewhere, n271 recognizing the endemic 
issue of insecure supply chains. n272 Fifth and finally, the Communication aims to establish a "coherent international cy-
berspace policy for the European Union and to promote E.U. core values," n273 the primary goals being to promote open-
ness and freedom on the Internet, close the digital divide, and build consensus in international cybersecurity policymak-
ing. n274 The prospects for such international cybersecurity policymaking post-Snowden, though, remain to be seen. n275 

E. China 
  
 China's approach to protecting CNI simultaneously demonstrates both the difficulty of building international cyber 
norms alluded to in the EU context and the opportunities available to do so. Unlike every other country discussed here-
in, China's laws and administrative regulations do not use the language "critical infrastructure" to refer to the systems 
that they intend to protect (though Chinese academics often do, and the PRC's goal is clearly to protect what Western 
governments refer to as CNI). n276 Such semantic differences may be seen as inconsequential, perhaps, or as indicative of 
larger cultural gaps and political goals. For instance, some believe that China's and Russia's penchant for the term "in-
formation security" over  [*158]  "cybersecurity" reveals those countries' preference for content control; n277 meanwhile, 
according to others, the terms mean "exactly the same thing" n278 and, in fact, may merely reveal the fact that "the term 
cybersecurity doesn't really exist in the Chinese language" (rather, the literal translation of the character used for 
"cyber" means "network"). n279 Despite these conspicuous differences, though, like many other countries around the 
world, China is struggling to define what infrastructure should be considered "critical" and is attempting to develop 
more robust regulations to better secure such systems. 

1. Evolution of Chinese Information Security Policymaking 
  
 The Chinese Government has been developing a strategy by which to protect CNI since at least 1994, when Decree No. 
147 was issued by the State Council, n280 the country's highest state-run (rather than party-run) executive and administra-
tive organ. n281 Decree No. 147 required Chinese information systems to be protected, particularly in the fields of "state 
affairs, economic construction, national defense, and the most advanced science and technology." n282 The Decree further 
stipulated that a scheme recognizing multiple levels of security priorities and requirements should be developed. Little 
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detail was provided regarding how such a scheme would work, but Article 9 of the Decree authorized China's Ministry 
of Public Security (MPS) and "other relevant departments" to develop it. n283 

In 1999, with the publication of GB17859, a national, compulsory standard, the PRC began developing such a 
scheme. GB17859 ranks industry systems on a scale of 1 to 5 (5 representing the most substantial risk and importance 
to national security). n284 The standard differentiates between levels by focusing on technical criteria, like identification 
and authentication. n285 For example, at level one, users must be asked to authenticate their identities (by using, for in-
stance, a password). n286  [*159]  By level five, computer information systems must be able to identify unique users, au-
thorize their access to certain data, and hold them accountable for their actions. n287 GB17859 references the U.S. Trusted 
Computer Systems Evaluation Criteria, a U.S. Department of Defense standard also known as the Orange Book. n288 The 
U.S. government replaced the Orange Book in 2005, n289 twenty years after it was published, when it adopted the Com-
mon Criteria for Information Technology Security Evaluation (Common Criteria), an international standard n290 that was 
developed by combining the Orange Book, a Canadian standard, and a European standard. n291 

Like Decree No. 147, though, GB17859 is not very detailed, and leaves unclear how the new standard should be 
implemented. For instance, GB17859 did not explain how industries should be assigned an industry system level. Fur-
ther, it did not specify which government entities should be tasked with ensuring compliance with a level's technical 
demands. Moreover, the PRC was largely silent regarding these operational details for nearly a decade. Yet Chinese 
leaders worried about the extent to which Western nations dominated and controlled their critical and core information 
technology. n292 As such, behind-the-scenes, government entities continued to develop the graded protection scheme and 
considered doing so their highest priority. n293 

In 2003, the State Informatization Leading Group (SILG) created Document 27, a still-classified but "milestone" 
document outlining "plans to build an indigenous national assurance system, under firm domestic control." n294 Follow-
ing Document 27, an interagency body that reports to SILG formulated directives describing which government agen-
cies will implement the Document. n295 A 2004 directive specified that the State Secrets Bureau (SSB), State Encryption 
Management Bureau (SEMB), and the State Council Informatization Office should implement a graded protection 
scheme - with MPS as the lead agency. n296 MPS was then tasked with developing, over the next three years, national and 
industry standards to facilitate implementation of the graded protection scheme. n297 

 [*160]  In 2006, a wave of national standards was issued. n298 Most notably, GB/T20271, a national, recommended 
standard, n299 was published, providing additional detail about GB17859's five security protection levels with some func-
tional requirements that are very similar to or even seemingly adopted from version 2.3 of the Common Criteria. n300 
Then, in 2007, new administrative regulations were issued; they are known as MLPS, n301 short for "multi-level protec-
tion scheme" - a "second milestone" for China's critical information network protection efforts. n302 MLPS filled in the 
gaps left by Decree No. 147 and GB17859 by describing in greater detail how the five-level system should be applied 
and which government entities should be in charge of the various aspects of implementation. n303 

While GB17859 described the technical requirements of systems classified at levels one to five, MLPS described 
the substantive differences between levels, with the lowest level involving harm to an individual or organization and the 
highest level involving especially serious damage to national security. n304 In attempting to define these substantive crite-
ria, a later MPS standard explains that national security may be affected by many factors, including not only the insta-
bility of national politics, public information resources, defense, and ethnic unity, but also the strength of the economy, 
science, and technology. n305 Because these criteria and differentiations between MLPS levels are vague, MPS and other 
administrative bodies are able to make "non-transparent decisions as to which level of protection an information  [*161]  
system warrants." n306 Moreover, since being assigned a higher level classification will likely result in increasing opera-
tional costs, "specific industries have lobbied to classify their systems at the lowest level possible." n307 

The process of determining which systems should be assigned to which cybersecurity levels has proven complex, 
especially for level three and higher. MLPS specifies that "the operating and using units of information systems shall 
determine the security protection grade of [their] information systems." n308 However, it then states that "the security 
grade of inter-provincial or nationally interconnected information systems may be determined uniformly by the admin-
istrative departments," and, if such departments intend to assign grade four or higher, then their decision must be "eval-
uated" by the "state expert committee of information security protection classification." n309 Notably, "administrative 
departments" generally refer to ministries responsible for managing relevant sectors - like the Ministry of Industry and 
Information Technology (MIIT), which plans for the development of and regulates the telecom sector. n310 Then, infor-
mation systems assigned to grade three or higher n311 must be recorded with local organs of MPS - or the MPS itself, if 
the systems are inter-provincial or national and their central departments are located in Beijing; the MPS then has the 
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authority to reject "inappropriate" grades. n312 Even after MPS accepts a level three or higher grade, it must be checked - 
annually for grade three systems, every six months for grade four systems, and as necessary for grade five systems." n313 

Immediately following the release of MLPS in 2007, MPS set out to define the protection level that would be as-
signed to key industries and networks. n314 The ministry contemplated including information systems that handle state 
secrets, all important party and government websites and office information systems, telecommunication and broadcast 
television networks, data centers, and the production, dispatch, management, and office information networks in myriad 
industries including banking, power, and water. n315 This was a critical move, as MPS was essentially attempting to pre-
define CNI, which would be classified at level three or higher and "directly managed" by government regulatory author-
ities. n316 MLPS requires that "operating and using units of information systems shall accept security supervision, exami-
nation, and instruction." n317 Of the highest concern to many foreign companies and governments, MLPS also imposes 
elevated requirements "on security products  [*162]  destined for use in Level 3 or above information systems." n318 
MLPS not only mandates the use of Chinese IP but also requires that such products be researched, developed, and man-
ufactured by an entity "invested or controlled by Chinese citizens, legal persons or the state, and have independent legal 
representation in China," n319 taking to an extreme the EU cybersecurity strategy's proposals to mitigate supply chain 
risk. n320 In addition, MLPS is being integrated with existing licensing requirements for imports, providing MPS with a 
reason to stay involved - the licensing business is lucrative - and further complicating the efforts of foreign companies. 
n321 

MLPS supply chain restrictions were not enforced immediately, n322 but since implementing the regulation has re-
mained "one of the top priorities of China's cyber security strategy," n323 efforts to do so have increased, sparking criti-
cism. In late 2011, Japanese and European delegations to the World Trade Organization's Committee on the Technical 
Barriers to Trade stated that the commercial impact of strictly enforcing MLPS "might be tremendous" and pointed out 
that MLPS has gradually taken over "sectors of the economy not regarded as critical to national security anywhere else 
in the world." n324 The potentially "extensive scope of regulation" is "a defining characteristic of the MLPS," n325 which 
could cover a laundry list of sectors and economic activity. n326 According to leading Chinese standards expert Dieter 
Ernst, "most industries" (as well as critical IT infrastructure in public research institutes) "are classified as Level 3 and 
above systems," n327 meaning that a substantial segment of the Chinese economy should be governed by these cybersecu-
rity requirements. 

The wide breadth of this regulation is likely due in part to the fact that MLPS and related regulations have emerged 
amidst China's push for "indigenous innovation" n328 and are driven by three main objectives: increasing security, domes-
tic  [*163]  production, and domestic demand. First, as in other countries surveyed, Chinese officials wish to make Chi-
nese infrastructure more secure; second, Chinese officials hope to foster "domestic innovative capabilities," especially 
for IT security products; and third, Chinese officials seek to develop "a domestic industry for such products." n329 In oth-
er words, MLPS is not only designed to protect China's CNI but also to encourage both state-owned and private domes-
tic companies to develop sophisticated IT products and to purchase their secure IT products from Chinese suppliers, 
thus fostering a self-sustaining market and capacity for advanced research. Disagreement exists, though, among Chinese 
academics and government officials regarding the extent to which these goals of security, domestic innovative capacity, 
and domestic purchasing power are most effectively being pursued through MLPS. These disagreements cite concerns 
over cost, global competitiveness, and the micromanagement of corporate networks through the imposition of strict 
technical requirements directly overseen by Chinese regulators. n330 The latter not only takes power out of the hands of 
executives closest to their own network security issues - inconsistent with findings in the strategic management litera-
ture n331 - but also may disrupt coordination of multinational networks seeking to integrate China into the global market-
place. n332 

2. Challenges Facing Chinese Information Security Efforts 
  
 Chinese cybersecurity policymaking is animated by national security threats embedded in IT, such as perceived and 
real backdoors installed by Western firms and used for spying. n333 The assumption on the part of a subset of Chinese 
officials with this perspective is that a State-centric approach is necessary to mitigate such cyber insecurity. n334 But not 
everyone is comfortable making such an assumption, n335 especially since the quality of much of China's IT security 
products "is still largely unproven." n336 With its insistence on local technology products, MLPS also puts the Chinese 
government in the position of picking technological winners and losers, which is exceedingly difficult in the rapidly 
changing cyber threat matrix. As FCC commissioner Robert McDowell has said, "No government ... can  [*164]  make 
... decisions in lightning-fast Internet time." n337 In addition, the "demanding" technical requirements of GB17859 need 
to be further clarified through additional standards, n338 and clearer differentiation must be made between the levels that 
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MPLS outlines - especially regarding Level 3 and above. The differences between damaging national security, seriously 
harming national security, and causing particularly serious damage to national security are ambiguous. 

Though additional clarifying policies and standards have been published by MPS, n339 MLPS is still being imple-
mented. One major challenge is China's approach to regulatory compliance. While the United States and United King-
dom have so far promoted voluntary standards in part due to concerns that mandatory requirements would stifle innova-
tion, according to Matt Roberts of the U.S. Information Technology Office: 
 

  
The Chinese government has tended to favor broad, ambiguous regulations that grant regulatory entities a good deal of 
discretionary authority. After a new regulation is passed - including a mandatory standard, like GB17859 - company 
leaders often need to meet with government officials to find out if and how it may apply to them. n340 
  
 Oftentimes, the government may be hoping to catch particular bad actors and is not interested in stifling domestic com-
panies. In effect, then, despite strict regulations, many companies are able to continue making decisions that promote 
innovation, but they may feel too insecure to make significant investments - especially in the aftermath of the 2013 rev-
elations about U.S. programs, which may motivate Chinese regulators to tighten enforcement. n341 

Another pressing implementation constraint is likely all too familiar: turf battles. n342 At the center of the MLPS ri-
valry are MPS, a security ministry boasting robust cybersecurity capabilities analogous to the U.S. Department of De-
fense, and MIIT, a more recently created organization tasked with regulating civilian communications somewhat similar 
to the U.S. Department of Homeland Security. n343 Upon its creation in 2008, MIIT took over the functions of the State 
Council Informatization Office, which co-sponsored MLPS and was given the responsibility of coordinating the imple-
mentation of MLPS. n344 In 2011, Ernst wrote that, "since  [*165]  the creation of MIIT, MLPS activities have been 
stalled." n345 MPS is fighting to keep control of the information security product-licensing regime, which would allow it 
to "reap hefty profits." n346 However, as the ministry in charge of developing plans for and regulating IT products, MIIT 
will also likely continue to fight for a more significant role in implementing MLPS. Notably, this power struggle be-
tween MPS and MIIT seems to extend beyond MLPS; for example, when a new State Internet Information Office was 
created in 2010, its designated leaders were two officials from the State Council's Information Office as well as top offi-
cials from MPS from MIIT. n347 The 2013 EU cybersecurity strategy has sought to clarify governance in order to limit 
turf battles and further clarify the legal environment - a lesson that Chinese cybersecurity policymakers should take to 
heart. n348 

Despite challenges related to implementing MLPS and ensuring its capacity to achieve indigenous innovation 
goals, the 2007 regulation will likely continue to be clarified, updated, and increasingly enforced by the Chinese gov-
ernment - especially in the post-PRISM world in which security concerns of MPS and others have been publicly legiti-
mized. n349 Going forward, the challenge facing Chinese policymakers is to seek common ground with other leading 
cyber powers in relation to protecting CNI and securing its supply chain. To do so, it may attempt to craft a clearer and 
more limited list of industries subject to level three and higher. Because supply chain concerns weigh heavily on many 
governments - including China's prominent neighbor in South Asia, India - they may have the opportunity to engage 
with the Chinese government with regard to MLPS's evolution. 

F. India 
  
 Of the five case studies examined in this section, India has the most recently adopted national policy to protect critical 
infrastructure - though Indian academics have been calling for the government to take action for some time, and a draft 
of the document has been available for years. n350 Unlike in China, India's IT, electricity, and telecom sectors experi-
enced substantial private sector investments in the 1990s, diffusing responsibility for disasters among diverse operators 
similar to the status quo in the United States. n351 As a result - and again, as in the United States - regulation varies 
among sectors; for instance, while the Reserve Bank of India has regulated the cybersecurity of the Indian banking sys-
tem, other industries have not been similarly impacted. n352 But there have been calls for an increased role for the  [*166]  
State. For example, according to Chaturvedi, Gupta, and Battacharya, "in view of the grave repercussions of infrastruc-
ture failure in core sectors like power and telecom, government driven regulatory initiative [is] justified." n353 

India's most significant cyber law is the Indian IT Act of 2000. It defines criminal hacking and has enabled e-
commerce - verifying the legality of digital signatures, n354 for instance - but a commentator from the Centre of Excel-
lence for Cyber Security Research and Development in India called it "a poorly drafted law and badly implemented 
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legislation" in March 2013. n355 The IT Act has been amended since 2000; for instance, in 2006, the law made liable 
companies that did not follow "reasonable security practices and procedures" and identified "Critical Information Infra-
structure" and the need to protect it. n356 In 2008, the IT Act was amended again to make companies liable if they are 
"negligent in implementing and maintaining reasonable security practices and procedures" and thereby cause "wrongful 
loss or wrongful gain to any person." n357 According to the amendment, ""reasonable security practices and procedures' 
... may be specified in an agreement between the parties," by law, or "by the Central Government in consultation with 
such professional bodies or associations as it may deem fit." n358 This Act thus gave the Indian government widespread 
authority to regulate CNI and enhance cybersecurity, for example by defining a duty of cybersecurity care - perhaps not 
an authority as extensive as the powers Chinese regulators enjoy, but certainty more robust than comparable U.S. or EU 
efforts. n359 

From the late 1990s through the 2010s, the Indian government reorganized and expanded its bureaucracy to estab-
lish a regulatory framework for India's evolving telecommunications infrastructure, n360 develop India's IT culture, estab-
lish India as a global IT power, n361 and address the evolving cyber threat. Throughout this evolution, an agency known 
since 2012 as the Department of Electronics and Information Technology, n362 which is housed under the Ministry of 
Communications and Information Technology (MOC), has been active and has played a central role in  [*167]  cyberse-
curity policymaking. India's Computer Emergency Response Team (CERT-In) functions under the umbrella of the De-
partment of Electronics and Information Technology, n363 which has also set up Inter Ministerial Working Groups, in-
cluding one devoted to critical infrastructure protection. n364 For comparison's sake, US-CERT is housed under the De-
partment of Homeland Security and managed by Carnegie Mellon University. n365 After the government issued its Na-
tional e-Governance Plan, which focuses on improving IT infrastructure and developing IT standards, in 2006, the De-
partment of Electronics and Information Technology created yet another MOC division to implement it. n366 Meanwhile, 
the Indian government has also established the National Disaster Management Authority, which functions similarly to 
the U.S. Department of Homeland Security. n367 

Ultimately, India's National Information Board (NIB) sits at the top of its national information security structure. n368 
While the National Information Security Coordination Cell works through Sectoral Cyber Security Officers and reports 
to NIB, the National Security Council Secretariat has been tasked by NIB with coordinating national cybersecurity ac-
tivities. n369 Directly below the NIB are ministries like MOC and the Information Infrastructure Protection Centre, under 
which state cyber-police stations are situated. n370 

In July 2013, India published its first cyber policy explicitly devoted to protecting critical information infrastruc-
ture: the National Cyber Security Policy 2013 (NCSP). n371 The Department of Electronics and Information Technology 
was the lead agency in drafting the policy. n372 While many commentators applauded this step forward, others have criti-
cized it for sidestepping tough issues in favor of providing a broader framework for cybersecurity policy development. 
n373 According to Article 7 of the Preamble, the policy "is an evolving task" and "serves as an umbrella framework" for 
the whole spectrum of information and communication technology users and providers, enabling sectors and organiza-
tions to design appropriate policies to suit their needs. n374 The policy's real test is not of its exact language but will be in 
its implementation. 

 [*168]  The 2013 policy calls for a National Critical Information Infrastructure Protection Centre (NCIIPC) to pro-
tect critical infrastructure, while CERT-In would continue acting as the point agency in charge of coordinating all emer-
gency responses and crisis management. n375 However, the Indian government has been calling for the establishment of 
an agency like NCIIPC since December 2012, and little tangible progress has been made. n376 A similar debate preceded 
the establishment of CYBERCOM in the United States. n377 In a March 2013 report for the Center of Excellence for 
Cyber Security Research and Development in India, one commentator wrote that critical infrastructure protection "must 
come directly from the highest level[,] like [the] Prime Minister's Office," to be successfully implemented. n378 This sen-
timent may be read as being consistent with the approach taken by Chinese regulators and contrary to the more volun-
tary regulatory stance favored in the United States to date. 

A 2011 draft of the NCSP provided more detail in certain areas. For example, it required a company's chief infor-
mation security officer to report directly to CERT-In and to the Department of Electronics and Information Technology 
in the event of a major cyber attack (echoing the 2013 EU Cybersecurity Strategy), and it further required sector-based 
CERTs to have local incident response teams. n379 The 2013 NCSP is more flexible, though, than the 2011 draft. Instead 
of naming CERT-In and the Department of Electronics and Information Technology, Section IV(A) notes that a national 
coordinating agency should be designated. n380 In addition, unlike China's MLPS, the NCSP gives individual businesses 
leeway in structuring their security programs. Section IV(A) "encourages" all organizations to designate a chief infor-
mation security officer and "to develop information security policies duly integrated with their business plans and im-
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plement such policies as per international best practices." n381 Section IV(B) further promotes the adoption of global best 
practices "in information security and compliance" and "in formal risk assessment and risk management processes." n382 
The NCSP has thus evolved to become more reminiscent of U.S. efforts at establishing voluntary cybersecurity best 
practices than the more heavy-handed Chinese, or even European, approaches. 

 [*169]  Similar to the MLPS, though, the NCSP demonstrates India's desire to develop indigenous security tech-
nologies to both protect critical infrastructure and enable economic development. Section III of the NCSP notes that 
India should "develop suitable indigenous security technologies" through research and commercialization, "leading to 
widespread deployment of secure ICT products/processes in general and specifically for addressing National Security 
requirements." n383 Section IV(A) encourages the "procurement of indigenously manufactured ICT products that have 
security implications," and IV(H) "encourages Research & Development to produce cost-effective, tailor-made indige-
nous security solutions meeting a wider range of cyber security challenges and target for export markets." n384 By explic-
itly stressing indigenous innovation in addition to the adoption of international best practices, the example of India and 
its 2013 cybersecurity policy may serve as a bridge, creating opportunities for mutual recognition and collaboration as 
well as challenges for global supply chain management. 

Summary 
  
 This Part has compared and contrasted national cybersecurity strategies devoted to securing critical infrastructure of the 
United States, United Kingdom, European Union, China, and India. These case studies have illustrated the wide array of 
issues and divergent perspectives on regulating industry to secure infrastructure, ranging from the definition of CNI 
itself to the role of the State in ensuring the uptake of best practices. Part III examines the trends identified in Part II and 
analyzes what implications this analysis has for national and international policymakers with particular reference to the 
process of norm development and diffusion. 

III. Bridging the Digital Divide: Securing Critical Infrastructure in an Age of Cyber Insecurity 
  
 An early international Internet regime came into being during the 1990s with the widespread adoption of the TCP/IP 
protocol. n385 In the years since, however, the notion of minimal national government involvement in Internet governance 
has been challenged, as was shown in Part II. State involvement in cyberspace is "the major issue for the next decade," 
according to Greg Rattray, senior vice president for security at the Financial Services Roundtable. n386 And it also repre-
sents an  [*170]  opportunity for States to act as norm entrepreneurs, identifying and potentially hastening the uptake of 
cybersecurity best practices. n387 

Part I of this Article described the evolution of Internet governance, demonstrating how States have moved to the 
forefront - first by attempting to use international institutions to achieve their goals and increasingly by formulating 
national or regional Internet laws and policies. Part II focused on a particular area of Internet law and policy, describing 
how a subset of governments is attempting to secure CNI. Finally, Part III analyzes national and regional regulatory 
trends in relation to CNI and how States might work together to develop international norms to protect CNI. Simply put, 
"norms are shared expectations about appropriate behavior." n388 They may be descriptive of current best practices or 
prescriptive, meaning they specify behaviors that norm accepters should adopt. n389 This Part projects current regulatory 
trends forward and assumes that States will continue to increasingly assert themselves as Internet policymakers, particu-
larly in the area of CNI, but it also acknowledges that the role of any one State in developing CNI laws and policies will 
not evolve in a "vacuum" - no matter how wide or narrow the digital divide becomes. n390 

The twentieth century expansion in State-sponsored scientific research is an example of this interactive (if not al-
ways cooperative) norm-building process. n391 First, a "material change" - like a World War, or a sudden increase in sci-
ence funding - occurred in some developed States, prompting them to view science as "a natural resource to be har-
nessed by the state." n392 Then, international organizations - including the United Nations Educational, Scientific and 
Cultural Organization (UNESCO) - "began actively promoting science policy innovation among their member states," 
most notably in developing countries. n393 While UNESCO initially intended to "serve science and scientists rather than 
states," over time, developing country governments asserted a more significant role in the international science coopera-
tives established in their jurisdictions, effectively turning them into national research institutes. n394 In other words, in 
some counties, an increased focus on national  [*171]  science research reflected changing internal conditions and de-
mand, whereas in others, it coincided with "international normative changes." n395 

This interactive norm-building process is even more likely in the specific context of national ICT policymaking not 
only because of the global and interconnected nature of the Internet, but also because of increasingly pervasive and so-
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phisticated cyber attacks. According to Professors Ron Diebert and Masachi Crete-Nishihata, "states learn from and 
imitate" each other - and "the most intense forms of imitation and learning occur around national security issues because 
of the high stakes and urgency involved." n396 Indeed, in part due to States' perception that cyber risk is "escalating out of 
control," there exists an opportunity to engage in international dialogue. n397 According to James Lewis, Senior Fellow at 
the Center for Strategic and International Studies, early attempts at State-based cooperation were too focused on com-
plex and dysfunctional treaties, but since 2008, alternative ideas have gained traction, including norm building. n398 
Though norms may not bind states like a treaty may have, Lewis notes that "non-proliferation provides many examples 
of non-binding norms that exercise a powerful influence on state behavior." n399 This position has been supported by in-
ternational conferences n400 and in academia through a series of cyber norms workshops. n401 

Despite the "general agreement on a norms-based approach" to enhancing cybersecurity, there has been relatively 
little research on specific proposals. n402 Moreover, according to Lewis, "even simple norms face serious opposition. 
Conflicting political agendas, covert military actions, espionage[,] and competition for global influence" have created a 
difficult context for cyber norm development and diffusion. n403 WCIT-12 arguably exacerbated these underlying ten-
sions by encouraging each side of the so-called digital divide to harden and entrench their positions. n404  [*172]  As 
such, Lewis recommends that States first focus on confidence-building measures rather than norms, pursuing "greater 
transparency in doctrine, better mechanisms for crisis management, improved law enforcement cooperation[,] and 
shared understanding on the application of the laws of armed conflict to cyber attacks." n405 Likewise, according to an 
article summarizing a 2011 Harvard-MIT-Toronto workshop, States should "work on norms in areas where their current 
practices have been mutually acceptable or where they have expressed strong interests for cooperation." n406 Cybercrime 
is an example of such an area; however, such norm development is frustrated by a division between States that have 
adopted the Budapest Convention on Cybercrime and States that refuse to do so because of the Convention's "North 
Atlantic origins." n407 

In this Article, we chose to focus on the development of norms related to CNI for three main reasons. First, CNI 
norms will likely affect many evolving areas of cybersecurity policymaking and international engagement. Because it is 
linked with military, civilian, and supply chain concerns, CNI policy may ultimately impact confidence-building 
measures or norms related to the laws of war, national regulation, government procurement, and international trade. On 
the one hand, this complicates CNI policymaking, but on the other hand, it demonstrates wide possibilities for engage-
ment. Second, as ABI Research, a New York-based market research firm, has stated, "cyber security for critical infra-
structure has become an issue of primary importance to nation states." n408 As such, intense forms of imitation and learn-
ing are likely occurring already - norms discussions can help States to forestall further policy divergence on such a sub-
stantial issue. n409 Finally, despite the complex nature of CNI policy, many States actually have very similar goals, re-
flecting the fact that protecting CNI has been a State responsibility since Roman times. Cultural differences will still 
affect norms discussions, but at least States can acknowledge that they are struggling with similar challenges and aiming 
to achieve similar goals. 

This final Part is structured to consider the potential for norm development as well as the implications of the grow-
ing prevalence of State-centric Internet governance. Subpart A highlights national and regional trends revealed in Part 
II. Subpart B then analyzes potential impacts for international policymakers seeking to secure critical infrastructure and 
enhance global cybersecurity by considering some existing and additional proposals for CNI norm development. Final-
ly, the Article  [*173]  concludes in Subpart C with an examination of methods to bridge the new digital divide. 

A. Analysis of National and Regional Regulatory Trends 
  
 In formulating CNI policies, China, the European Union, India, the United States, and the United Kingdom have faced 
similar challenges and adopted similar strategies to mitigate threats. This subpart highlights those similarities, revealing 
opportunities wherein State interests may align and confidence-building measures and norm proposals may be well re-
ceived. First, States are reorganizing old and creating new government entities to regulate and develop policy for CNI, 
and the responsibilities and roles of such new institutions are still being defined. For example, in the United States, the 
Department of Homeland Security is mandated to protect CNI, but some commentators still believe the Department of 
Defense is best equipped to do so. n410 Likewise, in China, the Ministry of Industry and Information Technology is 
tasked with regulating the ICT industry and telecommunications, but the Ministry of Public Security plays a large role 
in developing relevant policy. In India, NCIIPC is being created to coordinate both technical CNI protection and related 
policy issues. As States shift responsibility for CNI to clarify turf battles, they may look to one another to determine 
best practices, such as the benefits and drawbacks of centralizing cybersecurity command authority. n411 Some State enti-



Page 22 
50 Stan. J Int'l L. 119, * 

ties may also use this as an opportunity to engage more directly and substantially with their counterparts in other gov-
ernments. 

Second, States are struggling to determine which systems and industries should be considered the most "critical" in-
frastructures. This is a difficult task; the list of infrastructures on which citizens heavily rely has grown steadily 
throughout history - from water to roads to power - and accelerated recently with the integration of information technol-
ogy into a long list of industries, services, and systems. Though the United States has maintained a core list of CNI in-
dustries for more than a decade, the list evolves; for example, prisons and industrial capacity have been crossed off, 
special events and national monuments were added and then dropped, and the defense industrial base was added. n412 
China's MLPS regulation sweeps many industries into its Level 3 or higher, but the exact list of industries is unclear and 
may often shift. Alternatively, the Indian government named numerous "critical sectors" in 1999, n413 but the Ministry of 
Communications and Information Technology  [*174]  more recently prioritized the defense, finance, energy, transpor-
tation, and telecommunication sectors, noting the importance of critical "information" infrastructure in particular. n414 To 
the extent that the goal of CNI policy is to organize regulatory frameworks - encouraging energy regulators to devote 
themselves to protecting CNI in the energy industry, for example - this system may be sensible. But ever-changing lists 
and project scopes are distracting, and agencies overseeing CNI protection may struggle to effectively allocate re-
sources. As such, States may benefit from a more nuanced approach. In the United States, as in India, the importance of 
the energy and communications sectors has recently been elevated. Likewise, in creating NCIIPC, the Indian govern-
ment determined that the new Centre "will only look after absolutely critical sectors that have high threat perception 
coupled with greater dependence on computer and information technology" - other sectors will be managed by CERT-
In. n415 States should coordinate in re-organizing their CNI policies to determine which sectors are indeed truly critical as 
a starting point for international norm building. 

Third, in moving their infrastructure into IT environments, governments are concerned about the extent to which 
they can trust the global IT hardware and software supply chains. n416 States are attempting to mitigate supply chain risk 
by excluding certain vendors, encouraging domestic innovation, or requiring that products in critical systems be domes-
tically produced. n417 In 2013, the U.S. government implemented a stricter government procurement law, which prevents 
three government entities from purchasing IT systems without the approval of federal law enforcement agencies. n418 In 
October 2012, a U.S. House of Representatives report recommended that government systems "should not include" 
equipment from Huawei or ZTE, two leading Chinese companies, and "strongly encouraged" U.S. private sector entities 
to "consider the long-term security risks associated with doing business with either ZTE or Huawei." n419 Relatedly, Chi-
na's MLPS specifies that systems labeled level three or higher must be composed of security products made in China 
and with Chinese IP. India's 2013 cyber policy encouraged the production of indigenously made software, and in the 
weeks before the policy was released,  [*175]  Indian security agencies expressed discontent with relying on foreign-
made Symantec and McAfee software. n420 Notably, though, these countries are also relying on their IT industries to sus-
tain or grow their economies, and supply chain restrictions may violate international trade commitments. 

Figure 4: Protecting Critical Infrastructure 
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By way of summary, as shown in Figure 4, there is not yet one common definition of CNI across the cyber powers, 
nor is there a consensus on information sharing and cyber attack reporting requirements. Turf wars are prevalent regard-
ing which regulatory bodies should have authority over various aspects of cybersecurity policymaking. Moreover, the 
strategies revealed from each case study demonstrate that the nations surveyed are pursuing a largely State-centric ap-
proach to enhancing  [*177]  cybersecurity, though this may be changing to an extent with the renewed focus on inter-
national engagement such as may be seen with high-level U.S.-China cybersecurity discussions. n421 Indeed, there seems 
to be a governance spectrum emerging in relation to securing CNI with nations such as the United States, United King-
dom, and India preferring a more voluntary approach and other cyber powers, including China, opting for a larger role 
for the State. The 2013 EU cybersecurity strategy seems to fall toward the middle of the spectrum, with calls for estab-
lishing "appropriate cybersecurity performance requirements" as well as mandatory reporting for cyber attacks having a 
"significant impact" on firms operating across a broad array of sectors. n422 This admittedly oversimplified spectrum is 
illustrated in Figure 5. 

Figure 5: Cybersecurity Governance Spectrum 
  
  Figure 5 
 

 Time and experience will demonstrate which approach is more effective at securing CNI. A more voluntary ap-
proach holds the benefit of innovation through experimentation, consistent with polycentric analysis. n423 Just as states 
are laboratories for democracy in the U.S. federal system, as Justice Louis D. Brandeis famously observed, n424 so too are 
nations laboratories for polycentric governance in cyberspace. But there are also drawbacks to consider - as may be il-
lustrated by analyzing the electric grid. The United States has more than 3,200 independent power utilities, unlike Ger-
many, for example, which has four major providers. n425 This state of affairs in the United States, then, opens the door for 
innovation and experimentation, but makes a truly bottom-up approach to securing the grid difficult  [*178]  without a 
mechanism for enforcing best practices. n426 It thus hints at the downsides of relying on voluntary cybersecurity frame-
works of the kind being currently developed by the National Institute of Standards and Technology; lack of enforcement 
mechanisms makes the uptake of best practices haphazard. n427 Thus, it may be prudent to compromise between an over-
ly permissive market-based regime and a national strategy as draconian as MLPS, an approach that the European Union 
may be considering. 

B. Impact on International Policymaking and Governance 
  
 Ultimately, "cyber peace" will require nations not only to take responsibility for the security of their own networks, but 
also to collaborate in assisting developing states and building robust regimes to promote the public service of global 
cybersecurity. In other words, we must build a positive vision of cyber peace that respects human rights, spreads Inter-
net access alongside best practices, and strengthens governance mechanisms by fostering global multi-stakeholder col-
laboration, thus forestalling concerns over Internet balkanization. n428 This goal requires reaching a consensus as to the 
detriments of the prevailing status quo, such as the dangers of false attribution and escalation, while focusing on areas of 
common concern, such as securing CNI. Over time, as the cyber powers find common ground - such as a tighter defini-
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tion of CNI or agreement on regulating international critical infrastructure like undersea cables - norms will begin to 
emerge. Such an approach may evolve into a bottom-up cybersecurity regime consistent with the recommendation of an 
array of scholars and policymakers, including Franklin Kramer, to bring "like-minded nations together on a host of is-
sues, such as technical standards and acceptable legal norms regarding territorial jurisdiction, sovereign responsibility, 
and use of force." n429 Norms of behavior to supplement legal regimes should also be  [*179]  created. These norms 
should incorporate a duty to cooperate with victims of potential attacks from information systems within a State's terri-
tory and a duty of care to secure systems and warn possible victims. n430 Eventually, such practices could form customary 
international law or lead to a cyber code of conduct that meets the needs of key stakeholders. n431 

Having established commonalities among governments' CNI policies and interests, this subpart proposes some are-
as in which governments may adopt confidence-building measures and work towards recognizing shared norms. First, 
this subpart acknowledges that, in addition to adopting multilateral actions that attempt to engage the entire international 
community, many States may prefer to pursue bilateral, regional, or other group-based agreements, easing the norm-
building process by working with states with whom they often share values. In 2012, for instance, Kramer suggested 
focusing on four key critical infrastructures - the military, electrical grid, telecommunications, and financial systems - 
and engaging "a cooperative small group of like-minded nations" since "cyber is inherently a complex environment[,] 
and it becomes more complex the more entities are involved in decision-making." n432 Indeed, WCIT-12 brought to the 
fore tensions that will not soon abide. 

While bilateral or small group agreements may be easier to implement, they should be pursued with caution and in 
conjunction with multilateral efforts in order to lessen the risk of exacerbating tension among less cooperative nations 
and to achieve more fruitful results. As Kramer writes, while "it is important to start with - and have at the core of the 
cyber stability effort - a small group of like-minded nations, it is also important to recognize that stability will be en-
hanced as more entities are engaged." n433 However, Kramer also recognizes that expanding cooperation will require 
countries to develop trust not only with respect to substantive issues, but also regarding operational approaches. n434 Nat-
urally, doing so will take time - Kramer notes that the founding countries of his "Cyber Stability Board" - the United 
States, United Kingdom, Australia, Canada, France, Germany, Japan, and the Republic of Korea - have "developed real 
relations of trust through alliances and activities over many years." n435 

 [*180]  Arguably, even with ongoing bilateral intelligence sharing and dialogue, excluding countries like China 
from a new Cyber Stability Board will not lead the Chinese to develop trust with regard to multilateral operational ap-
proaches or to deem their interests adequately accounted for. Moreover, China may form its own small group of like-
minded nations and create a competing Cyber Stability Board or similar institution that pursues policies and develops 
norms in its own interest, making subsequent compromise even more difficult than it currently appears. The BRICS 
Development Bank proposal demonstrates that, should it feel excluded or unsatisfied with the representation of its own 
interests, China is ready to form alternate global governance institutions. n436 In addition, WCIT-12 not only revealed 
deep tensions with regard to global Internet policy but also showed that governments around the world are both divided 
and at times unyielding in advocating their Internet governance positions. As such, providing governments with addi-
tional platforms may merely further entrench divisions. 

This Article argues that ongoing multilateral efforts should receive at least as much serious attention as bilateral or 
small-group efforts. In addition, it proposes that governments - while continuing to engage with each other with regard 
to lower-hanging fruit, such as the use of extradition and mutual legal assistance treaties to mitigate cybercrime - should 
attempt to develop international standards and best practices that will enable greater supply chain trust, a common and 
critical problem. This process will be challenging, n437 especially since government measures to manage supply chains 
reflect not only national security concerns but also interests in attaining "competitive economic benefits" through, for 
instance, the promotion of indigenous innovation. n438 However, developing such standards also satisfies the interests of 
these governments for numerous reasons. Most importantly, the current state of the global information and communica-
tion technology supply chain will make it very difficult and expensive, if not impossible, to ensure that all products are 
manufactured domestically and securely. 

In addition, even if governments could successfully ban all foreign information and communication technology 
products, risk will not be eliminated: "simply put, there is no way to prove that even a domestically created and main-
tained product has not been tainted, either during development or after deployment." n439 In other words, whether a gov-
ernment relies on foreign or domestic products, adopting a risk management, testing, and auditing process will improve 
security. n440 As part of this process, Microsoft's Scott Charney and Eric Werner have advocated for governments to 
"reexamine their understanding of cyber supply chain risk, recognize it as a shared problem that all countries must now 
confront, and seek solutions that build bridges rather than exclusionary trade walls." n441 Some  [*181]  experts have spe-
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cifically recommended design transparency, equipment certification, and independent audit norms for information and 
communication technology supply chains. n442 This problem has come into even sharper relief given allegations of the 
NSA intercepting computer shipments to install backdoors in hardware and even spy on Microsoft's internal communi-
cations system. n443 

Microsoft encourages supply chain efforts that are risk-based, transparent, flexible, and reciprocal. n444 If risk miti-
gation is the goal, then sound business practices that, like SAFECode, build assurance into software or hardware devel-
opment processes are a starting point, "but ultimately, governments and members of the private sector should work to-
wards a standards-based framework that all nations can accept as a basis for assessing and making trust judgments about 
vendors' supply chain risk mitigation practices." n445 This could be achieved through existing certification regimes, like 
the Common Criteria, which "could be extended to cover supply chain risks. If this were done, however, it would be 
important to ensure that Common Criteria relied upon relevant evidence to evaluate products and processes and that the 
scope of international participation be increased." n446 The International Organization for Standardization and Open 
Group's Trusted Technology Forum are also considering standards for supply chain security and risk management. n447 

Verifying compliance with international best practices will also be important. n448 While self-certification would be 
the least expensive and most easily scaled approach to such verification, independent third party audits and government 
oversight may be preferred by governments most concerned with the rigor of the process and least trustful of foreign IT 
companies. n449 Transparency issues between governments, private sector entities, and perhaps third party auditors must 
also be addressed in discussing cyber supply chain norms. Microsoft's report outlines difficulties in addressing such 
issues, including the need for vendors to appreciate governments' legitimate supply chain concerns by likely allowing 
them access to "an engineering-level perspective of product architectural design and implementation" as well as the 
need for governments to recognize that "vendors have responsibilities too," such as protecting trade secrets and respect-
ing national laws. n450 Accordingly, governments should be transparent about how they use sensitive business infor-
mation to assess supply chain risks. n451 In addition, to the extent that international standards or best practices regarding 
information and communication technology product development processes, certification, and auditing are adopted, 
they  [*182]  should be flexible enough to accommodate supplier diversity, the unique threats that various governments 
face, and rapid changes in technology. n452 

Neither the International Organization for Standardization nor the Open Group's Trusted Technology Forum has yet 
formulated a final draft for cyber supply chain standards, demonstrating the difficulty of developing both standards and 
certification or evaluation schemes to foster supply chain trust. n453 However, as previously discussed, in addition to gov-
ernments, businesses and individuals would benefit from the development of such standards. Businesses would be given 
both increased certainty about the likely criteria of future audits n454 and a baseline for comparing their security practices 
to those of their peers. n455 Meanwhile, individuals would continue to benefit from innovative, low-cost products "that 
only a global supply chain can produce." n456 Ultimately, consumers may also prefer systems with elevated security as-
surances. n457 

C. Bridging the New "Digital Divide" 
  
 The question looms of how cyberspace in general and Internet governance in particular should be conceptualized in 
order to provide a better framework for managing cyber attacks and developing cyber standards or norms. The creation 
of a supranational, centralized authority with enforcement powers is unlikely, as States seek a more assertive role in 
Internet governance. n458 Even if it were possible, efforts to regulate CNI through the law alone may be insufficient, as 
demonstrated by the experience of countries attempting to erase obscene content in cyberspace. n459 To date, no country 
has successfully eradicated obscene materials from its domestic Internet without comprehensive filtering. n460 Supporters 
of legal intervention point to the early successes of the Budapest Convention, but the continued prevalence of cyber-
crime has prompted a new round of international negotiations. n461 Nevertheless, as technology and the geopolitical im-
portance of cyberspace advance, more nations are expanding the scope of data monitoring and domestic regulation. n462 
Some of these efforts take the form of crafting national cybersecurity strategies aimed at winning cyber wars and secur-
ing CNI. The United States has taken steps in this direction with the establishment of CYBERCOM, as have the United 
Kingdom, China, and India. Cybersecurity best practices identified as a result of these  [*183]  efforts should be fol-
lowed with States and the private sectors they regulate acting as norm entrepreneurs. n463 Yet enforcement remains a 
daunting problem, n464 as does fostering international collaboration. n465 

Nations do not have a monopoly in cyber regulation. n466 Nor can any nation acting alone win cyber peace. Regula-
tions must be supported by other nations, beginning with close allies, but eventually expanding to include the wider 
international community and thus avoid the creation of safe harbors. n467 Because of the interconnected status of the cy-
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berspace regulatory environment, it is useful to consider a polycentric approach to securing CNI. Similar to managing 
the technical vulnerabilities in the Internet, securing CNI requires targeted measures by nations, both as individuals and 
in groups, to address the global collective action problem of cyber attacks. The beginning stages of this process may be 
seen in the European Union, although there is much room for improvement. Even though the Internet has vastly 
changed since IETF's creation, there is still scope for bottom-up governance in the form of industries creating norms of 
conduct that encompass best practices; there is also space for governments to regulate at-risk CNI for the public good. 
There are some benefits to government involvement in cybersecurity, such as promoting equity and proportionality be-
tween actors and providing for effective monitoring and graduated sanctions consistent with Professor Elinor Ostrom's 
design principles, n468 the heavy-handed approach favored by nations such as China should be critically assessed lest 
innovation and civil liberties suffer. 

However, one clear lesson from WCIT-12 is that focusing on differences in national approaches to protecting CNI 
substantiates the so-called digital divide. Differing viewpoints certainly exist among nations surveyed in this article; 
China's Internet monitoring scheme is intensive and often politically motivated, contrasting with every country that vot-
ed against the updated ITRs in December 2012. Yet the United States, among the self-proclaimed Internet freedom na-
tions, also boasts a significant surveillance apparatus. n469 An open discussion should be fostered based on shared capa-
bilities, interests, and concerns. Otherwise, a growing divide may have dire consequences for Internet governance and 
the Internet itself. In the mid-  [*184]  2000s, before ICANN began developing internationalized top-level domains, 
China began instituting its own Mandarin domains, creating a separate system within an otherwise integrated, global 
Internet. In the future, with security rather than linguistic or social concerns at issue, China or other nations may take 
similar or more drastic steps. Recognizing commonalities among States' cyber policies and attempting to build cyber 
norms may help bridge the existing digital divides, safeguarding the future of the Internet and promoting cyber peace. 

Conclusion 
  
 This Article has analyzed the evolution of Internet governance and used comparative case studies to evaluate the 
emerging role of the State in promoting national cybersecurity best practices. The difficulty that cyber powers have 
faced in attempting to secure their own systems from attack illustrates why relying on an exclusively State-centric ap-
proach to cybersecurity may be problematic, underscoring the need for a polycentric regime that includes active private 
sector engagement and multilateral collaboration. Effective Internet governance also requires involvement on the part of 
the public, including sustained attention from educational campaigns and clarified cybersecurity performance standards, 
such as those being drafted by the National Institutes of Standards and Technology at the behest of the Obama Admin-
istration. n470 Such multilevel regulatory efforts should also be informed by further comparative studies. 

The new digital divide emerging from WCIT-12 is not the stark choice between embracing a free global networked 
commons or a State-centric cyberspace. Instead, all surveyed nations, including the United States, fall upon a govern-
ance spectrum and are seeking to enhance national cybersecurity through regulations that differ in scope and purpose. 
As such, nations may bridge the new digital divide if they recognize their common approaches and interests in securing 
cyberspace and develop norms that reflect those commonalities. Through bilateral, regional, and multilateral efforts, 
nations must not only discuss normative approaches to implementing the laws of armed conflict in cyberspace, but also 
broach more difficult topics like regulating CNI and developing standards for the global cyber supply chain. If States 
undertake these efforts alongside the private sector and other important actors, we may enter a more global and collabo-
rative Phase Four of Internet governance, making it possible to craft a common twenty-first century vision for cyber-
space. 
 
Legal Topics:  
 
For related research and practice materials, see the following legal topics: 
Computer & Internet LawCriminal OffensesData Crimes & FraudInternational LawSources of International LawReal 
Property LawZoning & Land UseGrowth Control 
 
 FOOTNOTES: 
 
 

n1.  The term "Internet governance" has been defined in many ways, reflecting varying political, ideological, and economic interests. In the 
U.S. context, the term often implies the customary management practices developed predominantly by private actors that control much of the 
Internet's functionality. However, that position is nonsensical, for instance, to a leading Chinese information security law scholar who be-
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lieves that international governance must be accomplished by national governments. Indeed, some nations, including China, prefer a June 
2005 U.N. definition of Internet governance as "the development and application by Governments, the private sector and civil society, in 
their respective roles, of shared principles, norms, rules, decision-making procedures, and programmes that shape the evolution and use of 
the Internet." World Summit on the Information Society, Geneva 2003-Tunis 2005, Rep. from the Working Group on Internet Governance, 
at 10, WSIS-II/PC-3/DOC/5-E (Aug. 3, 2005). Still other formulations exist; for example, Professor Yochai Benkler contends that Internet 
governance is comprised of distinct layers. See Yochai Benkler, From Consumers to Users: Shifting the Deeper Structure of Regulation To-
ward Sustainable Commons and User Access, 52 Fed. Comm. L.J. 561, 562 (2000).  

 
 

n2.  See, e.g., Anita L. Allen, Unpopular Privacy: What Must We Hide? 183 (2011) (suggesting that Internet accessibility has undermined 
the arguments against "cyber-paternalism" made by civil libertarians); Nathan Jurgenson & P.J. Rey, Cyber-Libertarianism, P2P Found., 
http://p2pfoundation.net/Cyber-Libertarianism (last visited Mar. 27, 2013) (describing the common ideology and history of cyber-
libertarianism). As this Article explores, despite common perceptions, these coalitions often operate in shades of grey rather than black and 
white.  

 
 

n3.  ITU Member States reviewed and considered revising the ITRs, which were last negotiated in 1988 and "facilitate international inter-
connection and [the] interoperability of information and communication services." Int'l Telecomm. Union, Final Acts of the World Confer-
ence on International Telecommunications (2012) [hereinafter ITU Resolutions], available at http://www.itu.int/en/wcit-12/Documents/final-
acts-wcit-12.pdf.  

 
 

n4.  Larry Downes, Requiem for Failed UN Telecom Treaty: No One Mourns the WCIT, Forbes (Dec. 17, 2012), 
http://www.forbes.com/sites/larrydownes/2012/12/17/no-one-mourns-the-wcit/ (describing a new "digital divide").  

 
 

n5.  See, e.g., Jonah Force Hill, Internet Fragmentation: Highlighting the Major Technical, Governance and Diplomatic Challenges for U.S. 
Policy Makers 17-20 (2012), available at http://belfercenter.hks.harvard.edu/files/internet_fragmentation_jonah_hill.pdf; Marietje Schaake, 
Stop Balkanizing the Internet, Huffington Post, July 17, 2012, http://www.huffingtonpost.com/marietje-schaake/stop-balkanizing-the-
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