Cyberspace as a Commons: International Governance of Intelligence
Activities

Anna Davis Gaberman

Columbia Law School

Workshop on the Ostrom Workshop — WOW?7 Conference
Indiana University, Bloomington, IN

June 19-21, 2024

This paper was presented as part of a conference and has not been peer reviewed.

Copyright remains with the author.









Cyberspace as a Commons: International Governance of Intelligence
Activities

The substantive international law, or lack thereof, governing state intelligence activities
is fraught with debate. Blurry sovereign territorial lines and difficulties in attribution allow the
rise of technological capabilities and increasing prevalence of cyberespionage activities to
further complicate the issue. Cyberspace is not the first frontier in espionage that international
law has had to grapple with, and it likely won't be the last. Beyond territorial borders, states
have established a governance structure for peacetime espionage in the global commons which
intentionally avoids strict construction of specific issues while building in principles to facilitate
legal intelligence collection. This paper argues that intelligence in cyberspace should be subject
to governance as a commons space, like that of the high seas, because of its borderless nature,
remote access abilities, and benefit of the “due regard” principle to productive use. While
international law in this area is far from a comprehensive regime, a formal forward-looking
agreement on cyberspace could provide a framework for state and private actors alike while
leaving room for custom and secret practice to fill the gaps. Governing cyberspace as a
commons means delineating between territorial and borderless cyberspace, defining “peaceful”
use to incorporate intelligence collection, and considering the proportionality of actions.

Statement of Contribution
International law’s treatment of peacetime intelligence activities is vague at best and
absent at worst. The increasing prevalence of cyber espionage has further revealed the cracks in
the international legal system. By proposing states apply the customs and norms that surround
espionage in the global commons, such as on the high seas, this work attempts to knit a cohesive
treatment of intelligence that works to close existing loopholes through the development of

additional customary law.
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INTRODUCTION

The word “espionage” usually evokes an image of a mysterious James Bond galivanting
around the world completing impossible tasks to thwart evil plots. Many modern-day
intelligence operations are decidedly less sexy. The rise of the internet has fundamentally
changed the way society communicates and stores its information. Operations targeting other
states’ private information not only benefit from the use of cyberspace but oftentimes rely on it.

International law has not kept up with the rapid development of cyberspace as a forum
for international relations. There are vast gaps in the rules governing espionage in cyberspace
that international law needs to fill to address today’s pressing issues. While there is no
consensus on the legality of peacetime intelligence, it occurs frequently. The practice is
shrouded in a set of norms and customs, which combined with the absence of an express
prohibition, allow it to continue. These principles, evidenced in the treatment of espionage in
other global commons such as the high seas, can be applied to cyberspace to decrease potential

conflict and create a stronger foundation for limited, yet effective, espionage.



Part One of this Note will explore the current treatment of peacetime intelligence in both
international law broadly and more specific regulations of espionage in the global commons
domains of the high seas and outer space. Part Two will hone in on the importance of
developing a cohesive international treatment of cyberspace to address emergent cyber threats.
Part Two will also centre on how cyberspace can fit into a definition of the global commons as a
space beyond the reach of borders. Finally, Part Three argues that the best way to govern
intelligence in cyberspace is through the application of a global commons approach. This
approach is characterized by the principles of a restriction to peaceful acts, the requirement of

due regard, a holistic approach to the domain, and an emphasis on capacity building.

I. TREATMENTS OF INTELLIGENCE AND THE GLOBAL COMMONS UNDER INTERNATIONAL LAW
A. The Legality of Peacetime Intelligence Activities

The contours of the wartime espionage legal regime are more clearly defined than those of
peacetime espionage. From the 1907 Hague Convention on the Laws and Customs of War on
Land to the Geneva Convention, wartime espionage has been treated as internationally legal,
though domestic laws almost universally prohibit it." This Note does not focus on the laws of war,
but rather the background international regime which governs peacetime espionage. The legality
of peacetime intelligence gathering is far murkier than that of its wartime counterpart. This section
will examine the strongest arguments that some forms of peacetime intelligence gathering are legal
under international law.

To begin, it is important to adopt a working definition of peacetime “intelligence,” a task

more difficult than it seems. For this analysis, terms like “intelligence” and “espionage” will be

! Todd Emerson Hutchins, Maritime Espionage, and the Legal Consequences of the United States’
Potential Ratification of the United Nations Convention on the Law of the Sea, 8 NAT’L SEC. L.J. 1, 10 (2021).



used interchangeably. Intelligence, however, is not the same thing as information; intelligence is
a type of information. Specifically, “[i]ntelligence refers to information [that] meets the stated or
understood needs of policymakers and has been collected, processed, and focused to meet those

needs.”?

A definition of intelligence can be cabined, but it is critical to recognize that spying
occurs as part of a greater state effort which often touches on military actions, domestic
surveillance, and influence operations.’® However, for this Note, intelligence refers to non-
consensual peacetime reconnaissance operations that do not cross the line into influence or other
covert actions.

This Note argues that peacetime intelligence does not violate international law per se since
it is not expressly prohibited. The Lotus Principle, deriving from the famous International Court
of Justice (ICJ) decision, posits that international law is permissive as its baseline, absent an
explicit prohibitive law to the contrary.* It follows that “since peacetime espionage is not explicitly
prohibited by the U.N. Security Council or treaties, it can be argued that no such prohibition
exists.” This argument is not without its critics, as Manual Garcia-Mora argues that “peacetime
espionage is regarded as an international delinquency and a violation of international law.”® The
strongest argument that peacetime intelligence operations are illegal is that they violate the

principle of territorial integrity.” While this can be true in cases of unduly intrusive intelligence

operations, not all espionage violates international law per se. It is dangerous to conclude that

2 Mark M. Lowenthal, Intelligence: From Secrets to Policy 1 (8" ed. 2019).

3 See SOPHIE DUROY, THE REGULATION OF INTELLIGENCE ACTIVITIES UNDER INTERNATIONAL LAW 21
(Elgar Int’1 L. Series, 2023) (arguing that it is “dishonest” to discuss intelligence without including the significant
range of activities that come with it).

* See The S.S. Lotus (Fr. v. Turk.), Judgment, 1927 P.C.LJ. (ser. A)No. 10 (Sep. 7).

> Jared Beim, Enforcing a Prohibition on International Espionage, 18 CHI. J. OF INT’L L. 647, 654 (2018).

% Afsheen John Radsan, The Unresolved Equation of Espionage and International Law, 28 MICH. J. OF
INT’L L. 595, 604 (2007) (quoting Manuel R. Garcia-Mora, Treason, Sedition, and Espionage as Political Offenses
Under the Law of Extradition, 26 U. PITT. L. REV. 65, 79-80 (1964)).

7 See Quincy Wright, Espionage and the Doctrine of Non-Intervention in Internal Affairs, in ESSAYS ON
ESPIONAGE AND INTERNATIONAL LAW 1, 3 (Roland J. Stanger ed., 1962).



espionage violates international law simply because it is an unfriendly act.® Espionage serves an
important purpose in modern geopolitics, national security, and diplomacy, and the fact that
international law has not explicitly prohibited it suggests that it is at least sometimes legal under
international law.

Asaf Lubin proposed a new framework through which to view the legality of peacetime
espionage in which he concludes that states not only have the right to spy, but that this right is
essential to international peace and security, and “only by acknowledging the right may we be able
to articulate when the right is abused.” Lubin’s work utilizes Just War Theory (JWT)' as a tool
for understanding the regulation of espionage'' and centres around Hohfeldian claim rights and
liberty rights.'? Claim rights are passive and concern what can be done to you, while liberty rights

t14

are active and dictate what you can do."* Spying is a liberty right'* rather than a claim right, which

means that the liberty to spy is “merely an absence of a duty to abstain from action, and therefore
the person against whom the liberty is held has a ‘no-right’ concerning the action in question.”"
As states are not prohibited from spying under international law, they have the liberty to spy.
However, other target states are not obligated to protect other states’ spying as they have the liberty

and right to interfere.'® This view of spying helps establish that there is at least a baseline of

international law that permits spying. Without clear and decisive international law provisions on

8 See Geoffrey B. Demarest, Espionage in International Law, 24 DENV. J. INT'L L. & POL'Y 321 (1996).

? Asaf Lubin, The Liberty to Spy, 61 HARV. INT’L. L. J. 185, 189 (2020).

1 Just War T heory, Internet Encyclopedia of Philosophy, https://iep.utm.edu/justwar/ (“Just war theory
deals with the justification of how and why wars are fought. The justification can be either theoretical or historical.”)
[https://perma.cc/369D-KW7K].

! Lubin, The Liberty to Spy, at 207.

12 See WELSEY NEWCOMB HOHFELD, FUNDAMENTAL LEGAL CONCEPTIONS 48 n. 59 (Walter Wheeler Cook
ed., 2003).

" Heidi M. Hurd & Michael S. Moore, The Hohfeldian Analysis of Rights, UNIV. OF ILL. COLL. OF L.
LEGAL STUDIES RESEARCH PAPER NO. 18-22, at 8 (2018).

' Lubin, The Liberty to Spy, at 227.

" Id. at 226.

" 1d.



https://iep.utm.edu/justwar/

the legality of spying, its legality must be extrapolated from the relevant contextual international

law, as can be done in the case of the law of spying from the commons.

B. Intelligence Activities in the Global Commons

i Defining the Global Commons

Beyond the bounds of state borders exist spaces called global commons, where no one state
lays sovereign claim. Traditionally, “global commons” refers to “the High Seas, the Atmosphere,
the Antarctica and the Outer Space.”'” In Managing the Global Commons, Magnus Wijkman
defines a commons as “a resource to which no single decision-making unit holds exclusive title.”'®
As no one state has a controlling interest in a commons, the spaces require international
collaboration for any form of regulation. These spaces are commonly thought of as offering “an
inherent value for humankind and the planet, and therefore have assumed a non-national status.”"’
Basing governance on these norms serves important purposes, such as “[pJroviding common
ground for peace and cooperation; Bridging the gap between the rich and poor countries; Ensuring
equitable burden-sharing; and Preventing future harm.”?® Understanding the norms that drive

international law to designate the commons as borderless helps to characterize cyberspace as the

next commons.

"7 U.N. SYSTEM TASK TEAM ON THE POST-2015 U.N. DEVELOPMENT AGENDA, GLOBAL GOVERNANCE
AND GOVERNANCE OF THE GLOBAL COMMONS IN THE GLOBAL PARTNERSHIP FOR DEVELOPMENT BEYOND 2015
(2013), available at
https://www.un.org/en/development/desa/policy/untaskteam undf/thinkpieces/24 thinkpiece global governance.pd
f [https://perma.cc/NSN9-WA2G].

18 per Magnus Wijkman, Managing the Global Commons, 36 INT’L ORG. 511, 512 (1982).

1 Denise Garcia, Global Commons Law: Norms to Safeguard the Planet and Humanity’s Heritage, 35(3)
INT’L REL. 422,423 (2021).

20 1d. at 432.
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https://www.un.org/en/development/desa/policy/untaskteam_undf/thinkpieces/24_thinkpiece_global_governance.pdf

Regulation of the commons typically centres around two prevalent myths: the Tragedy of
the Commons and the common heritage of mankind.*' The Tragedy of the Commons, popularized
by Garrett Hardin’s 1968 essay of the same name,* is rooted in the idea that without regulation,
commons are overexploited because no users internalize the costs of their actions. To prevent the
Tragedy of the Commons, governance is needed to protect these spaces from exploitation and to
maximize their utility to all parties.” The phrase “common heritage of mankind” “reflects the idea
that some resources belong to us all, including our future generations, and we cannot be denied
rights or responsibilities in relation to them.”* This concept sets commons apart as not only spaces
that are vulnerable to overuse, but spaces that should always be available and open to all people as
is their birthright. The Tragedy of the Commons could be prevented by privatizing (or colonizing)
the commons, but the concept of the common heritage of mankind dictates that it is in the best
interests of all to keep the commons as spaces without one sovereign.” Either way, the commons
are set apart from territorial land by these unique attributes and governing internationally through
cooperative efforts.

Global commons are amorphous spaces, and their regulation is often driven by fear of their
restriction or hope for their benefit to all.** The concept of global commons is thus driven by these
norms and a sense of duty to maintain these spaces as different from sovereign territory. The

existence of commons has evolved with capabilities and technologies. As outer space and the

2! Surabhi Ranganathan, Global Commons, 27 EUR. J. OF INT’L L. 693, 693 (2016).
22 See Garrett Hardin, The Tragedy of the Commons, 162 Science 1243-1248 (1968).
> 1d.
24 Ranganathan, supra note 21, at 693.
25
1d.
26 The conflicting views are encompassed in the prevailing myths of tragedy of the commons and the
common heritage of mankind. See Ranganathan, supra note 21, 693.
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atmosphere have become platforms for international relations, they have been added to the list of
commons.”’ Cyberspace is next in line for a spot on that list.

Intelligence operations are often conducted from the commons, yet there is little explicit
mention of espionage in existing commons regulations. An examination of the current commons
regimes illuminates that the lack of explicit mentions does not necessarily mean that international

law is silent on the issue of the legality of spying from the commons.

ii. Governing Intelligence on the High Seas

The seas are the oldest commons states have endeavored to govern. A well-developed set
of rules and norms regulate countries’ use of the seas. These norms, including the perception of
the high seas as a commons, in contrast to sovereign territorial waters, have been articulated for
centuries. Hugo Grotius described the concept of mare liberum as the seas “were free to all nations
but belonged to none of them.”?® The United Nations Convention on the Law of the Sea
(UNCLOS)? is the guiding international agreement for this commons and while it is not
universally signed, non-signatory states such as the United States still follow its provisions as a
matter of customary law.** An analysis of UNCLOS evidences the principles of the commons and

facilitates an understanding of what intelligence is permitted from the Seas.

2 1EG of the Global Commons, UNITED NATIONS ENVIRONMENT PROGRAM, available at
https://cil.nus.edu.sg/wp-content/uploads/2015/12/Ses4-7.-UNEP-Division-of-Environmental-Law-and-
Conventions-Global-Commons.pdf [https://perma.cc/W3CJ-VTS5].

28 Quoted in THE FLETCHER SCHOOL OF LAW AND DIPLOMACY, LAW OF THE SEA: A POLICY PRIMER 10
(John Burgess et al. eds., 2017); See generally. HUGO GROTIUS, MARE LIBERUM, 1609-2009 (Robert Feenstra ed.,
2009).

29 United Nations Convention on the Law of the Sea, Dec. 10, 1982, 1833 U.N.T.S. 307 [hereinafter
UNCLOS].

30 United States Oceans Policy, Statement by the President, ADMINISTRATION OF RONALD REAGAN 383,
(March 10, 1983), available at https://2009-2017 .state.gov/documents/organization/143224.pdf
[https://perma.cc/7R8H-PLZJ].
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There is no specific multilateral treaty delineating the legality of intelligence operations
conducted from the Seas. Rather, governance of the Seas, like that of other commons, is conducted
on a broad scale. The UNCLOS Preamble acknowledges this in its statement that “the problems
of ocean space are closely interrelated and need to be considered as a whole.”' The Seas are not
one uniform, borderless space. UNCLOS delineates between Territorial Seas, Exclusive
Economic Zones (EEZ), and the High Seas.*> Each zone of the seas comes with its own level of
Coastal State jurisdiction and set of rights, with the High Seas being the only true commons free
from sovereign claims. This is exemplified in UNCLOS Article 88, which states that “No State
may validly purport to subject any part of the high seas to its sovereignty.”* Article 87 details the
freedoms afforded on the High Seas, namely the freedoms of navigation, overflight, construction
of pipelines and artificial islands, fishing, and conducting scientific research.** Perhaps even more
important than which freedoms are protected on the high seas is how these rights may be protected
and exercised. Article 87(2) orders that “[t]hese freedoms shall be exercised by all States with
due regard for the interests of other States in their exercise of the freedom of the high seas.” The
concept of due regard is seen repetitively in commons governance, and its significance will be
discussed further in Section Three. In 1948, the idea of freedom on the high seas was exemplified
when U.S. Navy officers responded to Russian submarines off the American coast by saying
“Foreign vessels can roam the high seas as they please as long as they stay out of territorial waters

of another country.”*

31 UNCLOS, prmbl.

2 1d,

3 Id. art 89.

3 1d. art 87,9 1.

35 1d. art 87,9 2.

3¢ No Curb on Submarines; Foreign Craft Free to Roam QOutside 3-Mile Limit, Say Navy Men, N.Y. TIMES,
March 27, 1948 at 2, available at https://www.nytimes.com/1948/03/27/archives/no-curb-on-submarines-foreign-
craft-free-to-roam-outside-3mile.html [https://perma.cc/2WH9-PCFM].
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Article 301 includes another key provision: that the seas must be used for peaceful
purposes.”” The text explains what is considered “peaceful”; “State Parties shall refrain from any
threat or use of force against the territorial integrity or political independence of any State, or in
any manner inconsistent with the principles of international law.”** The definitions of both due
regard and peaceful purposes are oft-debated, but the application of those principles to the
commons is widespread and understood.?* On the high seas, spying is legal if it can be
characterized as a peaceful act conducted with due regard for the sovereignty of other states. In
fact, it can be argued that “routine and uncontested maritime surveillance and reconnaissance
suggest that intelligence gathering is clearly permitted as a high seas freedom and an accepted
international norm beyond the territorial sea.”*

In contrast with the greater freedoms of the high seas, UNCLOS is more restrictive on what
states can do within territorial seas* closer to shore. In contrast to the total “freedom of
navigation” on the high seas, there is a lesser right of “innocent passage” within territorial seas.*
Article 19 explains that “passage is innocent so long as it is not prejudicial to the peace, good order
or security of the coastal State.”” Additionally, in territorial seas, “any act aimed at collecting
information to the prejudice of the defence or security of the coastal State” is not considered a

peaceful act and thus is not covered by innocent passage.* In his analysis of submarine espionage

within territorial seas, James Kraska addressed how “international law does not specify how much

7 UNCLOS art 301.

¥ UNCLOS, art 301.

39 See infira Part 111 A.

40 Todd Emerson Hutchins, Maritime Espionage and the Legal Consequences of the United States’
Potential Ratification of the United Nations Convention on the Law of the Sea, 8 NAT’L SEC. L.J. 1,21 (2021).

#I UNCLOS art 3 (“Every State has the right to establish the breadth of its territorial sea up to a limit not
exceeding 12 nautical miles, measured from baselines determined in accordance with this Convention.”).

2 Id. art 17.

BId art 19,9 1.

*Id. art 19, 9 2(c).
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information about the surrounding physical environment may be collected incidental to normal
transit before crossing the threshold of non-innocent passage.” There seems to be some level of
non-innocence permitted before it becomes legally intolerable. While Article 19 only allows
peaceful acts,* the ambiguity surrounding this term leaves room for behavior that is not expressly
prohibited. State tolerance of some level of intelligence gathering in territorial seas shows that
there can be an interpretation of the treaty where intelligence is peaceful.*’ This can be tied to the
inherent proportionality of due regard.

It is important for UNCLOS to permit some peacetime intelligence collection into their
definition of peaceful purposes. There are important benefits to permitting remote intelligence
collection from the commons; “intelligence gathering by remote means — through a telescope, from
ships or aircraft or by satellite — is a preferable means of collection over human contact because it
reduces the danger of being exposed or captured.”® If permitted in the commons as a peaceful
act, intelligence activities can actually work to promote and preserve peace through facilitating
effective negotiating and monitoring compliance with international agreements.”” Kraska also
suggests a view that UNCLOS privileging innocent passage in territorial seas does not necessarily

make the converse illegal. He writes, “[iJnnocent passage does not create a general obligation

*5 James Kraska, Putting Your Head in the Tiger’s Mouth, 54 COLUMBIA J. OF TRANSNAT’L L. 1, 57
(2015).

“ UNCLOS, art 19.

%7 Inaki Navarrete Mr & Russell Buchan, Out of the Legal Wilderness: Peacetime Espionage, International
Law and the Existence of Customary Exceptions, 51 CORNELL INT’L L. J. 897, 916 (2019) (“The use of vessels for
espionage purposes within the territorial sea of other States has been a common feature of international relations
since the adoption of UNCLOS”); See Vienna Convention on the Law of Treaties (1969), art 31(3)(b) (When
interpreting treaties, “subsequent state practice in the application of the treaty” should be considered).

48 Kraska, supra note 45, at 11.

49 Christopher D. Baker, Tolerance of International Espionage, 19 AM. U. INT’LL. REV. 1091, 1113
(2003) (Intelligence activities “provide information that permits state leaders to better appreciate their partners’
negotiating positions, and thereby encourages the facilitation of strategic dialogue.”); See Kenneth W. Abbott, Trust
But Verify: The Production of Information in Arms Control Treaties and Other International Agreements, 26
CORNELL INT’L L. J. 1, 33 (1993) (explaining how arms control agreements provide for monitoring through
“national technical means” which includes remote sensing).
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that must be kept — pacta sunt servanda — but rather it offers a privilege that may be accepted or
rejected. Although non-innocent passage is an amorphous but distinct category, UNCLOS does

not apply to it and thus does not restrict it.”*°

While it is more acceptable that states conduct
intelligence on the high seas, if intelligence were to be permitted in territorial waters, it would
likely be under the unprotected status of non-innocent passage. Looking at the larger picture, there
are similar instances in which intelligence operations may not be expressly protected, but still hold
a permissive, unprotected legal status — a liberty right.”’

Another angle through which to view intelligence activities at sea is through compromise,
laid out in The Dragon-King’s Restraint: Proposing a Compromise for the EEZ Surveillance
Conundrum.” Lubin contends that “we have focused too much of our attention on delineating the
legality of espionage on the basis of fictional jurisdictional lines, whereas in reality, both tolerated
and non-tolerated acts of espionage occur in all spaces.” This argument bases the legality of
intelligence at sea on the necessity and proportionality of the operation, not the area of the sea
where it took place. In this manner, “an act of maritime reconnaissance and surveillance would
be seen as serving ‘peaceful purposes’ and therefore constituting an ‘international lawful use’ to
the extent that the surveilling party is not abusing its right to spy by acting in an unnecessary or

2 54

disproportionate manner. Lubin also highlights how state knowledge, and consequent

tolerance, of espionage from the Commons points towards some level of legality:

“In recognizing the right to spy, the international community
inexplicably created a caveat to Articles 2(1), 2(4), and 2(7) of the
U.N. Charter. Countries were willing to accept as tolerable
injuries and assaults on territorial sovereignty, political
independence, and the jurisdiction to determine domestic affairs, in

50 Kraska, supra note 45, at 60.

3! Asaf Lubin, The Liberty to Spy, at 227.

52 See Asaf Lubin, The Dragon-Kings Restraint, 57 WASHBURN L.J. 17 (2018).
> Id. at 56.

54 Kraska, supra note 45, at 59.
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the name of maintaining the important functions of intelligence in
our public world order.” *

commons governance does not prohibit peacetime intelligence per se because, as consequent state
action has shown, states are alright with some level of intelligence activities occurring on the seas
and in fact, there can be a beneficial role of intelligence on the seas.

Apart from the background of the UN Charter, intelligence on the high seas is governed by
UNCLOS. The broad treaty does not specifically address the legality of peacetime espionage on
the seas. Instead, intelligence can take place legally if it fits into the contours of commons usage
that UNCLOS outlines. Provided it is peaceful, conducted far enough away from shore, and
conducted with due regard for the territorial sovereignty of other states, there is room in UNCLOS

for a legal right to spy. Even if that right is not protected, the behavior could still be tolerated.

iii. Governing Intelligence in the Skies & Outer Space

Just as the oceans are divided into territorial and high seas, the skies and space are split
into sovereign airspace and the commons of outer space. These delineations are similarly
accompanied by distinct sets of rights and limits on espionage. The Chicago Convention on
International Civil Aviation® is the guiding treaty governing airspace. The Chicago Convention
makes it clear that airspace is not to be considered a Commons under international law, recognizing
9957

“that every State has complete and exclusive sovereignty over the airspace above its territory.

However, beyond the Karman Line,*® sovereign claims give way to the Commons of Outer Space.

>> Lubin, The Dragon-Kings Restraint, at 58.

3% Convention on International Civil Aviation, Dec. 7, 1944, Doc. 7300. [hereinafter Chicago
Convention].

37 Chicago Convention, art. 1.

58 Daisy Dobrijevic & Andrew May, The Kdarman Line: Where does space begin?, SPACE (Nov. 14, 2022),
https://www.space.com/karman-line-where-does-space-begin (“The Karman line is a boundary 62 miles (100
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One of the first treaties to address outer space as a commons is the Treaty on Principles
Governing the Activities of States in the Exploration and Use of Outer Space, Including the Moon
and Other Celestial Bodies [hereinafter “the Outer Space Treaty”].” Article I of the Outer Space
Treaty imparts commons values onto space, declaring “the exploration and use of outer space,
including the moon and other celestial bodies, shall be carried out for the benefit and in the interests
of all countries, irrespective of their degree of economic or scientific development, and shall be
the province of all mankind.”® This evokes the common heritage of mankind® motive for
commons governance. Additionally, Article II states that “outer space, including the moon and
other celestial bodies, is not subject to national appropriation by claim of sovereignty, by means
of use or occupation, or by any other means.”®® This designates the space as different from
territorial lands; it separates it as a commons.

Further, the United Nations outlined general principles for remote sensing from space in
the non-binding U.N. General Assembly Resolution 41/65.* Under the principles, remote sensing

9964

“shall be carried out for the benefit and in the interests of all countries”®* and must be done in

accordance with international law.®

Importantly, Principle IV mandates that remote sensing
operations ‘““shall be conducted on the basis of respect for the principle of full and permanent

sovereignty of all States and peoples over their own wealth and natural resources, with due regard

to the rights and interests, in accordance with international law, of other States and entities under

kilometers) above mean sea level that borders Earth's atmosphere and the beginning of space.”)
[https://perma.cc/44Z6-4ENS].

59 Treaty on Principles Governing the Activities of States in the Exploration and Use of Outer Space,
including the Moon and other Celestial Bodies, Jan. 27, 1967, 610 U.N.T.S. 205. [hereinafter Outer Space Treaty]

5 Outer Space Treaty, art. 1.

o Ranganathan, supra note 21, 693.

52 Outer Space Treaty, art. II.

% G.A. Res. 41/65 (Dec. 3, 1986).

% 1d., princ. I

% Id., princ. 1IL.
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their jurisdiction.”®® This language indicates the intent of the community of states to treat outer
space as a commons. It closely echoes that which is found in UNCLOS relating to due regard.®’
Different language could have divided the galaxy into sovereign zones or continued the Chicago
Convention up above the atmosphere.

Early debates about spying from space were colored by the backdrop of the Cold War. In
his 1967 article, Reconnaissance Satellites, Joseph Soraghan examined the legality of signals
intelligence operations conducted in the commons of outer space.®® The United States and the
Soviet Union were locked into opposing views about what constituted a “peaceful” use of outer
space.” Until 1963, the Soviet Union’s position was that “satellite reconnaissance is military in
nature and therefore “non-peaceful” in violation of international law.”’ The United States
disagreed, asserting that “activities in space which are not aggressive are ‘peaceful.” Therefore [,]
the non-aggressive reconnaissance satellites are ‘peaceful’.” ”' Without textual statements
clarifying the definition of peaceful uses, state positions and practices create norms, and eventually
customary international law, on whether spying is peaceful.

The guiding apparatus governing signals intelligence in outer space is the Treaty on Open
Skies (Open Skies).”” As opposed to the broad scope of UNCLOS, Open Skies is a much narrower
agreement, focused on arms control and confidence-building efforts. The treaty lays out a quota

system” for surveillance flights and regulations on spying capacity. In setting quotas, the

% G.A. Res. 41/65, princ. IV (Dec. 3, 1986).

87 UNCLOS, art. 87,9 2.

68 See Joseph R. Soraghan, Reconnaissance Satellites: Legal Characterization and Possible Utilization for
Peacekeeping, 13 MCGILL L. J. 458 (1967).

% 1d.

70 Id. at 463.

"d

72 Treaty on Open Skies, March 24, 1992, S. Treaty Doc. 102.37 [hereinafter Open Skies].

3 Id., art 3(4).
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agreement does draw some borders in space for the purposes of respecting sovereignty. Under
Open Skies, intelligence is not fair game subject to general principles of the commons but a
weapon subject to a regime. In constraining signals intelligence from space, international law
does recognize that it will happen. As Soraghan noted, the “lack of protest by overflown nations
since the advent of satellite overflights that these constituted a violation of their sovereignty has
caused the ‘freedom’ principle to become a customary rule.””* The Soviet Union eventually
acquiesced to international pressure surrounding its interpretation of peaceful, though it refused to
recognize spying as peaceful activity.”

Though surveillance is permitted through the terms of the agreement, there are many
restrictions on the right to spy. Article 4 prescribes that “all sensors shall be provided with
aperture covers or other devices which inhibit the operation of sensors so as to prevent collection
of data during transit flights or flights to points of entry or from points of exit over the territory of
the observed Party.””® Open Skies also puts barriers up to prevent effective peacetime espionage:
“Each State Party shall have the right to request and receive from the observing Party copies of
data collected by sensors during an observation flight.””” If intelligence activities are consensual
and come with warning, they are unlikely to be effective in discovering useful information.
Additionally, Article 4 states that States designate observation aircraft, “each State shall inform
other State Parties of the technical information of each sensor installed on such aircraft.””® Since
Open Skies was signed, technological capabilities for remote sensing from outer space have

developed beyond what the drafters could have imagined at the time. While Open Skies still

74 Soraghan, supra note 68, at 459.
7 Id., at 466.

" Open Skies, art 4(4).

"7 Open Skies, art 9 sec. IV.

8 Open Skies, art 4(10).
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stands, the technical provisions are incredibly outdated. Additionally, key players such as the U.S.
and Russia have withdrawn and renounced the treaty.” These challenges prompt reconsideration
of the Open Skies approach to governing intelligence in the commons. Without powerful players
like China, the U.S., and Russia as parties to Open Skies, customary international law of the

Commons fills in and shapes the legality of spying from space.

iv. Existing Governance of Intelligence in Cyberspace

Compared with the other global commons, there has been relatively little governance of
intelligence in cyberspace. One explanation is that the Internet is new, and its use for
intelligence purposes is even newer.** When agreements have been made, they are likely to be
bilateral, non-binding and focused on private actors more than state espionage targeting other
states.’ Much of the concentration has been on preventing economically motivated cyber
espionage.*

Peacetime intelligence conducted against states has not been addressed in cyberspace.®

The baseline treatment of cyberspace as a realm has not been comprehensively addressed by the

79 See DOD Statement on Open Skies Treaty Withdrawal, DEPT. OF DEF. (May 21, 2020),
https://www.defense.gov/News/Releases/Release/Article/2195239/dod-statement-on-open-skies-treaty-withdrawal/
[https://perma.cc/QQD7-36SG]; See also, Putin signs law taking Russia out of Open Skies arms control treaty,
REUTERS (June 7, 2021), https://www.reuters.com/business/aerospace-defense/putin-signs-law-russian-withdrawal-
open-skies-treaty-2021-06-07/ (last visited Feb. 10, 2024).

80 See Vinton G. Cerf, The Day the Internet Age Began, 461 NATURE 1202-1203 (2009).

81 President Obama and President Xi Jinping. See FACT SHEET: President XI JinPing’s State Visit to the
United States, THE WHITE HOUSE (Sept. 25, 2015), https://obamawhitehouse.archives.gov/the-press-
office/2015/09/25/fact-sheet-president-xi-jinpings-state-visit-united-states [https:/perma.cc/24Q7-WSVN].

82 See Daniel Paltiel, G20 Communiqué Agrees on Language to Not Conduct Cyber Economic Espionage,
CENTER FOR STRATEGIC AND INTERNATIONAL STUDIES (CSIS) (Nov. 16, 2015), https://www.csis.org/blogs/strategic-
technologies-blog/g20-communique-agrees-language-not-conduct-cyber-economic [https://perma.cc/H3YS5-WH7].

83 Peacetime Cyber Espionage, CYBER LAW TOOLKIT,
https://cyberlaw.ccdcoe.org/wiki/Peacetime_cyber_espionage [https://perma.cc/6BK7-LUFV].
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international community either.®* This includes how background principles of international law,
such as sovereignty will apply.* Without a lex specialis of cyber law, intelligence activities in
cyberspace are governed by the baseline international law of intelligence discussed earlier.

States have attempted to bridge this gap with the development of norms for specific
circumstances in cyberspace. For example, a norm prohibiting peacetime espionage against
critical infrastructure could be mutually beneficial for powerful states like the U.S., China, and
Russia.*® The United Nations has embraced the idea of politically binding norms, developing an
Open Ended Working Group (OWEG) to develop guiding principles.?” However, “long-standing
disagreements between countries on the need for a global, interoperable, and open internet” have
posed large barriers to achieving OWEG’s objectives.® This difficult process exemplifies how
any governance of cyberspace requires addressing underlying international legal issues that
states have not settled thus far. There is not a solidified baseline international law of intelligence
that can be easily applied to cyberspace without accounting for these complexities.

II. PART TWO

The ability to extend beyond normal conceptions of sovereign territory, a communal right

to access, and the remote sensing capable from cyberspace make it best suited to be considered

84 Duncan Hollis, 4 Brief Primer on International Law and Cyberspace, CARNEGIE ENDOWMENT FOR
INTERNATIONAL PEACE (June 14, 2021), https://carnegieendowment.org/2021/06/14/brief-primer-on-international-
law-and-gvberspace-pub—84763 [https://perma.cc/NLAN-F8GE].

> Id.

8 See MARTIN LIBICKI, THE COMING OF CYBER ESPIONAGE NORMS 8 (2016), available at
https://www.ccdcoe.org/uploads/2018/10/Art-01-The-Coming-of-Cyber-Espionage-Norms.pdf
[https://perma.cc/4UQE-INQS].

87 See Open-Ended Working Group, UN OFFICE FOR DISARMAMENT AFFAIRS,
https://disarmament.unoda.org/open-ended-working-group/ [https://perma.cc/2GFD-BQFF]; Louise Marie Hurel,
The Rocky Road to Cyber Norms at the United Nations, COUNCIL ON FOREIGN RELATIONS (Sept. 6, 2022, 9:48 AM),
https://www.cfr.org/blog/rocky-road-cyber-norms-united-nations-0 [https://perma.cc/AAX3-AQ8F] .

88 Arindrajit Basu, Irene Poetranto & Justin Lau, The UN Struggles to Make Progress on Securing
Cyberspace, CARNEGIE ENDOWMENT FOR INT’L PEACE (May 19, 2021),
https://carnegieendowment.org/2021/05/19/un-struggles-to-make-progress-on-securing-cyberspace-pub-84491
[https://perma.cc/ROIKZ-N2PU].
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as a commons. Like earlier years of outer space capabilities, cyberspace represents the cutting
edge of intelligence technology.® Classifying cyberspace as a domain provides the basis for
developing an understanding of the legal landscape it imposes on intelligence, allowing
international law to address and cover emerging issues in the field.

A. Conceptualizing Cyberspace as a Commons
Commons are thought of as borderless spaces.” Borders have value—they come with a
strong set of rights and protections for states.”’ It follows that states might be hesitant to adopt
the idea of cyber as a commons’® because it would mean losing some of the rights that borders
provide. But the commons are not mythical spaces where all claims vanish upon entry. Ships

crossing the high seas still belong to their government.”

There is no reason why encrypted
information crossing cyberspace should be any different. International law does not treat the
entirety of each commons the same. Instead, there are levels of sovereignty built in—territorial
seas and sovereign airspace.” States should not fear declaring cyberspace as a commons. It is

the best way for them to protect their freedom to conduct intelligence activities while still

imposing a set of regulations on a space that is otherwise the Wild West.

89 See Lester Godefrey, Shape or Deter? Managing Cyber-Espionage Threats to National Security
Interests, 66 STUDIES IN INTELLIGENCE EXTRACTS 1, 1 (2022).

% UN. SYSTEM TASK TEAM, supra note 17, at 5 (stating that global commons “fall outside national
jurisdictions™).

%! See U.N. Charter art 2(4) (protecting states from violations of territorial integrity). This one example of
the many protections international law affords states as to their actions within their borders.

%2 This hesitancy can be seen in states’ stances on the application of sovereignty in cyberspace. For
instance, Brazil insists on the applicability of sovereignty as a rule in cyberspace and does not recognize any
characteristics which would allow actions that would be permissible in a commons. National Position of Brazil
(2021), THE CYBER LAW TOOLKIT, available at
https://cyberlaw.ccdcoe.org/wiki/National position_of Brazil (2021) [https://perma.cc/3TTV-HYVL].

3 UNCLOS, art 95, 96 (ships “have complete immunity from the jurisdiction of any State other than the
flag State.”).

9 See UNCLOS Part II on Territorial Sea and Contiguous Zone; Chicago Convention. Both treaties
delineate sovereign spaces in these realms.
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Commons are characterized by a prohibition on sovereign claim over the space.” While
in theory, one state could claim all of Antarctica or all the seas, cyber is more like the
atmosphere. It is more than a physical space, permeating beyond definable borders and
encompassing the idea of these communication networks.”® Both China and Iran have tried to
create excludable sovereign internets, but that is not representative of cyberspace.’” In certain
corners of the internet, states may be able to impose stronger prohibitions on intelligence than
cyber more generally because they hold more sovereign rights over those excludable spaces.
There still is a greater part of the realm beyond these excludable spaces.”

States set aside the global commons as spaces beyond the reach of sovereignty due to
their value as borderless spaces. However, Lieutenant Colonel Patrick W. Franzese argued not
that states recognized global commons as spaces exempt from sovereign claim, but instead that
states agreed to commons governance because they ‘could not realistically expect to exercise
sovereignty over these areas when they established these treaties.” This is a weak argument for
not treating cyberspace as a commons. If there is any realm that states could not expect to claim,
it is the infinitely expansive and amorphous entity that is cyberspace. There can be sovereign
claims on sectors of cyberspace without discrediting the idea that the realm should be considered

a commons.

5 U.N. SYSTEM TASK TEAM, supra note 17, AT 5.

% See Rebecca Bryant, What Kind of Space is Cyberspace?, MINERVA — AN INTERNET J. OF PHILOSOPHY,
Vol. 5 (2001), available at http://www.minerva.mic.ul.ie/vol5/cyberspace.html [https:/perma.cc/GIMW-K3FU].

%7 Nicholas Gisonna, Great Firewall, ENCYCLOPAEDIA BRITANNICA (Dec. 12, 2023),
https://www.britannica.com/topic/Great-Firewall [https://perma.cc/38TG-LCV2]; Richard Stone, Iran’s Researchers
Increasingly Isolated as Government Prepares to Wall of Internet, Science (Sep. 11, 2023),
https://www.science.org/content/article/iran-s-researchers-increasingly-isolated-government-prepares-wall-internet
(last visited Feb. 10, 2024).

%8 See Daniel Lambach, The Territorialization of Cyberspace, 22 Int’l Studies Review 482, 483 (2020)
(discussing how there is more to the internet than hyper state territorialization).

% Patrick W. Franzese, Sovereignty in Cyberspace: Can It Exist, 64 A.F. L. Rev. 1, 17 (2009).
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Capacity issues impact intelligence governance. Like outer space, a small group of states
with more capacity could control the use of cyberspace.'” Those with the capacity to spy from
new realms have a distinct advantage over states that cannot. While the barrier to entry is much
lower in cyberspace than it is in outer space,'®" this is still an important consideration. When this
is the case, the law of the commons aims to protect the rights of access of other states.'”® The
U.S. as the state with the most control of cyberinfrastructure has shown openness to this line of
thinking. Indeed, “by relinquishing control of the Internet directory ‘root zone file,” the United
States demonstrated its commitment to cyberspace as a global common which cannot be owned
or ruled by one.”'* Steps are in motion to democratize access to cyberspace. If more states have
capabilities to efficiently use cyber for intelligence activities, permitting intelligence in the space
will benefit all intelligence organizations not just those in more powerful countries.

B. Differences from Other Commons

While cyberspace has much in common with other global commons, there are also many
distinct differences. However, none of these differences pose an insurmountable barrier to
governing cyber espionage through a commons approach. In “Puncturing the Myth of the

Internet as a Commons,” Mark Raymond focuses on the tragedy of the commons and declares

100 Wing Commander Mark Water, Small States in Space, J. OF INDO-PACIFIC AFFAIRS 13, 16 (2023)
(discussing the dichotomy between larger powers and “small states” in outer space) available at
https://media.defense.gov/2023/Jun/14/2003241441/-1/-
1/1/02%20WATERS _FEATURE.PDF/02%20WATERS FEATURE.PDF [https://perma.cc/3UY3-BXC7].

%" Intelligence activities from outer space employ the use of satellites for remote sensing, whereas cyber
intelligence efforts often use commercially available software; But see Dorothy E. Denning, Barriers to Entry, 10 J.
6, 10 (2009) (claiming that the barriers to entry for cyber warfare are not necessarily lower than those for warfare in
kinetic domains), available at https://faculty.nps.edu/dedennin/publications/Denning-BarriersToEntry.pdf
[https://perma.cc/3RQQ-WYGS].

102 §ee UNCLOS, art 87 (protecting state freedoms on the high seas).

13 The Strategic Significance of the Internet Commons, 8 STRATEGIC STUDIES Q. 10, 15 (2014), available at
https://www.airuniversity.af.edu/Portals/10/SSQ/documents/Volume-08_Issue-2/Chertoff.pdf
[https://perma.cc/5Q7H-KCNC].
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that “a commons are rivalrous and non-excludable. The internet is neither.”'* This view ignores
other shared features of the commons and is a poor fit for addressing other problems of the
commons like intelligence. Cyber is unique in that it is network and communications-based
rather than resource-based.'” This is especially important concerning spying as the very
existence of cyberspace depends on information being transmitted.'*

The intangible and physical elements of cyberspace might be unique, but they are not
unprecedented, nor do they preclude classification as a commons. Unlike the seas and space,

17 Yet, as exemplified by the atmosphere,'*®

cyberspace is not an exclusively physical domain.
this is not a requirement to be considered a commons.'” Cyberspace does have physical
components, like servers and closed systems which are national property.''® This fuels some
arguments that “since it is run through physical entities located in sovereign states, nations are

entitled to ownership and control located in sovereign states.”''' However, this feature is not

unique to cyber and thus that argument fails. From satellites to ships, “without the shared

104 Mark Raymond, Puncturing the Myth of the Internet as a Commons, GEORGETOWN J. OF INT’L AFFAIRS
53,54 (2013).

105 NATIONAL STRATEGY TO SECURE CYBERSPACE (Feb. 2003) (describing cyberspace as “an
interdependent network of information technology infrastructures), available at
https://www.cisa.gov/sites/default/files/publications/cyberspace_strategy.pdf [https://perma.cc/SESWX-DEWQ)].

106 Though different definitions of cyberspace incorporate information in different capacities, most of them
include information as a vital element. See Thomas Zdzikot, Cyberspace and Cybersecurity, in CYBERSECURITY IN
POLAND 9, 12 (Katarzyna Chatubinska-Jentkiewicz et al., eds., 2022).

107 See Martin C. Libiki, Cyberspace is Not a Warfighting Domain, 8 1/S: A JOURNAL OF LAW AND POLICY
321, 332 (2012) (discussing how in reference to warfare, cyberspace cannot be treated the same as physical terrains).

198 While the atmosphere existing tangibly, it is not a space that can be travelled through or defined as
definitively as the seas.

109 See Nico Schrijver, Managing the Global Commons, 37 THIRD WORLD Q. 1252, 1252-153 (2016)
(describing how the global commons are characterized by being beyond sovereign claim rather than physical
characteristics).

10 vineeth Narayanan, Harnessing the Cloud: International Law Implications of Cloud-Computing, 12
CHICAGO J. oF INT’L L. 783, 807 (2012) (discussing how international law applies to cloud computing and how
information bounces between servers, which are subject to national jurisdiction).

" Strategic Significance of the Internet Commons, supra note 103, at 12.
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domain, the physical elements provide no utility.”''* The idea of a greater shared domain beyond
the bordered zones is the crucial consideration of a commons.

Actions in cyberspace spill out into the physical realm inside of states' borders, but this
should not discredit it from classification as a commons. Intelligence activities in cyberspace
can extend into the domain of more traditional spying within national borders. In January 2024,
the Security Service of Ukraine reported that Russia had hacked into internet-connected home
security cameras in an effort to gather intel about Kyiv’s air defenses and critical
infrastructure.'”® Russian intelligence services allegedly “gained remote access to the cameras,
changed their viewing angles, and connected them to YouTube to stream sensitive footage.”'"
The part of the operation that took place in the “real world” is almost certainly domestically
illegal and internationally the same legal status as traditional intelligence activities.'"

Conceptualizing the part of the intelligence operation that took place digitally as
occurring in the commons of cyberspace does not harm accountability prospects. It is still the
same aggressive act under international law whether cyberspace is a commons or if the whole
operation is thought to have occurred on Iranian soil.''® A commons approach to intelligence

should not be a loophole. The same conceptions of cyber as fluid and generally free from

sovereign claims apply, even if operations cross between cyber and physical spheres.

12

'3 Dinara Khaliova, SBU Blocks Surveillance Cameras Hacked by Russia to Identify Targets in Kyiv, KYIv
INDEPENDENT (Jan. 2, 2024 8:14 PM), https://kyivindependent.com/sbu-blocks-surveillance-cameras-hacked-by-
russians-to-spy-on-targets-in-kyiv/ [https://perma.cc/F8JZ-EV34].

14 Daryna Antoniuk, Ukraine Says Russia Hacked Web Cameras to Spy on Targets in Kyiv, THE RECORD
(Jan. 2, 2024), https://therecord.media/ukraine-says-russia-hacked-web-cameras-to-spy-on-kyiv-targets
[https://perma.cc/SHSE-R2TW].

3 See supra Part 1. a.

16 In either case, what matters is that the action was territorially intrusive, and an act of a foreign
government done to undermine the sovereignty of the Iranian government. See UN Charter art. 2(4).
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Although cyberspace is relatively new, new commons have been recognized by
international law before, as is the case with outer space once it was possible to explore it. Yet,
space has always been there—it is not manmade. Though cyberspace is new, the ideas and
norms that drove its creation and continued use are not new. The ideas of freedom of
communication, openness, and capacity-building are trademarks of a commons.'"” The U.N. has
already propagated the idea of cyberspace as a commons. The voluntary and non-binding U.N.
Norms of Responsible State Behaviour in Cyberspace incorporate ideas consistent with a
commons approach, such as interstate cooperation, a requirement to prevent harm, and respect
for rights.'"®

One possible claim is that cyberspace is distinguished from other commons in that it
requires unauthorized access. Rather than being able to observe conduct from a distance, like
remote sensing from space, cyber espionage must be conducted by accessing data.'"® This
statement does not account for open-source intelligence, a lot of which is collected through cyber
means.'?® States can conduct intelligence activities in cyberspace by merely observing what is

publicly posted.'*! One way of addressing the issue of unauthorized access in cyberspace would

be to treat it the same as unauthorized violations of territorial integrity. Equating any

17 See supra Part 1. b.

"8 The UN Norms of Responsible State Behaviour in Cyberspace, ASPI INT’L CYBER POLICY CENTRE
(2022), https://documents.unoda.org/wp-content/uploads/2022/03/The-UN-norms-of-responsible-state-behaviour-in-
cyberspace.pdf [https://perma.cc/SBWX-4L7Z].

9 Cyber activity, especially on closed networks, is invisible to the naked eye. Cyberespionage thus
requires accessing information, since it cannot merely observe from a neutral space. See ENISA Threat Landscape,
Cyber Espionage at 2 (defining cyber espionage), available at
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&ved=2ahUKEwizn7fg--
qDAXUVEIKFHY73CUcQFnoECCOQAQ&url=https%3A%2F%2Fwww.enisa.europa.eu%?2Fpublications%2Fenisa-
threat-landscape-2020-cyber-
espionage%2F%40%40download%2FfullReport&usg=AOvVaw2IBFOJENu611mP260zmzb5&opi=89978449 (last
visited Feb. 11, 2024).

120 Open-source intelligence includes information that occurs in cyberspace such as on publicly accessible
websites, social media platforms, and the dark web. Ritu Gill, What is Open Source Intelligence?, SANS (Feb. 23,
2023), ht‘qz)s://WWW.sans.org/blog/what—is-open-source—intelligence/ [https://perma.cc/US3E-LBSC].

.

28


https://documents.unoda.org/wp-content/uploads/2022/03/The-UN-norms-of-responsible-state-behaviour-in-cyberspace.pdf
https://documents.unoda.org/wp-content/uploads/2022/03/The-UN-norms-of-responsible-state-behaviour-in-cyberspace.pdf
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&ved=2ahUKEwizn7fg--qDAxUyElkFHY73CUcQFnoECC0QAQ&url=https%3A%2F%2Fwww.enisa.europa.eu%2Fpublications%2Fenisa-threat-landscape-2020-cyber-espionage%2F%40%40download%2FfullReport&usg=AOvVaw2IBF9JENu6I1mP260zmzb5&opi=89978449
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&ved=2ahUKEwizn7fg--qDAxUyElkFHY73CUcQFnoECC0QAQ&url=https%3A%2F%2Fwww.enisa.europa.eu%2Fpublications%2Fenisa-threat-landscape-2020-cyber-espionage%2F%40%40download%2FfullReport&usg=AOvVaw2IBF9JENu6I1mP260zmzb5&opi=89978449
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&ved=2ahUKEwizn7fg--qDAxUyElkFHY73CUcQFnoECC0QAQ&url=https%3A%2F%2Fwww.enisa.europa.eu%2Fpublications%2Fenisa-threat-landscape-2020-cyber-espionage%2F%40%40download%2FfullReport&usg=AOvVaw2IBF9JENu6I1mP260zmzb5&opi=89978449
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&ved=2ahUKEwizn7fg--qDAxUyElkFHY73CUcQFnoECC0QAQ&url=https%3A%2F%2Fwww.enisa.europa.eu%2Fpublications%2Fenisa-threat-landscape-2020-cyber-espionage%2F%40%40download%2FfullReport&usg=AOvVaw2IBF9JENu6I1mP260zmzb5&opi=89978449
https://www.sans.org/blog/what-is-open-source-intelligence/

information that is not publicly available in cyberspace as within the territorial boundaries of a
state is an overreach of the principle of sovereignty.'? There can be levels of protection, but
extending a hardline view of sovereignty as to all data could cripple any possibility of
internationally legal cyber espionage.'” Having borderless areas in cyberspace enables arguably
more tolerable and less intrusive intelligence operations that can work to monitor compliance
with international agreements and tailor strategic targeting. Additionally, a lot of information is
hosted on the cloud and servers which are owned by other states.'** Thus, there can be levels of
unauthorized access.

The most striking and pertinent difference between cyberspace and other commons is the
capability for mass surveillance. People live more of their lives online than they do on the
seas.'” This could require a stricter regime governing intelligence in cyberspace than other
commons. The background realm of cyberspace as a commons does not preclude protection
against overly intrusive intelligence gathering. Extreme mass surveillance not only violates
personal privacy, but it constitutes an impressive violation of territorial sovereignty, especially
when it is interconnected with critical infrastructure. There is an opportunity for redress for mass
surveillance in the commons in that is prohibited as a non-peaceful act.'** Cyberspace’s

capability for mass surveillance should not be a prohibitive factor in classifying it as a commons.

122 See Justin Sherman, How Much Cyber Sovereignty is Too Much Cyber Sovereignty, COUNCIL ON
FOREIGN RELATIONS (Oct. 30, 2019), https://www.cfr.org/blog/how-much-cyber-sovereignty-too-much-cyber-
sovereignty [https://perma.cc/SDJA-4KPV].

123 Antonio Coco et al., lllegal: The SolarWinds Hack under International Law, EUROPEAN J. OF INT’L
Law 1, 6 (2022) (discussing how SolarWinds hack violates sovereignty as a rule).

124 Vineeth Narayanan, Harnessing the Cloud: International Law Implications of Cloud-Computing, 12
CHICAGO J. oF INT’L L. 783, 807 (2012) (discussing how international law applies to cloud computing and how
information bounces between servers, which are subject to national jurisdiction).

125 See 2023 Digital Media Trends: Immersed and Connected, DELOITTE (April 14, 2023),
https://www?2.deloitte.com/us/en/insights/industry/technology/digital-media-trends-consumption-habits-
survey.html#read-the-digital-media-trends [https://perma.cc/CQ2E-6BJ3].

126 See infra Part 3(A)(I).
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The governance of cyberspace so far has been characterized by emerging, norm-based
agreements while commons like the seas have older, binding treaty law.'”” But those commons
treaties are incredibly norms-based, except for the narrower Open Skies Treaty.'® The United
States is not a signatory to UNCLOS but rather follows it as a matter of customary law of the
seas.'” UNCLOS represents an effort to codify the normative regime of the seas that had
developed over centuries.”*® The lack of binding treaty law governing the commons and states’
hesitancy to commit themselves reflects the need for a customary approach and tactful
application of existing legal principles to the space. With technology rapidly evolving, a broad
principled approach to cyberspace is the best way to avoid binding states to laws that will be
immediately out of date. It is still possible to treat cyber as a commons in the absence of a major

multilateral treaty declaring it as such.

C. The SolarWinds Hack and the Need for Change

With high-profile instances of cyber espionage in the headlines, the international
community needs to form a more unified response to the new domain. As discussed earlier,
there is very little international law specifically governing cyberspace and cyber espionage. To
prevent future catastrophes, lines need to be drawn about the permissible extent of intelligence
activities in cyberspace.

In December 2020, an extensive cyber espionage campaign conducted against software

supply-chain company SolarWinds exposed vulnerabilities in both the private sector and the U.S.

127 There is no major multilateral treaty, equivalent to UNCLOS on cyberspace, though there are political
agreements such as the agreement between President Obama and President Xi Jinping. See FACT SHEET, supra
note 81.

128 In setting up the quota system, the Open Skies Treaty sets up a strict regime. See The Treaty on Open
Skies, CENTER FOR ARMS CONTROL AND NON-PROLIFERATION, https://armscontrolcenter.org/wp-
content/uploads/2017/02/Open-Skies-Treaty.pdf [https://perma.cc/GN69-JXDK].

129 THE FLETCHER SCHOOL OF LAW AND DIPLOMACY, LAW OF THE SEA: A POLICY PRIMER 7(John Burgess
etal. eds., 2017).

B0 7d., at9.
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t."3! The highly sophisticated hackers, thought to be tied to the Russian government,

governmen
used malware to gain access to networks in numerous companies and government organizations,
including the U.S. court system.'*> While shocking to many and illegal under American law, the

legality of this hack under international law is disputed.

An argument can be made that the SolarWinds hack was not illegal under international
law. The U.S. and allied states refrained from declaring it illegal, even while condemning the
hack as malicious."** Kristen E. Eichensehr argued that the actions in cyberspace were not illegal
because they fell short of a use of force,"** did not coerce enough to be deemed an intervention,'*’
and did not violate the sovereignty or territorial integrity of the United States.'*® The fact that
international law could permit behavior like this is problematic and exemplifies a shortcoming;
“Cyber operations are putting pressure on international law, revealing the gaps that exist and that
states may choose to fill with new rules.”"*” The credible argument that the Solar Winds hack is
legal under international law prompts consideration of a new treatment of cyber espionage to
replace the current ambiguous piecemeal.

Another camp argues that the hacks can be seen as violations of international law.

Taking for granted that states recognize sovereignty as a rule, “a breach may arise by an

infringement upon a state’s territorial integrity or interference with sovereign functions.”'** In

this case, the hackers gained access to organizations such as the US Treasury, State, Energy, and

131 Robert K. Knake, Why the SolarWinds Hack Is a Wake Up Call, COUNCIL ON FOREIGN RELATIONS
(March 9,3%021), https://www.cfr.org/article/why-solarwinds-hack-wake-call [https://perma.cc/XKZ4-BY9B].

B2 1d.

133 Kristen E. Eichensehr, Not lllegal: The SolarWinds Incident and International Law, 33 EUROPEAN J. OF
INT’L LAW 1263, 1265 (2022).

B4 1d., at 1267.

35 1d., at 1268.

136 1d., at 1270.

B71d., at 1273.

138 Antonio Coco et al., lllegal: The SolarWinds Hack under International Law, EUROPEAN J. OF INT’L
Law 1,5 (2022).
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Defense Departments, all of which conduct functions which can be classified as inherently
sovereign.'*’ Thus, the hack violated the international prohibition on violations of sovereignty.'*’
Given that the hack can be reasonably construed as both permissible and prohibited under
international law,'*! there is a need for consensus building on the treatment of intelligence in

cyberspace.

III. PART THREE

There is a need for the international community to develop a more cohesive legal
treatment of cyberespionage and this Part will argue that the best way to accomplish this is
through a global commons approach. This Part will argue that a restriction to peaceful acts,
characteristic of the commons, can be construed to include peacetime intelligence that is not
overly intrusive. Cyber sovereignty should be construed as allowing some level of cyber
interference before it becomes a violation. This idea of sovereignty can be encapsulated in a due
regard requirement that at least forces states to pay lip service to the idea that their intelligence
operations should be proportional to their security needs and the rights of over states.
Additionally, the value of capacity-building and cooperation in cyberspace makes it a prime
candidate for the commons treatment. The approach this Note advances leaves room for legal

peacetime intelligence in the cyber commons without leaving it unchecked.

139 Antonio Coco et al., lllegal: The SolarWinds Hack under International Law, at 6.

40 1d., at 5.

141 Kristen E. Eichensehr, Not lllegal: The SolarWinds Incident and International Law, 33 EUROPEAN J. OF
INT’L LAW 1263, 1267 (2022) (arguing that the hack is permissible under international law); Antonio Coco et al.,
lllegal: The SolarWinds Hack under International Law, EUROPEAN J. OF INT’L LAW 1, 5 (2022) (arguing that the
hack was prohibited under international law).
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A. Commons Approach to Intelligence

Transposing the legal principles of intelligence from existing commons onto cyberspace
assumes that there are holistic legal principles that are consistent throughout the commons. The
principle of a commons is unique and brings with it a unique treatment, regardless of the
attributes of that domain. These spaces, beyond the reach of borders, represent an important
“other” in international law.'"*> Cohesive treatment of the commons recognizes their
interconnectivity and a need to govern both intelligence that occurs inside the target states’
borders and activities that occur beyond borders.

Global governance of climate change has effectively moved towards its goals by
governing across all the commons.'** The health of the atmosphere connects to the health of the
seas which in turn connects to Antarctica.'** Similarly, spying in cyberspace impacts spying
everywhere. The information gained from cyber espionage can be used to inform where states

145" A cohesive treatment ensures the same protections and privileges

target their remote sensing.
extend throughout domains and enables states to have a consistent policy of intelligence
operations in the commons.

Before explaining why cyberspace should be treated as a commons regarding regulating

intelligence, it is important to explain how intelligence is governed in a commons regime.

2 U.N. SYSTEM TASK TEAM, supra note 17.

'43 The Paris Agreement looks holistically at multiple global commons to address climate change. See Key
Aspects of the Paris Agreement, UNITED NATIONS CLIMATE CHANGE, https://unfcce.int/most-requested/key-
aspects-of-the-paris-agreement [https://perma.cc/3ZSK-E3RG].

144 See As Antarctic Sea Ice Shrinks, Microbial Biodiversity and CO2 Absorption Decline, DUKE NICHOLAS
SCHOOL OF THE ENVIRONMENT (Aug. 18, 2021), https://nicholas.duke.edu/news/antarctic-sea-ice-shrinks-microbial-
biodiversity-and-co2-absorption-decline [https://perma.cc/JSC5-E39K].

145 Rather than broad surveillance from space, information gained from cyber espionage can lead to more
effective and targeted remote sensing. This is important as states continue to develop remote sensing capabilities,
with South Korea launching its first spy satellite in late 2023. South Korea Launches Its First Spy Satellite After
Rival North Korea Does the Same, ASSOCIATED PRESS (Dec. 1, 2023), https://apnews.com/article/south-korea-north-
korea-spy-satellite-launch-87a083e3e9faccba0f1300ca2e6003c4 (last visited Feb. 10, 2024).
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Commons governance is composed of a mosaic of multilateral treaties, non-binding agreements,
customary law, and norms. Treaty law is very vague about intelligence,'*® but customary law
fills in the gaps to make it clear that espionage can be permitted in commons spaces.'*’” At sea,
“routine and uncontested maritime surveillance and reconnaissance suggest that intelligence
gathering is clearly permitted as a high seas freedom and an accepted international norm beyond
the territorial sea.”'*® Thus, the commons regime refers to a consistent set of norms and
provisions seen across commons treaties and customs such as a restriction to peaceful acts and a
principle of due regard.'* There cannot be a comprehensive regime covering intelligence
activities in the commons without a comprehensive legal treatment of intelligence in general.'®
This is one of the benefits of thinking about cyber as a commons. The strong normative
provisions seen across the commons make room for intelligence when it is not unduly intrusive
and is enacted proportionally. The UN Convention on the Law of the Sea"! is an example of a
multi-lateral treaty governing a commons space. Analyzing UNCLOS reveals how these sorts of

treaties address (or fail to address) intelligence.

146 See Katherine Fang et al., 4 Right to Spy? The Legality and Morality of Espionage, JUST SECURITY
(March 15, 2023), https://www.justsecurity.org/85486/a-right-to-spy-the-legality-and-morality-of-espionage/
(describing debate surrounding how international law treats peacetime espionage) [https://perma.cc/9TKE-P6LK].

147 Asaf Lubin, The Dragon-Kings Restraint, at 58.

'8 Todd Emerson Hutchins, Maritime Espionage and the Legal Consequences of the United States’
Potential Ratification of the United Nations Convention on the Law of the Sea, 8 NAT’L SEC. L. J. 1, 21 (2021).

149 See UNCLOS; Outer Space Treaty.

150 Binding law on intelligence activities in cyberspace would have to define terms and boundaries that
states have yet to acknowledge in international law. See Asaf Lubin, Cyber Law and Espionage Law as
Communicating Vessels, in 10™ INTERNATIONAL CONFERENCE ON CYBER CONFLICT CYCON S: MAXIMISING
EFFECTS 203, 208 (T. Mindrik, R. Jakschis, & L. Lindstrom eds., 2018) (discussing how any regulation of low
intensity cyber operations would end up touching on the body of law governing espionage operations).

I UNCLOS.
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i Restriction to “Peaceful” Acts

Across the board, there has been a consensus in governance that the commons should be
reserved for peaceful purposes.'™ This stems from the idea that the global commons are meant
to be shared and protected.'”> However, the commons treaties have not addressed the
peacefulness of intelligence.'>* Intelligence is not an inherently military action,'*® but its invasive
nature can be perceived to be unpeaceful.'*® In the absence of an explicit prohibition of
intelligence as a peaceful act, state practice acquiescing to intelligence activities across the
commons points to an interpretation that at least some level of spying is permitted as a peaceful
act.”’

States might fear treating cyberspace as a commons worrying that it would prohibit any
intelligence activities. However, there is room for legal intelligence in cyberspace. Even states,
like Canada, that assert sovereignty as a rule in cyberspace make room for cyber activities that
cause “negligible or de minimis effects” to occur without violating sovereignty, even if there is

some loss of functionality.'”® UNCLOS Article 301 provides insight into what is considered

2 UNCLOS, art. 88; Treaty on Principles Governing the Activities of States in the Exploration and Use of
Outer Space, Including the Moon and Other Celestial Bodies, prmbl., Dec. 19, 1996,
https://www.unoosa.org/oosa/en/ourwork/spacelaw/treaties/outerspacetreaty.html [hereinafter Outer Space Treaty]
[https://perma.cc/D7RN-PJBN].

153 See Ranganathan, supra note 21, at 693.

154 James Kraska, Intelligence Collection and the International Law of the Sea, 99 INT’L L. STUD. 602, 608
(2022) (discussing differing views on whether intelligence is considered a peaceful act under commons treaties).

155 A working definition of intelligence includes how it is often directed by and conducted for the use of
military operations, but it does not have to be military in and of itself. See Michael Warner, Wanted: A Definition of
“Intelligence,” 46 STUDIES IN INTELLIGENCE 15, 21 (2002) (describing how intelligence operations interact with the
military).

156 In the early 1960’s, the Soviet Union and the U.S. held opposing stances about whether remote sensing
from space was permitted under the restriction of outer space to “peaceful purposes.” Soraghan, supra note 68, at
464.

57 Lubin, The Dragon-Kings Restraint, at 58.

158 International Law Applicable in Cyberspace, GOVERNMENT OF CANADA 17,
https://www.international.gc.ca/world-monde/issues_development-enjeux_developpement/peace_security-
paix_securite/cyberspace _law-cyberespace_droit.aspx?lang=eng [https://perma.cc/N323-ZFHG].

35


https://www.unoosa.org/oosa/en/ourwork/spacelaw/treaties/outerspacetreaty.html
https://www.international.gc.ca/world-monde/issues_development-enjeux_developpement/peace_security-paix_securite/cyberspace_law-cyberespace_droit.aspx?lang=eng
https://www.international.gc.ca/world-monde/issues_development-enjeux_developpement/peace_security-paix_securite/cyberspace_law-cyberespace_droit.aspx?lang=eng

peaceful: states “shall refrain from any threat or use of force against the territorial integrity or
political independence of any State, or in any manner inconsistent with the principles of
international law embodied in the Charter.”'> Article IV of the Outer Space Treaty similarly
restricts the use of the moon and other celestial bodies to peaceful purposes.'® The treaty’s
definition of peaceful is narrower and explicitly forbids “the establishment of military bases,
installations and fornications, the testing of any weapons and the conduct of military
manoeuvres.”'®" The Cold War prompted intense debates about whether intelligence qualifies as
peaceful but given the fact that it is regularly tolerated it is probably safe to say that the
American definition—that only military actions violate this provision—has prevailed.'®

Not all spying is peaceful—there are limits. For cyberspace, states’ position statements
on sovereignty in cyberspace inform how intrusive intelligence activities can be before they
impermissibly violate sovereignty and become non-peaceful. States advance a variety of stances
on sovereignty as a rule and how much leeway there is before cyber activities threaten territorial
integrity.'® The Tallinn Manual 2.0, a non-binding academic resource, stated that “experts were
incapable of achieving consensus as to whether remote cyber espionage reaching a particular
threshold of severity violates international law.”'**

A litany of powerful states, including the U.S. and U.K., have published statements

contradicting the Tallin Manual’s assertion. Canada stated that “territorial sovereignty is not

1% UNCLOS, art. 301.

10 Outer Space Treaty, art. IV.

161 74

162 CIA Position Paper, Definition of Peaceful Uses of Outer Space (Contingency)(Confidential) (Mar.13,
1962) (Approved for Release Aug. 27, 2001).

163 See National Positions, CYBER LAW TOOLKIT,
https://cyberlaw.ccdcoe.org/wiki/List_of articles#National positions [https://perma.cc/Z3X3-5Q2V].

164 TALLIN MANUAL 2.0 ON THE INTERNATIONAL LAW APPLICABLE TO CYBER OPERATIONS 168 (Michael
N. Schmitt ed., 2017).
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violated by virtue merely of remote activities having been carried out on or through the cyber
infrastructure located within the territory of another State.”'*® Factors such as scope, impact, and
severity inform the analysis of if the action was more than “negligible or demininus.”'*® Canada
went so far as to say that cyber espionage does not amount to a breach of territorial
sovereignty.'”’ New Zealand echoed a similar view, employing a “detailed factual enquiry” to
determine if an action impermissibly uses “cyber means to cause significant harmful effects
manifesting on the territory of another state.”'*® Like Canada, New Zealand explicitly carved out
cyber espionage as not violative of territorial integrity.'® This idea is similarly present in The
Dragon King’s Restraint, about spying at sea.'” Intelligence activities qualify as peaceful acts
and thus are lawful “to the extent that the surveilling party is not abusing its right to spy by
acting in an unnecessary or disproportionate manner.”'’' Employing this understanding of
sovereignty, if peaceful acts that do not threaten territorial integrity are permitted in commons,

then treating cyberspace as a commons will not outlaw intelligence.

ii. Principle of “Due Regard”

Given that commons spaces are accessible by all states, the principle of due regard is
especially important. If intelligence can be considered a peaceful act, it still should be conducted

with due regard to be legal in the commons. UNCLOS Article 87 requires that freedoms of the

165 National Position of Canada (2022),
https://cyberlaw.ccdcoe.org/wiki/National position_of Canada (2022) [https://perma.cc/WH94-WNHB].
166
1d.
167 17
168 National Position of New Zealand (2020),
https://cyberlaw.ccdcoe.org/wiki/National position_of New_ Zealand (2020) [https://perma.cc/ZY2S-VL3U].
169
1d.
170 Lubin, The Dragon King’s Restraint, at 59.
171
1d.
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high seas “be exercised by all States with due regard for the interests of other States in their
exercise of the freedom of the high seas.””* Article IX of the Outer Space Treaty requires that
states conduct their activities in outer space “with due regard to the corresponding interests of all
other States Parties to the Treaty. States Parties to the Treaty shall pursue studies of outer
space.”'”

Due regard is a necessary principle of the global commons in that it can be "a balancing
mechanism between states that have identical rights."'”* It can be interpreted to require “that the
States, after realizing and taking into account the interests of other States and other factors,
analyze and weigh their own rights or freedoms, and find appropriate course of actions.”'”
Presupposing that states have the freedom to spy from the commons so long as it is not intrusive
enough to be considered a territorial violation, they must only exercise this freedom in a manner
that is proportional and necessary to achieve their aims.

In cyberspace, this interpretation of commons due regard would require a state to weigh
the interests of other states when conducting cyber espionage.'” An even more expansive
understanding of due regard might include due regard for the rights of individuals, not just other
states in the commons.'”” This could be a powerful check on overly violative intelligence

activities. After all, commons governance is designed to protect individuals’ claims to commons

spaces by prohibiting any sovereign claims.'”® This is a beneficial application of the principle

172 UNCLOS, art. 87 (2).

173 Outer Space Treaty.

174 Setsuko Aoki, UN Office for Disarmament Affairs, Panel: “How can the principle of due regard be
applied to address threats arising from State behaviours with respect to outer space?” at 3, available at
https://documents.unoda.org/wp-content/uploads/2022/05/Panel1-Setsuko-Aoki 09052022-final.pdf
[https://perma.cc/CISK-TISV].

175 Guobin, 4 Discussion on Due Regard, at 80.

176 Applying Guobin’s ideas in the realm of the high seas to cyberspace. Id.

177 This goes beyond current principles in treaties and is suggesting an expansion of the principle in future
treatments of the global commons.

178 See Ranganathan, supra note 21, at 693.
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that shifts the understanding of intelligence from an activity governed based on space to an
activity governed based on the need and scale of the operation.

As a matter of practicality, states might opt for a narrower reading of due regard that
prioritizes their interests over those of others.'” Even a narrow due regard principle in
cyberspace is better than the alternative. Without this commons value, states are only
constrained by hard territorial lines and background principles of international law in their
cyberespionage.'® Imposing additional considerations takes the ambiguity of sovereignty in
cyberspace and turns it into a positive which allows for a more balanced permittance of
intelligence.

This inclusion of due regard can provide an important enforcement avenue in
international law for states that perceive their sovereignty to have been violated.'®' An
intelligence operation in cyberspace that did not give other states their due regard would be
illegal and a treaty violation.'™ In practice, states are hesitant to enforce due regard as a legally
binding obligation in commons like outer space.'® Still, the existence of this principle forces
states to think about the cost-benefit analysis behind intelligence operation and will hopefully

deter overly intrusive spying.

179 Michael J. Listner, The Paradox of Article IX and National Security Space Activities, | ATHER: A
Journal of Strategic Airpower & Spacepower 21, 34 (2022), available at
https://www.airuniversity.af.edu/Portals/10/AEtherJournal/Journals/Volume-1 Number-4/Listner The Paradox.pdf
[https://perma.cc/G4X6-MGGX].

180 See Duncan Hollis, 4 Brief Primer on International Law and Cyberspace, CARNEGIE ENDOWMENT FOR
INTERNATIONAL PEACE (June 14, 2021), https://carnegieendowment.org/2021/06/14/brief-primer-on-international-
law-and-cyberspace-pub-
84763#:~:text=With%20few%20exceptions%20(most%20notably,made%20rules%20for%20regulating%20cybersp
ace [https://perma.cc/TP5D-76T9].

181 Aoki, supra note 24.

182 parties to UNCLOS are bound by its terms, which require due regard. UNCLOS, art 87.

183 John Goehring, The Russian ASAT Test Caps a Bad Year for the due Regard Principle in Space, JUST
SECURITY (Jan. 12, 2022), https://www.]justsecurity.org/79820/the-russian-asat-test-caps-a-bad-year-for-the-due-
regard-principle-in-space/ [https://perma.cc/LSBP-UUGM].
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iii. Holistic Approach to the Domain

Commons governance is usually composed of a broad, holistic treatment that cyberspace
could also benefit from."** “Communicating Vessels” argues that “the communicative nature of
cyber law and espionage law entails that we need to take a degree of caution so that we do not
regulate the former to a point where we can no longer benefit from the positive functions served
by the latter.”'® This idea drives the regulation of other commons as well. The UNCLOS
Preamble states that “the problems of ocean space are closely interrelated and need to be
considered as a whole.”'® The fact that all commons exist outside of any one state complicates
all subjects of international law relating to them. Cyber is incredibly complex and the realms of
state, private, business, military, and personal intersect heavily.

If cyber espionage is governed from a narrower standpoint, it will inadvertently close
doors and make legally binding classifications about cyberspace. Additionally, a narrow, arms
control-like approach to governing cyber espionage is impossible to achieve without states
agreeing to bind themselves to explicit principles about the legality of intelligence.' This is
something that states have refused to do consistently throughout history'®® and thus is unlikely.
Treating cyberspace as a commons prevents regulation that either eliminates any legal room for

spying or offers no checks on it.

184 See UNCLOS; Outer Space Treaty. Both address their respective realms broadly as a whole.

185 Lubin, Communicating Vessels, at 225.

186 UNCLOS, prmbl.

87 Lubin, Communicating Vessels, at 208. (discussing how any regulation of low-intensity cyber
operations would end up touching on the body of law governing espionage operations).

188 States have not even built consensus on norms surrounding intelligence. Dieter Fleck, Individual and
State Responsibility for Intelligence Gathering, 28 Michigan J. of Int’l L. 687, 688 (2007) (“No general norm exists
in international law expressly prohibiting or limiting acts of intelligence gathering.”).
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iv. Information Sharing & Capacity Building

Information sharing is a core feature of cyberspace.'® A thread throughout commons
governance is an emphasis on the scientific value of the commons and the importance of
capacity-building. Article 242 of UNCLOS requires states to give other states a reasonable
opportunity to obtain “information necessary to prevent and control damage to the health and
safety of persons and to the marine environment.”"*° This information-sharing requirement is
confined to the context of scientific discovery and pertinent safety information.'"!

The Antarctica Treaty imposes a more burdensome information-sharing requirement. It
requires states to give advance notice of expeditions, stations, and military personnel
movement.'”? Additionally, Article III states that “scientific observation and results from
Antarctica shall be exchanged and made freely available.”"” The Outer Space Treaty contains a
similar provision in Article XI.'** These treaties require the sharing of scientific knowledge, not
state secrets.'”

While it would not be prudent to read in a total transparency requirement for information
gathered in cyberspace, there are benefits to implementing a version of this commons idea. After

all, “the intrinsic value of the Internet is only actualized under this multi-stakeholder

189 See U.S. National Cybersecurity Strategy (March 2023), available at https://www.whitehouse.gov/wp-
content/uploads/2023/03/National-Cybersecurity-Strategy-2023.pdf (President Biden stated that “We must ensure
the Internet remains open, free, global, interoperable, reliable, and secure—anchored in universal values that respect
human rights and fundamental freedoms.”) [https://perma.cc/YUM6-2WK2].

90 UNCLOS, art 242(2).

11 See Luk Van Langenhove, Who cares? Science Diplomacy and the Global Commons, 90 AUSTRALIAN
QUARTERLY 18, 23 (2019).

192 The Antarctic Treaty, art. VII, Dec. 1, 1959, available at
https://documents.ats.aq/keydocs/vol _1/voll 2 AT Antarctic_Treaty_e.pdf [https://perma.cc/GJ39-CQPV].

193 1d., art. 1IL

1% Outer Space Treaty, art. XI.

195 Antarctic Treaty, art III.
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environment where freedom and open access are attainable to all participating nations.”""

Information-sharing requirements are born out of the idea of capacity building to ensure that all
states can benefit from their right to equal access to the commons.'”” The more states have the
capacity to utilize cyber for intelligence activities, the more capacity they have to protect data
and prevent devastating cyber-attacks.'”® The U.S. has implemented this as a priority for the
State Department.'*” There could be potential conflict should states choose to withhold
knowledge about cyber technologies from their allies, the states that share intelligence with
them. This contradicts the fundamental commons idea that all states are equal in their claim to
the space.”” Instead, a commons approach allows the existing efforts at capacity building to
flourish.

B. Alternative Approaches

The severe capacity cyberspace holds for far-reaching intelligence operations demands
attention under international law. A commons approach has many strengths, but it’s worth
weighing the other options. One alternative is for states to continue how they have been, without
a clear consensus on how to regulate cyber espionage. The current incongruences in state

stances could complicate intelligence sharing. Uncertainty provides opportunities for states with

196 The Strategic Significance of the Internet Commons, 8 STRATEGIC STUDIES Q. 10, 14 (2014), available at
https://www.airuniversity.af.edu/Portals/10/SSQ/documents/Volume-08_Issue-2/Chertoff.pdf
[https://perma.cc/DTOF-PS8E].

197 See Outer Space Treaty, prmbl (“Believing that the exploration and use of outer space should be carried
on for the benefit of all people irrespective of the degree of their economic or scientific development”).

198 See Global Cyber Strategies Index, CENTER FOR STRATEGIC AND INT’L STUDIES (CSIS), https://csis-
website-prod.s3.amazonaws.com/s3fs-public/220414_Cyber Regulation Index.pdf (comparing the relevant
cybersecurity capacity of different states) [https://perma.cc/6HKS-G8RV].

199 See Cyber Capacity Building, U.S. DEPT. OF STATE, https://www.state.gov/cyber-capacity-building/
[https://perma.cc/28FX-3RYY].

200 See U.N. SYSTEM TASK TEAM, supra note 17.
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more capacity to triumph.?*" Additionally, unclear norms and delineations may lead to conflict.
Each state wants to respond when it perceives its rights to have been violated,*** making it very
difficult for states to navigate this diplomatic and legal minefield of varied state stances.
Guidelines for clear enforcement are necessary to prevent mismatched responses and escalations.
This is especially prudent given the highly intrusive nature of recent hacks like SolarWinds.*”
Newsworthy events that shock the public are often a driving force in changing regulation.***
Another option is to impose borders on cyberspace and try to apply the usual intelligence
regime to cyber. Difficulties would arise given that the baseline intelligence regime is far from
certain, and cyberspace adds a layer of complexity. This approach ignores the inherent freedoms
that accompany cyberspace. A regime that overly restricts intelligence activities in cyberspace

prevents states from benefiting from espionage activities.**

Additionally, this process would be
very difficult and will inevitably miss some components of the domain as cyber by nature is
different than traditional means in that there are spaces beyond the reach of borders.?” The law
on intelligence is already strained when it comes to complicated modern spy craft,””” with the

difficulties posed by cyberespionage, the commons approach is the best choice out of existing

regimes.

201 See Global Cyber Strategies Index, supra note 198.

202 States could perceive this to be a violation of the UN Charter Article 2(4).

293 See SolarWinds Cyberattack Demands Significant Federal and Private-Sector Response (Apr. 22,
2021), https://www.gao.gov/blog/solarwinds-cyberattack-demands-significant-federal-and-private-sector-response-
infographic [https://perma.cc/RPW8-CWE2].

204 Agustin Rossi, How the Snowden Revelations Saved the EU General Data Protection Regulation, 53
THE INT’L SPECTATOR 95, 106 (2018) (explaining how the Snowden revelations increased the salience of the privacy
issues and led to more successful EU data regulation)

203 Espionage can perform important beneficial functions in international society such as promoting
cooperation. Baker, supra note 49, at 1092.

26 See Maureen A. O’Rourke, F encing Cyberspace: Drawing Borders in a Virtual World, 82 MINN. L.
REV. 609 (1998) (discussing difficulties and complexities of borders in cyberspace).

27 Edward Lucas, The Spycraft Revolution, FOREIGN POLICY (April 27, 2019),
https://foreignpolicy.com/2019/04/27/the-spycraft-revolution-espionage-technology/#cookie message anchor
(describing how technological changes have fundamentally changed the nature of spy craft) [https://perma.cc/DHJ9-
KWYX].
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C. Practical Implementation

Understanding the value of treating cyberspace as a commons, the logical next step is
implementing this approach. A consensus on the treatment of intelligence in cyberspace is
beneficial for all stakeholders, setting clearer guidelines for both states and private actors. So
far, cyber has been characterized by a lack of multilateral binding agreements.*”® Given this
hesitance, a large multilateral treaty on cyber is unlikely.?”” Even if states were on board,*'? this
might not be the best option. A “constitution of the oceans,” UNCLOS is popularly viewed as a
success,”'! likely because it codified existing accepted practices without forcing signatories to
shift their baseline treatment of the seas. As cyber is newer, this same codification of well-
established practices is more difficult.”’> Any multilateral treaty would be forced to set practices

and get states to sign on board and adopt them. This is tedious and unlikely to be successful.*"?

208 See Arindrajit Basu, The UN Struggles to Make Progress on Securing Cyberspace, CARNEGIE
ENDOWMENT FOR INT’L PEACE (May 19, 2021), https://carnegieendowment.org/2021/05/19/un-struggles-to-make-
progress-on-securing-cyberspace-pub-84491 [https://perma.cc/XX3P-P2QZ].

299 See James A. Lewis, Multilateral Agreements to Constrain Cyberconflict, ARMS CONTROL TODAY,
https://www.armscontrol.org/act/2010-06/multilateral-agreements-constrain-cyberconflict (discussing why a
multilateral treaty addressing cyber would be difficult and impractical, especially in regard to cyber conflict)
[https://perma.cc/9ACV-PMID].

210 See Mark A. Barrera, The Achievable Multinational Cyber Treaty, AIR UNI. PRESS (Feb. 2017)
(looking for a solution to the lack of multilateral action).

2 General Assembly Lauds Success of Law of Sea Convention, But Deplores Sea-Level Rise, Lack of
Support for Small Island Nations, Increased Maritime Risk, GA/12479 (Dec. 8, 2022),
https://press.un.org/en/2022/ga12479.doc.htm (describing general assembly discussion on the success of the
convention and how it provides a problem solving vehicle for issues such as the rising sea level)
[https://perma.cc/GMSD-DEKL].

212 Even if states have established practice in cyberspace over the last few decades, this is still a much
shorter timeframe than that of the sea. Gary Brown & Keira Poellet, The Customary International Law of
Cyberspace, 6 STRATEGIC STUDIES Q. 126, 128-9 (2012)

213 1 addition to the burden of consensus building, the creation of multilateral treaties poses an immense
administrative burden on states. See UN BOOK 21: REVIEW OF THE MULTILATERAL TREATY-MAKING PROCESS
(1985), PART II. B. WRITTEN COMMENTS AND OBSERVATIONS BY GOVERNMENTS at 62, available at
https://legal.un.org/legislativeseries/book2 1.shtml [https://perma.cc/NCL2-R5G3].
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If there were to be a multilateral treaty, it should focus on principles rather than specific
substantive rules. The speed of technology is blinding and there is no way for treaty law to keep
up.’"* The best hope would be a constitutive treaty that encompasses the future of intelligence
gathering. A constitutive treaty like UNCLOS with the binding power of the U.N. would be a
good way to give legitimacy to a cyber treaty and provide a forum for grievances. While treaties
can be more enforceable, any enforcement action would be incredibly difficult given the secret
nature of spying. Additionally, states might be hesitant to open the door to external rulings on
what level of espionage is tolerable. An ICJ decision could be held against states when
conducting future intelligence operations. States want to prevent other states from spying on
them without closing the door to their own intelligence operations.

The current landscape of cyberspace law is composed of many bilateral political
agreements.”"” If secret agreements on cyber have been conducted, they are still classified,*' so
those cannot yet be factored into the analysis. There are many benefits to using non-binding
agreements for governing cyber-intelligence. States can create norms through these agreements
and commit to best practices that might not be domestically popular enough to become law.*”

Eventually, the contents of these agreements can form the basis for a robust customary law of the

214 See Bryant Walker Smith, New Technologies and Old Treaties, 114 AJIL UNBOUND 15-17 (2020)
(discussing how the technological advances of driverless cars interact with entrenched treaty law).

215 See Memorandum of Understanding with the Republic of Korea (Nov. 9, 2023),
https://www.cisa.gov/news-events/news/cisa-signs-memorandum-understanding-republic-korea-share-cyber-threat-
information-and-cybersecurity [https://perma.cc/JES8-ZFKS8].

216 The unknowns surrounding secret agreements are a major obstacle to developing a complete picture of
state practice on intelligence. Ashley S. Deeks, 4 (Qualified) Defense of Secret Agreements, 49 Ariz. ST.L.J. 713,
718 (2017).

217 For instance, in the U.S., political and executive agreements do not need to get advice and consent of the
Senate, eliminating a major barrier. International Agreements (Part 1), CONGRESSIONAL RESEARCH SERVICE (Sept.
29,2023) 1, 2, https://sgp.fas.org/crs/row/L.SB11048.pdf [https://perma.cc/GUM6-KEFZ].
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cyber commons.*'® It is important to understand that much of intelligence regulation has been
through this kind of soft law.?"* The drawback of this method is the absence of enforcement due
to the lack of international legal obligation.**’

The best way to paint cyberspace as a commons and apply existing law of intelligence
principles to this new domain is through customary international law. States, both individually
and in collaboration with their allies, already have evidenced their willingness to view
sovereignty as something other than a rule in cyberspace.??' This idea, coupled with the
conception of cyberspace as a global commons, can be increasingly applied and pronounced until
the practice is widespread.””® Once powerful states consistently treat cyber as a commons, other
states will be incentivized to follow their lead to facilitate collaboration and intelligence sharing.
After this view of intelligence in the commons is widespread, it can begin to generate opinio
Jjuris and transform into binding customary law.?** Customary law of intelligence in the commons

might be easier to generate because of its interrelated nature. Customs surrounding other aspects

218 Curtis A. Bradley et al., The Rise of Nonbinding International Agreements, 90 UNI. OF CHICAGO L. R.
1281, 1290 (2023) (Nonbinding agreements can “influence the development of customary international law” even
without directly creating legal obligations).

219 For example, the 2015 political agreement between President Obama and President Xi Jinping that their
respective countries would refrain from committing economic cyberespionage was accomplished informally during
a state visit, it was not a written agreement nor was it a binding treaty. FACT SHEET, supra note 81.

220 Norms are international customs that have not risen to the level of customary international law. See
North Sea Continental Shelf Cases, Judgment, 1969 1.C.J. Rep. 3,9 77 (Feb. 20) (describing when custom becomes
customary law). However, even without binding international legal obligations, non-binding agreements between
states can still incorporate some level of enforcement mechanisms. Curtis A. Bradley et al., The Rise of Nonbinding
International Agreements, 90 UNI. OF CHICAGO L. R. 1281, 1292 (2023).

221 CYBER LAW TOOLKIT, supra note 83.

222 Important leaders in developing norms, such as the U.S. and U K. have already made public statements
indicating openness to this position. National Position of the United States (2021), CYBER LAW TOOLKIT,
https://cyberlaw.ccdcoe.org/wiki/National position_of the United States_of America (2021)
[https://perma.cc/HFM6-NJRC]; National Position of the United Kingdom (2022), CYBER LAW TOOLKIT,
https://cyberlaw.ccdcoe.org/wiki/National position_of the United Kingdom (2022) [https://perma.cc/A4XE-
M386U].

22 See Gary Brown & Keira Poellet, The Customary International Law of Cyberspace, 6 STRATEGIC
STUDIES Q. 126-145 (2012); See North Sea Continental Shelf Cases, Judgment, 1969 I.C.J. Rep. 3, 9 77 (Feb. 20)
(“Not only must the acts concerned amount to a settled practice, but they must also be such, or be carried out in such
a way, as to be evidence of a belief that this practice is rendered obligatory by the existence of a rule of law
requiring it.”).

46


https://cyberlaw.ccdcoe.org/wiki/National_position_of_the_United_States_of_America_(2021)
https://cyberlaw.ccdcoe.org/wiki/National_position_of_the_United_Kingdom_(2022)

of cyber can inform the obligations surrounding intelligence, for instance, the customary law of
cyber warfare.

CONCLUSION

Spying, often dubbed the second-oldest profession, is far from new and the practice has
adapted to every new domain that has emerged since. Cyberspace deserves legal treatment
beyond the background international law of intelligence that accounts for the unique
characteristics it shares with other global commons. Though commons are typically restricted to
peaceful purposes, there is room for intelligence. Adopting the UNCLOS conception as peaceful
relating to territorial intrusion and sovereignty being more flexible in cyberspace, intelligence
operations that do not unduly harm states can be legal. A further restriction on intelligence in the
commons is that, like any other state action, it must be done with due regard for the rights of
other states. For cyberspace, this can manifest as requiring a balancing test that while difficult to
enforce violations, will at least force states to reflect on the necessity and proportionality of an

operation before launching.
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