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Through 2018, thirteen of the fifty states include biometric data in 

their definition of personal information for purposes of defining a secu-
rity breach.156 Two states, Kentucky and Washington, have separate 
statutes for state agencies that include biometrics in combination with 
other data in the definition of PI.157 Only five  states included biometric 
data in their original definition of personal information for breach pur-
poses.158 Texas includes biometric data in its definition of Personal	In‐
formation but not in the term Sensitive	Personal	 Information which is 
used in its breach definition.159 Of the last three states to pass laws, Ala-
bama and South Dakota in 2018 and New Mexico in 2017, two of the 
three, New Mexico and South Dakota, include biometric data.160 The 
states that included an individual’s unique biometric data in their initial 
definition of Personal Information were signed in 2006, 2008, 2017, 
2018.161 Interestingly, in 2006, Wisconsin not only included medical in-
formation but also DNA in its PI definition.162 

 
 156. The thirteen states are Arizona, Colorado, Delaware, Illinois, Iowa, Louisiana, Maryland, 
Nebraska, New Mexico, Oregon, South Dakota and Wyoming. See	Ariz. Rev. Stat. Ann. § 18-551(11) 
(2018); COLO. REV. STAT. ANN. § 6-1-716(1) (West 2018); DEL. CODE ANN. tit. 6, § 12B-101 (2018); 815 
ILL.COMP. STAT. ANN. 530/5 (WEST 2017); IOWA CODE § 715C.1 (2018); MD. CODE ANN., COM. LAW § 14-
3501 (West 2022); NEB. REV. STAT. ANN. § 87-803 (West 2016); N.M.STAT. ANN. § 57-12C-2 (West 
2017); OR. REV. STAT. § 646A.600; S.D. CODIFIED LAWS § 22-40-19 (2018); WIS. STAT. ANN. § 134.98 
(West 2008); WYO. STAT. ANN. § 40-12-501 (West 2024). 
 157. KY. REV. STAT. ANN. § 61.931 (West 2015); WASH. REV. CODE ANN. § 42.56.590 (West 2020). 
 158. The five states are Iowa, Nebraska, New Mexico, South Dakota, and Winsconsin. See	IOWA 
CODE ANN. § 715C.1 (2008); NEB. REV. STAT. § 87-803 (2006); N.M. STAT. ANN. § 57-12C-2 (2017); S.D. 
CODIFIED LAWS § 22-40-19 (2018); WIS. STAT. ANN. § 134.98 (West 2008). 
 159. TEX. BUS. & COM. CODE ANN. § 521.002 (West 2023). 
 160. N.M.STAT. ANN. § 57-12C-2 (West 2017); S.D. CODIFIED LAWS § 22-40-19 (2018). 
 161. WIS. STAT. ANN. § 134.98 (West 2006); IOWA CODE ANN. § 715C.1 (2008); N.M.STAT. ANN. § 
57-12C-2 (West 2017); S.D. CODIFIED LAWS § 22-40-19 (2018). 
 162. WIS. STAT. ANN. § 134.98 (West 2006). 
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Figure	3163	
 
Figure 3 shows when the original laws were signed and when the 

original laws included biometric information in their PI definition. 
Though no states included biometric information in their definition of 
PI from 2009 – 2016, a greater percentage of the new laws include bio-
metric data in their definition of personal information. Between 2002 
and 2008, forty-three states added data breach notification laws with 

 
	 163.	 See		S.B. 318, 2018 Leg., Reg. Sess. (Ala. 2018); H.B. 65, 25th Leg. (Alaska 2008); S.B. 1338, 
47th Leg., 2d Reg. Sess. (Ariz. 2006); S.B. 1167, 85th Leg., 2005 Reg. Sess. (Ark. 2005); CAL. CIV. CODE 
§ 1798.29 (West 2002); H.B. 18-1128, 71st Gen. Assemb., 2d. Reg. Sess. (Colo. 2018); S.B. 650, 2005 
Leg., Gen. Assem. (Conn. 2005); H.B. 116, 143rd Gen. Assemb. (Del. 2005); FL. STAT. ANN. § 501.171 
(West 2024); S.B. 230, 2005 Leg., Gen. Assemb. (Ga. 2005); S.B. 2290, 23rd Leg., 2006 Reg. Sess. 
(Haw. 2006); S.B. 1374, 59th Leg., 2d Reg. Sess. (Idaho 2006); H.B. 1633, 94th Gen. Assemb. (Ill. 
2005); S.B. 503, 2005 Leg., Reg. Sess. (Ind. 2006); S.B. 2308, 82d Gen. Assemb., 2d Reg. Sess. (Iowa 
2008); S.B. 196, 2006 Leg., Reg. Sess. (Kan. 2006); H.B. 232, 2014 Leg., Reg. Sess. (Ky. 2014); S.B. 
205, 2005 Leg., Reg. Sess. (La. 2005); L.D. 1671, 122d Leg., 1st Spec. Sess. (Me. 2005); H.B. 208, 2007 
Leg., Reg. Sess. (Md. 2007); MASS. GEN. LAWS ANN. ch. 93H, § 1 (West 2007); S.B. 309, 2006 Leg.,  S.B. 
309, 93rd Leg., Reg. Sess. (Mich. 2007); H.F. 2121, 84th Leg., 2005 Reg. Sess. (Minn. 2005); H.B. 489, 
2010 Leg., Reg. Sess. (Miss. 2010); H.B. 62, 95th Gen. Assemb., 1st Reg. Sess. (Mo. 2009); H.B. 732, 
59th Leg., Reg. Sess. (Mont. 2005); L.B. 876, 99th Leg., 2nd Reg. Sess. (Neb. 2006); S.B. 347, 73d Leg., 
Reg. Sess. (Nev. 2005); H.B. 1660, 2006 Leg., Reg. Sess. (N.H. 2006); A. 4001, 211th Leg., 2d Ann. 
Sess. (N.J. 2006); H.B. 15, 53d Leg., 1st Reg. Sess. (N.M. 2017); A.B. 4254-A, 228th Leg., Reg. Sess. 
(N.Y. 2005); S.B. 1048, 2005 Gen. Assemb., Reg. Sess. (N.C. 2005); S.B. 2251, 59th Leg., Reg. Sess. 
(N.D. 2005); H.B. 104, 126th Gen. Assemb., Reg. Sess. (Ohio 2005); H.B. 2245, 51st Leg., 2d Reg. Sess. 
(Okla. 2008); S.B. 583, 74th Leg. Assemb., Reg. Sess. (Or. 2007); S.B. 712, 2005 Gen. Assemb., 189th 
Reg. Sess. (Pa. 2005); H.B. 6191, 2005 Gen. Assemb., Reg. Sess. (R.I. 2005); S.B. 453, 2008 Leg., Reg. 
Sess. (S.C. 2008); S.B. 62, 93d Leg., Reg. Sess. (S.D. 2018); H.B. 2170, 104th Gen. Assemb., Reg. Sess. 
(Tenn. 2005); S.B. 122, 2005 Leg., 79th Reg. Sess. (Tex. 2005); S.B. 69, 56th Leg., 2006 Gen. Sess. 
(Utah 2006); S. 284, 2006 Gen. Assemb., 68th Biennial Sess. (Vt. 2006); H.B., 2008 Leg., Reg. Sess. 
(Va. 2008); S.B. 6043, 59th Leg., 2005 Reg. Sess. (Wash. 2005); S.B. 340, 2008 Leg., Reg. Sess. (W. 
Va. 2008); S.B. 164, 2005 Leg., Biennial Sess. (Wis. 2006); S.F. 53, 59th Leg., Gen. Sess. (Wyo. 2007). 
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only three of them including biometric data.164 Between 2009 and 2018, 
seven additional states passed data breach notification laws with two of 
these including biometric data.165 

Figure 4 shows that the early adopters, states with laws added be-
tween 2002 and 2008, are also the states that have added biometric in-
formation to their definition of PI. None of the seven states that added 
data breach notification laws from 2009 to 2018 amended their laws to 
add biometric information to the PI definition. In contrast, eight of the 
early adopter states added biometric information to their PI definition. 

Figure	4166 
 

	 164.	 Data	 Breach	 Notificaton	 Laws	 by	 State, IT GOVERNANCE USA, https://www.itgovernan-
ceusa.com/data-breach-notification-laws#:~:text=California,-Califor-
nia%20Civil%20Code&text=Enacted%20in%202002%2C%20California’s%20data,acquisi-
tion%20of%20unencrypted%20personal%20information. 
	 165.	 Id. 
 166. An Act Improving Data Security and Agency Effectiveness, 2015 Conn. Pub. Acts 15-142 
(S.B. 949); Confidential or Privileged Information—Security—Breaches, 2018 Ariz. Legis. Serv. Ch. 
177 (H.B. 2154); Georgia Personal Identity Protection Act, 2007 Ga. Laws (S.B. 236); California Bill 
Analysis, 2016 A.B. 2828 Sen.; 149 Del. Laws H.B. 180 (2017); Florida Information Protection Act 
of 2014, 2014-189 Fla. Laws (S.B. 1524); Assembly Amendment No. 244 to Assembly Bill No. 179, 
2015 Nev. Stat A.B. 179; Ind. Code § 24-4.9 (2017); Minn. Stat. § 325E.61 (2006); Maryland Per-
sonal Information Protection Act, 2017 Md. Laws Chapter 518, (H.B. 974); Personal Information 
Protection Act, 2017 Ill. Laws Pub. Act 100-0412; Computer Data Containing Personal Information 
– Security Breaches, 2014 Iowa Acts Chapter 1062, S.F. 2259; Credit Report Protection Act, 2018 
Neb. Laws LB 757; 2015 Mont. Laws H.B. 74; 2015 N.D. Laws S.B. No. 2214; 2009 Me. Laws H.P. 672, 
L.D. 970; 2008 Okla. Sess. Laws H.B. No. 2245; 2015 Or. Laws. S.B. 601; 2013 N.Y. Laws § 899-aa; 
2009 N.C. Sess. Laws 355 (S.B. 1017); 2006 Ohio Laws S.B. 126; 2013 S.C. Acts H.B. 3248; 2010 
Idaho Sess. Laws Ch. 170, p. 346; 2016 Haw. Sess. Laws § 487N; 2014 Kan. Sess. Laws § 50-7a01; 
Utah Code Ann. § 12-44-101 (West 2017); 2010 Mich. Pub. Acts S.B. 223; 2017 Tenn. Pub. Acts S.B. 
547; Va. Code Ann. § 18.2-186.6 (2017); 2015 R.I. Pub. Laws S 0134 Substitute B; 2017 Wash. Sess. 
Laws H.B. 1717; 2018 La. Acts S.B. 361; 2018 Colo. Sess. Laws H.B. 18-1128; 2015 Mass. Acts 
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b. Health Data   

Health/medical data as used in the definition of personal infor-
mation includes: (Oregon) “information about a consumer’s medical his-
tory or mental or physical condition or about a health care profes-
sional’s medical diagnosis or treatment of the consumer,”167 and (Texas) 
“information that identifies an individual and relates to: (i) the physical 
or mental health or condition of the individual; (ii) the provision of 
health care to the individual; or (iii) payment for the provision of health 
care to the individual.”168 

Fifteen states include health/medical information in their defini-
tion of Personal Information.169 Five of these states included 
health/medical information in their original breach notification stat-
ute.170  Figure 5 below shows the number of states that enacted statues 
with the definition of PI including health/medical information and the 
year it was enacted. We see from Figure 5 that the only year to have 
multiple states laws that included health/medical information in the 
definition of PI was 2018; the last two states to enact data breach noti-
fication laws. In addition, over 50%, four of seven, of the states that 
passed their base or original law from 2009-2018 included health/med-
ical information in the definition of PI. That compares to just 2%, one of 
forty-three, for 2002-2008. Note that Virginia has a separate breach of 
medical information notification law, added in 2011. 

 
Chapter 93(H); Texas Identity Theft Enforcement and Protection Act, Tex. Bus. & Com. Code Ann. § 
521 (West 2013); 2015 Wyo. Sess. Laws S.F. 35 & S.F. 26. 
 167. OR. REV. STAT. § 646A.602 (2018). 
 168. TEX. BUS. & COMM. CODE ANN. § 521.002  (West 2023). 
 169. The fifteen are Alabama, Arizona, California, Colorado, Delaware, Florida, Maryland, Mis-
souri, Montana, North Dakota, Oregon, Rhode Island, South Dakota, Texas, and Wyoming. The re-
spective statutes are: ALA. CODE § 8-38-2 (2018); ARIZ. REV. STAT. ANN. § 18-551(7) (2018); CAL. CIV. 
CODE § 1798.82 (2023); COLO. REV. STAT. § 6-1-176 (2018); DEL. CODE ANN. tit. 6, § 12B-101(7); FLA. 
STAT. ANN. § 501.171(g); MD. CODE ANN., COM. LAW § 14-3501 (West 2022); MO. ANN. STAT. § 
407.1500(9) (2009); MONT. CODE ANN. § 2-6-1501 (West 2023); OR. REV. STAT. ANN. § 646A.602 (West 
2020); tit. no. 11 R.I. GEN. LAWS ANN. § 11-49.3-3 (2023); S.D. CODIFIED LAWS § 22-40-9; TEX. BUS. & 
COM. CODE ANN. § 521.002(a)(1) (West 2009); WYO. STAT. ANN. § 40-12-501 (West 2024). 
 170. The five are Alabama, Florida, Missouri, North Dakota, and South Dakota. The respective 
statutes are: ALA. CODE § 8-38 (2024); FLA. STAT. §§ 501.171 (2024); MO. REV. STAT. § 407.1500 
(2009); N.D. CENT. CODE ANN. § 51-30-01 (West 2015); and S.D. CODIFIED LAWS § 22-40-19 (2018). 
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Figure	5171	

 
	 171.	 See		S.B. 318, 2018 Leg., Reg. Sess. (Ala. 2018); H.B. 65, 25th Leg. (Alaska 2008); S.B. 1338, 
47th Leg., 2d Reg. Sess. (Ariz. 2006); S.B. 1167, 85th Leg., 2005 Reg. Sess. (Ark. 2005); CAL. CIV. CODE 
§ 1798.29 (West 2002); H.B. 18-1128, 71st Gen. Assemb., 2d. Reg. Sess. (Colo. 2018); S.B. 650, 2005 
Leg., Gen. Assem. (Conn. 2005); H.B. 116, 143rd Gen. Assemb. (Del. 2005); FL. STAT. ANN. § 501.171 
(West 2024); S.B. 230, 2005 Leg., Gen. Assemb. (Ga. 2005); S.B. 2290, 23rd Leg., 2006 Reg. Sess. 
(Haw. 2006); S.B. 1374, 59th Leg., 2d Reg. Sess. (Idaho 2006); H.B. 1633, 94th Gen. Assemb. (Ill. 
2005); S.B. 503, 2005 Leg., Reg. Sess. (Ind. 2006); S.B. 2308, 82d Gen. Assemb., 2d Reg. Sess. (Iowa 
2008); S.B. 196, 2006 Leg., Reg. Sess. (Kan. 2006); H.B. 232, 2014 Leg., Reg. Sess. (Ky. 2014); S.B. 
205, 2005 Leg., Reg. Sess. (La. 2005); L.D. 1671, 122d Leg., 1st Spec. Sess. (Me. 2005); H.B. 208, 2007 
Leg., Reg. Sess. (Md. 2007); MASS. GEN. LAWS ANN. ch. 93H, § 1 (West 2007); S.B. 309, 2006 Leg.,  S.B. 
309, 93rd Leg., Reg. Sess. (Mich. 2007); H.F. 2121, 84th Leg., 2005 Reg. Sess. (Minn. 2005); H.B. 489, 
2010 Leg., Reg. Sess. (Miss. 2010); H.B. 62, 95th Gen. Assemb., 1st Reg. Sess. (Mo. 2009); H.B. 732, 
59th Leg., Reg. Sess. (Mont. 2005); L.B. 876, 99th Leg., 2nd Reg. Sess. (Neb. 2006); S.B. 347, 73d Leg., 
Reg. Sess. (Nev. 2005); H.B. 1660, 2006 Leg., Reg. Sess. (N.H. 2006); A. 4001, 211th Leg., 2d Ann. 
Sess. (N.J. 2006); H.B. 15, 53d Leg., 1st Reg. Sess. (N.M. 2017); A.B. 4254-A, 228th Leg., Reg. Sess. 
(N.Y. 2005); S.B. 1048, 2005 Gen. Assemb., Reg. Sess. (N.C. 2005); S.B. 2251, 59th Leg., Reg. Sess. 
(N.D. 2005); H.B. 104, 126th Gen. Assemb., Reg. Sess. (Ohio 2005); H.B. 2245, 51st Leg., 2d Reg. Sess. 
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Figure	6172	
 
Figure 6 shows the number of laws that have been amended to add 

health/medical information with the year the original laws were passed. 
We see from Figure 6 that all the amended laws were originally passed 
between 2002 and 2008. Through 2018, none of the 2009-2018 original 
laws had been amended to add health/medical. Of the thirteen states 
that include biometric data, seven also include health/medical infor-
mation. 

4. Restricted Notification Deadline 
The timing of the required data breach notification varies. Some 

states, such as California, specify that the notification should be made 
“immediately following discovery” or “in the most expedient time pos-
sible and without unreasonable delay.”173 States allow a delay if notifi-
cation would impede a law enforcement investigation, to determine the 
scope of the breach, and to restore the system’s integrity. Other states 
provide a restricted notification deadline identifying a specific number 
of days by which the notification must be made. 

 
(Okla. 2008); S.B. 583, 74th Leg. Assemb., Reg. Sess. (Or. 2007); S.B. 712, 2005 Gen. Assemb., 189th 
Reg. Sess. (Pa. 2005); H.B. 6191, 2005 Gen. Assemb., Reg. Sess. (R.I. 2005); S.B. 453, 2008 Leg., Reg. 
Sess. (S.C. 2008); S.B. 62, 93d Leg., Reg. Sess. (S.D. 2018); H.B. 2170, 104th Gen. Assemb., Reg. Sess. 
(Tenn. 2005); S.B. 122, 2005 Leg., 79th Reg. Sess. (Tex. 2005); S.B. 69, 56th Leg., 2006 Gen. Sess. 
(Utah 2006); S. 284, 2006 Gen. Assemb., 68th Biennial Sess. (Vt. 2006); H.B., 2008 Leg., Reg. Sess. 
(Va. 2008); S.B. 6043, 59th Leg., 2005 Reg. Sess. (Wash. 2005); S.B. 340, 2008 Leg., Reg. Sess. (W. 
Va. 2008); S.B. 164, 2005 Leg., Biennial Sess. (Wis. 2006); S.F. 53, 59th Leg., Gen. Sess. (Wyo. 2007). 
 172. An Act Improving Data Security and Agency Effectiveness, 2015 Conn. Pub. Acts 15-142 
(S.B. 949); Confidential or Privileged Information—Security—Breaches, 2018 Ariz. Legis. Serv. Ch. 
177 (H.B. 2154); Georgia Personal Identity Protection Act, 2007 Ga. Laws (S.B. 236); California Bill 
Analysis, 2016 A.B. 2828 Sen.; 149 Del. Laws H.B. 180 (2017); Florida Information Protection Act 
of 2014, 2014-189 Fla. Laws (S.B. 1524); Assembly Amendment No. 244 to Assembly Bill No. 179, 
2015 Nev. Stat A.B. 179; Ind. Code § 24-4.9 (2017); Minn. Stat. § 325E.61 (2006); Maryland Per-
sonal Information Protection Act, 2017 Md. Laws Chapter 518, (H.B. 974); Personal Information 
Protection Act, 2017 Ill. Laws Pub. Act 100-0412; Computer Data Containing Personal Information 
– Security Breaches, 2014 Iowa Acts Chapter 1062, S.F. 2259; Credit Report Protection Act, 2018 
Neb. Laws LB 757; 2015 Mont. Laws H.B. 74; 2015 N.D. Laws S.B. No. 2214; 2009 Me. Laws H.P. 672, 
L.D. 970; 2008 Okla. Sess. Laws H.B. No. 2245; 2015 Or. Laws. S.B. 601; 2013 N.Y. Laws § 899-aa; 
2009 N.C. Sess. Laws 355 (S.B. 1017); 2006 Ohio Laws S.B. 126; 2013 S.C. Acts H.B. 3248; 2010 
Idaho Sess. Laws Ch. 170, p. 346; 2016 Haw. Sess. Laws § 487N; 2014 Kan. Sess. Laws § 50-7a01; 
Utah Code Ann. § 12-44-101 (West 2017); 2010 Mich. Pub. Acts S.B. 223; 2017 Tenn. Pub. Acts S.B. 
547; Va. Code Ann. § 18.2-186.6 (2017); 2015 R.I. Pub. Laws S 0134 Substitute B; 2017 Wash. Sess. 
Laws H.B. 1717; 2018 La. Acts S.B. 361; 2018 Colo. Sess. Laws H.B. 18-1128; 2015 Mass. Acts Chap-
ter 93(H); Texas Identity Theft Enforcement and Protection Act, Tex. Bus. & Com. Code Ann. § 521 
(West 2013); 2015 Wyo. Sess. Laws S.F. 35 & S.F. 26. 
 173. CAL. CIV. CODE §§ 1798.29, 1798.82 (West 2023). 
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Seventeen states include a specific deadline for notifying affected 

individuals of a disclosure of their personal information.174 Five states 
included the deadline in the original version of the law with another 
twelve states adding this stipulation through amendments.175  From Fig-
ure 7 below we see that a greater percentage of the new laws include 
notification deadlines. Just two of forty-three states included a specific 
notification deadline between 2002 and 2008 while three of seven 
states that enacted laws from 2009 to 2018 included specific notifica-
tion deadlines. 

 

Figure	7176 
 

 174. Colorado and Florida have a 30-day notice requirement; Delaware, Louisiana and South 
Dakota have the 60-day notice requirement; Connecticut requires a 90-day notice; and the states 
that require a 45-day notice are: Alabama, Arizona, Maryland, New Mexico, Ohio, Oregon, Rhode 
Island, Tennessee, Vermont, Washington, and Wisconsin. Maine requires 7-day notice after a law 
enforcement agency makes a determination (rather than from the discovery date); and California 
has a 15-day notice requirement for medical information. The respective statutes are: COLO. REV. 
STAT. ANN.§ 6-1-716 (West 2018) ; DEL. CODE ANN. tit. 6, § 12B-102 (2018); LA. STAT. ANN. § 51:3074 
(2018); S.D. CODIFIED LAWS § 22-40-20 (2018); CONN. GEN. STAT. ANN. § 36a-701(b)(1) (West 2015); 
ALA. CODE § 8-38-6 (2018); ARIZ. REV. STAT. § 18-545  (2016); MD. CODE ANN., COM. LAW §14-3504 
(West 2015) ; N.M. STAT. ANN. § 57-12C-6 (West 2017); OHIO REV. CODE. ANN. §1349.19(B)(2)(West 
2007); OR. REV. STAT. ANN. §646A.604 (West 2020); 11 R.I. GEN. LAWS ANN. §49.3-4 (West 2015); 
TENN. CODE ANN. §47-18-2107 (West 2017); VT. STAT. ANN. tit. 9, § 2435 (West 2015) ;WASH. REV. 
CODE ANN. §§ 19.255.010, 42.56.590 (West 2015); WIS. STAT. ANN. § 134.98  (West 2018); ME. REV. 
STAT. ANN. tit. 10, § 1348 (2019); CAL. HEALTH & SAFETY CODE §1280.15(b)(1) (West 2015). 
 175. The five states are Alabama, Florida, Ohio, South Dakota, Wisconsin. The respective stat-
utes are: ALA. CODE § 8-38-5(b) (2018); FLA. STAT. §§ 501.171, 282.0041, 282.318(2)(i)(West 2024); 
OHIO REV. CODE ANN., §1349.19(E) (West 2024); S.D. CODIFIED LAWS § 22-40-20 (2024); WIS. STAT. § 
134.98(3) (West 2018). 
	 176.	 See		S.B. 318, 2018 Leg., Reg. Sess. (Ala. 2018); H.B. 65, 25th Leg. (Alaska 2008); S.B. 1338, 
47th Leg., 2d Reg. Sess. (Ariz. 2006); S.B. 1167, 85th Leg., 2005 Reg. Sess. (Ark. 2005); CAL. CIV. CODE 
§ 1798.29 (West 2002); H.B. 18-1128, 71st Gen. Assemb., 2d. Reg. Sess. (Colo. 2018); S.B. 650, 2005 
Leg., Gen. Assem. (Conn. 2005); H.B. 116, 143rd Gen. Assemb. (Del. 2005); FL. STAT. ANN. § 501.171 
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Table 2 in the appendix shows the notification deadline by days. 

We can see that the most common deadline is forty-five days with nearly 
65% of states using that deadline.  For example, Florida requires thirty 
days but includes a fifteen-day extension “with cause.”177  Of the seven-
teen states with a specific numerical deadline, thirty is used twice, sixty 
thrice, ninety once with the remaining states using forty-five days. For 
example, the original Connecticut statute, enacted in 2005, states the no-
tification should be made “without unreasonable delay.”178 The law as 
amended states “without unreasonable delay but not later than sixty 
days after the discovery of such breach, unless a shorter time is required 
under federal law.”179 Figure 8 shows that the majority of the states with 
a specific deadline were signed into law before 2008 and that forty-five 
days is the most popular number of days before and after 2008. From 
2009 to 2018, 50% of the states with specific deadlines selected forty-
five. Prior to 2009, 80% selected forty-five days as their notification 
deadline. 

 
(West 2024); S.B. 230, 2005 Leg., Gen. Assemb. (Ga. 2005); S.B. 2290, 23rd Leg., 2006 Reg. Sess. 
(Haw. 2006); S.B. 1374, 59th Leg., 2d Reg. Sess. (Idaho 2006); H.B. 1633, 94th Gen. Assemb. (Ill. 
2005); S.B. 503, 2005 Leg., Reg. Sess. (Ind. 2006); S.B. 2308, 82d Gen. Assemb., 2d Reg. Sess. (Iowa 
2008); S.B. 196, 2006 Leg., Reg. Sess. (Kan. 2006); H.B. 232, 2014 Leg., Reg. Sess. (Ky. 2014); S.B. 
205, 2005 Leg., Reg. Sess. (La. 2005); L.D. 1671, 122d Leg., 1st Spec. Sess. (Me. 2005); H.B. 208, 2007 
Leg., Reg. Sess. (Md. 2007); MASS. GEN. LAWS ANN. ch. 93H, § 1 (West 2007); S.B. 309, 2006 Leg.,  S.B. 
309, 93rd Leg., Reg. Sess. (Mich. 2007); H.F. 2121, 84th Leg., 2005 Reg. Sess. (Minn. 2005); H.B. 489, 
2010 Leg., Reg. Sess. (Miss. 2010); H.B. 62, 95th Gen. Assemb., 1st Reg. Sess. (Mo. 2009); H.B. 732, 
59th Leg., Reg. Sess. (Mont. 2005); L.B. 876, 99th Leg., 2nd Reg. Sess. (Neb. 2006); S.B. 347, 73d Leg., 
Reg. Sess. (Nev. 2005); H.B. 1660, 2006 Leg., Reg. Sess. (N.H. 2006); A. 4001, 211th Leg., 2d Ann. 
Sess. (N.J. 2006); H.B. 15, 53d Leg., 1st Reg. Sess. (N.M. 2017); A.B. 4254-A, 228th Leg., Reg. Sess. 
(N.Y. 2005); S.B. 1048, 2005 Gen. Assemb., Reg. Sess. (N.C. 2005); S.B. 2251, 59th Leg., Reg. Sess. 
(N.D. 2005); H.B. 104, 126th Gen. Assemb., Reg. Sess. (Ohio 2005); H.B. 2245, 51st Leg., 2d Reg. Sess. 
(Okla. 2008); S.B. 583, 74th Leg. Assemb., Reg. Sess. (Or. 2007); S.B. 712, 2005 Gen. Assemb., 189th 
Reg. Sess. (Pa. 2005); H.B. 6191, 2005 Gen. Assemb., Reg. Sess. (R.I. 2005); S.B. 453, 2008 Leg., Reg. 
Sess. (S.C. 2008); S.B. 62, 93d Leg., Reg. Sess. (S.D. 2018); H.B. 2170, 104th Gen. Assemb., Reg. Sess. 
(Tenn. 2005); S.B. 122, 2005 Leg., 79th Reg. Sess. (Tex. 2005); S.B. 69, 56th Leg., 2006 Gen. Sess. 
(Utah 2006); S. 284, 2006 Gen. Assemb., 68th Biennial Sess. (Vt. 2006); H.B., 2008 Leg., Reg. Sess. 
(Va. 2008); S.B. 6043, 59th Leg., 2005 Reg. Sess. (Wash. 2005); S.B. 340, 2008 Leg., Reg. Sess. (W. 
Va. 2008); S.B. 164, 2005 Leg., Biennial Sess. (Wis. 2006); S.F. 53, 59th Leg., Gen. Sess. (Wyo. 2007). 
 177. FLA. STAT. §§ 501.171(3)(a) (West 2024). 
 178. CONN. GEN. STAT. § 36A-701b(b) (2005). 
 179. CONN. GEN STAT. ANN. §§ 36a-701b	(2025). 
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Figure	8180 
5. Additional characteristics 

In addition to adding biometric and health/medical information to 
the definition of PI, various other changes were made to the definition 
of PI. For example, the expansion of personal numbers (generic or spe-
cific). Specific examples are passport, tax ID, government ID number, 
and tribal ID number. Username and email with access codes that allow 

 
	 180.	 See		S.B. 318, 2018 Leg., Reg. Sess. (Ala. 2018); H.B. 65, 25th Leg. (Alaska 2008); S.B. 1338, 
47th Leg., 2d Reg. Sess. (Ariz. 2006); S.B. 1167, 85th Leg., 2005 Reg. Sess. (Ark. 2005); CAL. CIV. CODE 
§ 1798.29 (West 2002); H.B. 18-1128, 71st Gen. Assemb., 2d. Reg. Sess. (Colo. 2018); S.B. 650, 2005 
Leg., Gen. Assem. (Conn. 2005); H.B. 116, 143rd Gen. Assemb. (Del. 2005); FL. STAT. ANN. § 501.171 
(West 2024); S.B. 230, 2005 Leg., Gen. Assemb. (Ga. 2005); S.B. 2290, 23rd Leg., 2006 Reg. Sess. 
(Haw. 2006); S.B. 1374, 59th Leg., 2d Reg. Sess. (Idaho 2006); H.B. 1633, 94th Gen. Assemb. (Ill. 
2005); S.B. 503, 2005 Leg., Reg. Sess. (Ind. 2006); S.B. 2308, 82d Gen. Assemb., 2d Reg. Sess. (Iowa 
2008); S.B. 196, 2006 Leg., Reg. Sess. (Kan. 2006); H.B. 232, 2014 Leg., Reg. Sess. (Ky. 2014); S.B. 
205, 2005 Leg., Reg. Sess. (La. 2005); L.D. 1671, 122d Leg., 1st Spec. Sess. (Me. 2005); H.B. 208, 2007 
Leg., Reg. Sess. (Md. 2007); MASS. GEN. LAWS ANN. ch. 93H, § 1 (West 2007); S.B. 309, 2006 Leg.,  S.B. 
309, 93rd Leg., Reg. Sess. (Mich. 2007); H.F. 2121, 84th Leg., 2005 Reg. Sess. (Minn. 2005); H.B. 489, 
2010 Leg., Reg. Sess. (Miss. 2010); H.B. 62, 95th Gen. Assemb., 1st Reg. Sess. (Mo. 2009); H.B. 732, 
59th Leg., Reg. Sess. (Mont. 2005); L.B. 876, 99th Leg., 2nd Reg. Sess. (Neb. 2006); S.B. 347, 73d Leg., 
Reg. Sess. (Nev. 2005); H.B. 1660, 2006 Leg., Reg. Sess. (N.H. 2006); A. 4001, 211th Leg., 2d Ann. 
Sess. (N.J. 2006); H.B. 15, 53d Leg., 1st Reg. Sess. (N.M. 2017); A.B. 4254-A, 228th Leg., Reg. Sess. 
(N.Y. 2005); S.B. 1048, 2005 Gen. Assemb., Reg. Sess. (N.C. 2005); S.B. 2251, 59th Leg., Reg. Sess. 
(N.D. 2005); H.B. 104, 126th Gen. Assemb., Reg. Sess. (Ohio 2005); H.B. 2245, 51st Leg., 2d Reg. Sess. 
(Okla. 2008); S.B. 583, 74th Leg. Assemb., Reg. Sess. (Or. 2007); S.B. 712, 2005 Gen. Assemb., 189th 
Reg. Sess. (Pa. 2005); H.B. 6191, 2005 Gen. Assemb., Reg. Sess. (R.I. 2005); S.B. 453, 2008 Leg., Reg. 
Sess. (S.C. 2008); S.B. 62, 93d Leg., Reg. Sess. (S.D. 2018); H.B. 2170, 104th Gen. Assemb., Reg. Sess. 
(Tenn. 2005); S.B. 122, 2005 Leg., 79th Reg. Sess. (Tex. 2005); S.B. 69, 56th Leg., 2006 Gen. Sess. 
(Utah 2006); S. 284, 2006 Gen. Assemb., 68th Biennial Sess. (Vt. 2006); H.B., 2008 Leg., Reg. Sess. 
(Va. 2008); S.B. 6043, 59th Leg., 2005 Reg. Sess. (Wash. 2005); S.B. 340, 2008 Leg., Reg. Sess. (W. 
Va. 2008); S.B. 164, 2005 Leg., Biennial Sess. (Wis. 2006); S.F. 53, 59th Leg., Gen. Sess. (Wyo. 2007). 
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access to online financial accounts were added. An itemized listing of 
financial numbers, credit/debit card numbers, demand deposit/savings 
account numbers, are included in some definitions. Employee ID num-
bers with security or access codes and encrypted data if the keys are 
also disclosed are in most definitions of personal information. In gen-
eral, the personal information definition includes information that is not 
encrypted. 

Twenty-four  states provided specifics of what should be included 
with the notification.181 The type of information required includes: the 
approximate date of the breach; a description of the personal infor-
mation included in the breach; actions taken to restore the security and 
confidentiality of the information involved in the breach; steps consum-
ers can take to protect themselves from identity theft; toll-free tele-
phone numbers and addresses of the three largest credit reporting 
agencies; contact information including website for the FTC or other 
federal agency that assists consumers with identify theft issues and a 
statement that an individual can obtain information from these sources 
about steps to avoid ID theft; information the individual can use to con-
tact the covered entity to inquire about the breach; and advice to the 
consumer to report suspected incidents of identity theft to local law en-
forcement or the attorney general. 

The above analysis of the laws supports Hypothesis 1 that the laws 
have changed content from their original passage.  Thirty-five laws have 
been amended with content changes including the definition of personal 
information and the definition of data breaches. 

B. Statistical	Analysis	

In this section, we examine the second research question: Is there 
a relationship between the contents of the law and when the law was 
passed? For this analysis we examine the statistical relationship be-
tween the initial scope of states’ data breach notification laws and the 
year of their adoption. In doing so, we ask whether any long-run trends 
in regulatory expansion vis-à-vis breach definitions, security breach 

 
 181. The following U.S. states provide guidelines for the content to include in notifications of 
breaches: (1) ALA. CODE § 8-38-5(d) (2025);  (2) ARIZ. REV. STAT. ANN. § 18-552(E) (2025); (3) CAL. 
CIV. CODE §§ 1798.29, 1798.82 (West 2024); (4) COLO. REV. STAT. ANN. § 6-1-716(2) (West 2025); (5) 
FLA. STAT. ANN.§§ 501.171(3)(b)	(West 2024); (6) HAW. REV. STAT. § 487N-2(d) (West 2024); (7) 815 
ILL. COMP. STAT. ANN. 530/10 (West 2024); (8) IOWA CODE ANN. § 715C.2 (West 2024); (9) MD. CODE 
ANN., COM. LAW §14-3504 (West 2024); (10) MASS. GEN. LAW ANN. ch. 93H, § 1 (2024); (11) MICH. 
COMP. LAWS ANN. § 445.72 (West 2025); (12) MO. ANN. STAT. § 407.1500(4) (2024); (13) N.H. REV. 
STAT. ANN. § 359-C:20 (2025); (14) N.M. STAT. ANN. § 57-12C-1 (West 2024); (15)  N.Y. GEN. BUS. LAW 
§ 899-AA (McKinney 2025); (16) N.C. GEN. STAT. ANN. § 75-65 (West 2024); (17) OR. REV. STAT. ANN. 
§646A.604 (West 2024);  (18) 11 R.I. GEN. LAWS ANN. §49.3-4 (West 2024); (19) VT. STAT. ANN. tit. 9, 
§ 2435 (West 2025) ; (20) VA. CODE ANN. § 18.2-186.6 (West 2024); (21) WASH. REV. CODE ANN. § 
19.255.010 (West 2024);  (22) W.VA. CODE ANN. § 46A-2A-102 (West 2025); (23) WIS. STAT. ANN. § 
134.98 (2023); (24) WYO. STAT. ANN. § 40-12-502 (West 2025). 
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notifications to affected individuals, and associated penalties to viola-
tors are discernible at the national level. Three such clauses of state base 
laws for which we found data are considered: (1) Biometrics, (2) Re-
stricted Reporting Deadline, and (3) health/ medical. These terms are as 
explained individually above. We discuss the combination of the three 
as regulatory strictness.  

Data shows that the enactment of data breach notification laws in 
the U.S. underwent a spurt across state legislatures during the mid-
2000s. In 2005 and 2006 alone, as many as thirty-two states approved 
data breach notification laws including various elements such as, the 
definition of security breaches, the meaning of personal information, 
rules on mandatory customer notification, and penalties to firms or em-
ployees for failure to provide said notices.182 Figure 9 depicts the num-
ber of new laws (one per state) enacted in a given year, while Figure 10 
shows the cumulative progress in law adoption across all states (i.e., the 
country). Within six years beginning with 2002, forty-three states had 
adopted data breach notification laws and as of 2018, such laws are pre-
sent in all fifty states.183  

With respect to regulatory strictness, the years 2006, 2014, and 
2018 saw the greatest number of the above-named clauses embedded 
in the states’ newly enacted base data breach notification laws (Figure 
11).184 Figure 12 depicts the number of base law clauses across the ten 

 
	 182.	 Data	 Breach	 Notification	 Laws	 by	 State, IT GOVERNANCE, https://www.itgovernan-
ceusa.com/data-breach-notification-laws (last updated July 2018). 
 183. Id.	
	 184.	 See		S.B. 318, 2018 Leg., Reg. Sess. (Ala. 2018); H.B. 65, 25th Leg. (Alaska 2008); S.B. 1338, 
47th Leg., 2d Reg. Sess. (Ariz. 2006); S.B. 1167, 85th Leg., 2005 Reg. Sess. (Ark. 2005); CAL. CIV. CODE 
§ 1798.29 (West 2002); H.B. 18-1128, 71st Gen. Assemb., 2d. Reg. Sess. (Colo. 2018); S.B. 650, 2005 
Leg., Gen. Assem. (Conn. 2005); H.B. 116, 143rd Gen. Assemb. (Del. 2005); FL. STAT. ANN. § 501.171 
(West 2024); S.B. 230, 2005 Leg., Gen. Assemb. (Ga. 2005); S.B. 2290, 23rd Leg., 2006 Reg. Sess. 
(Haw. 2006); S.B. 1374, 59th Leg., 2d Reg. Sess. (Idaho 2006); H.B. 1633, 94th Gen. Assemb. (Ill. 
2005); S.B. 503, 2005 Leg., Reg. Sess. (Ind. 2006); S.B. 2308, 82d Gen. Assemb., 2d Reg. Sess. (Iowa 
2008); S.B. 196, 2006 Leg., Reg. Sess. (Kan. 2006); H.B. 232, 2014 Leg., Reg. Sess. (Ky. 2014); S.B. 
205, 2005 Leg., Reg. Sess. (La. 2005); L.D. 1671, 122d Leg., 1st Spec. Sess. (Me. 2005); H.B. 208, 2007 
Leg., Reg. Sess. (Md. 2007); MASS. GEN. LAWS ANN. ch. 93H, § 1 (West 2007); S.B. 309, 2006 Leg.,  S.B. 
309, 93rd Leg., Reg. Sess. (Mich. 2007); H.F. 2121, 84th Leg., 2005 Reg. Sess. (Minn. 2005); H.B. 489, 
2010 Leg., Reg. Sess. (Miss. 2010); H.B. 62, 95th Gen. Assemb., 1st Reg. Sess. (Mo. 2009); H.B. 732, 
59th Leg., Reg. Sess. (Mont. 2005); L.B. 876, 99th Leg., 2nd Reg. Sess. (Neb. 2006); S.B. 347, 73d Leg., 
Reg. Sess. (Nev. 2005); H.B. 1660, 2006 Leg., Reg. Sess. (N.H. 2006); A. 4001, 211th Leg., 2d Ann. 
Sess. (N.J. 2006); H.B. 15, 53d Leg., 1st Reg. Sess. (N.M. 2017); A.B. 4254-A, 228th Leg., Reg. Sess. 
(N.Y. 2005); S.B. 1048, 2005 Gen. Assemb., Reg. Sess. (N.C. 2005); S.B. 2251, 59th Leg., Reg. Sess. 
(N.D. 2005); H.B. 104, 126th Gen. Assemb., Reg. Sess. (Ohio 2005); H.B. 2245, 51st Leg., 2d Reg. Sess. 
(Okla. 2008); S.B. 583, 74th Leg. Assemb., Reg. Sess. (Or. 2007); S.B. 712, 2005 Gen. Assemb., 189th 
Reg. Sess. (Pa. 2005); H.B. 6191, 2005 Gen. Assemb., Reg. Sess. (R.I. 2005); S.B. 453, 2008 Leg., Reg. 
Sess. (S.C. 2008); S.B. 62, 93d Leg., Reg. Sess. (S.D. 2018); H.B. 2170, 104th Gen. Assemb., Reg. Sess. 
(Tenn. 2005); S.B. 122, 2005 Leg., 79th Reg. Sess. (Tex. 2005); S.B. 69, 56th Leg., 2006 Gen. Sess. 
(Utah 2006); S. 284, 2006 Gen. Assemb., 68th Biennial Sess. (Vt. 2006); H.B., 2008 Leg., Reg. Sess. 
(Va. 2008); S.B. 6043, 59th Leg., 2005 Reg. Sess. (Wash. 2005); S.B. 340, 2008 Leg., Reg. Sess. (W. 
Va. 2008); S.B. 164, 2005 Leg., Biennial Sess. (Wis. 2006); S.F. 53, 59th Leg., Gen. Sess. (Wyo. 2007). 
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states that had at least one such clause present.185 Most of these states 
are Midwestern (seven), with the remaining three located in the South.  

 
Number of New State Data Breach Notification 

Laws Enacted Annually 

Figure	9186  

 
	 185.	 Id. 
	 186.	 See	id. 
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Cumulative Presence of State Data Breach Notification Laws 

Figure	10187	
	Number of Clauses Present in Base Data Breach Laws, All States 

Figure	11188	

 
	 187.	 Id. 
	 188.	 Id. 
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Number of Clauses in Base Laws per State with Year Enacted 

Figure	12189	
 
To conduct the analysis of regulatory strictness of state base data 

breach notification laws over time, we employ regression analysis. This 
statistical procedure allows us to expressly quantify the relation be-
tween any two or more variables, and, in our case, answer how the num-
ber of clauses in the law is expected to change as the year of adoption 
changes, enabling us to better understand regulatory trends in this area 
of law across the country.190 

The regression analysis stipulates an initial selection of the re‐
sponse	variable—the one to be explained (regulatory strictness)—and 
the explanatory	variable, the one that explains our outcome of interest 
(the year of law’s adoption). The relationship between the response (Y) 
and explanatory (X) variables is modelled as a statistical equation, called 
the regression equation, which standardly includes slope and intercept 
terms. Generically, α is the intercept, β is the slope, and ε is the “error” 

 
	 189.	 Id. 
 190. JAMES H. STOCK & MARK W. WATSON, INTRODUCTION TO ECONOMETRICS 101, 101-23 (Pearson 
Educ. Ltd., 4th ed. 2018). 
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term that allows for a degree of uncertainty, or randomness, that is in-
herent in all statistical relationships. The regression equation itself is a 
mathematical representation of the line of best fit that illustrates the 
pattern of the relationship between X and Y. Regressions may have one 
or more explanatory variables, in which case they are termed multiple 
regressions.191 

The next step in regression analysis is to estimate, or compute, the 
parameters of this equation—the intercept α and the slope β. It is the 
estimation step that allows for explicit quantification of the response-
explanatory variable relationship. Of particular interest in regression 
modelling is the correct estimation of the slope parameter β which 
measures the effect of the explanatory variable on the response varia-
ble.192 In our case, the slope parameter signifies the expected change in 
the number of clauses in data breach notification laws for each later year 
of the law’s adoption. For instance, a positive β implies that the number 
of clauses grows with each additional year of delay in the law’s adoption.	

Returning to our research question on the quantitative effect of the 
year of a law’s adoption and its number of clauses, we estimate the fol-
lowing regression equation using cross-sectional data on all fifty states 
(i.e., one observation per state at a snapshot in time):  

where NumberClauses and BaseYear are, respectively, the response 
and explanatory variables as described above. While there exist many 
statistical methods (estimators) to compute α and β, we specifically em-
ploy the Poisson estimator which is appropriate for response variables 
that represent integer counts, or simple number of occurrences of a par-
ticular outcome, such as the number of clauses within a data breach no-
tification law that we use.193 We applied this estimator to our data using 
Stata 17 software, and produced the following estimated version of 
equation (1):  

 
Under the Poisson estimator methodology, the coefficient of inter-

est β	can be interpreted as the “semi-elasticity” of the number of clauses 
with respect to the base year; that is, for one later base year the law was 
enacted, the number of clauses within the law is expected to change by 
100*β percent on the average. Thus, the estimate of β = +0.227 means 
that the number of clauses is expected to be higher by about 23% for 
each later year the base law was enacted. 

The results of the regression analysis are standardly subject to fur-
ther analysis by researchers. A major concern is whether the 

 
	 191.	 Id. 
	 192.	 Id. 
 193. COLIN A. CAMERON & PRAVIN K. TRIVEDI, MICROECONOMETRICS USING STATA 212-213 (Stata 
Press 2nd ed. 2022). 
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explanatory variable has a statistically significant linkage with the re-
sponse variable. Statistically insignificant relationships are those for 
which the given data do not permit for a precise estimation of the β pa-
rameter (perhaps due to small sample size, data quality, or simply the 
lack or a relationship), thus lending β a large margin of error, or too-
wide of a range of values it could plausibly take. If this is the case, then 
we cannot claim with any reasonable degree of confidence that the ex-
planatory variable exerts influence over the response variable. How-
ever, our regression diagnostics (β’s t‐score = +5.64; p = 0.000) indicate 
that the slope of our equation is in fact precisely estimated, giving us a 
great deal of confidence that data breach notification laws adopted in 
later years in the dataset are indeed regulatorily stricter. Figure 13 de-
picts the scatter plot (with line of best fit) of the simple bivariate rela-
tionship between the number of clauses and the base year. 
 

Number of Clauses and Base Year of Adoption 

Figure	13194 
 

	 194.	 See		S.B. 318, 2018 Leg., Reg. Sess. (Ala. 2018); H.B. 65, 25th Leg. (Alaska 2008); S.B. 1338, 
47th Leg., 2d Reg. Sess. (Ariz. 2006); S.B. 1167, 85th Leg., 2005 Reg. Sess. (Ark. 2005); CAL. CIV. CODE 
§ 1798.29 (West 2002); H.B. 18-1128, 71st Gen. Assemb., 2d. Reg. Sess. (Colo. 2018); S.B. 650, 2005 
Leg., Gen. Assem. (Conn. 2005); H.B. 116, 143rd Gen. Assemb. (Del. 2005); FL. STAT. ANN. § 501.171 
(West 2024); S.B. 230, 2005 Leg., Gen. Assemb. (Ga. 2005); S.B. 2290, 23rd Leg., 2006 Reg. Sess. 
(Haw. 2006); S.B. 1374, 59th Leg., 2d Reg. Sess. (Idaho 2006); H.B. 1633, 94th Gen. Assemb. (Ill. 
2005); S.B. 503, 2005 Leg., Reg. Sess. (Ind. 2006); S.B. 2308, 82d Gen. Assemb., 2d Reg. Sess. (Iowa 
2008); S.B. 196, 2006 Leg., Reg. Sess. (Kan. 2006); H.B. 232, 2014 Leg., Reg. Sess. (Ky. 2014); S.B. 
205, 2005 Leg., Reg. Sess. (La. 2005); L.D. 1671, 122d Leg., 1st Spec. Sess. (Me. 2005); H.B. 208, 2007 
Leg., Reg. Sess. (Md. 2007); MASS. GEN. LAWS ANN. ch. 93H, § 1 (West 2007); S.B. 309, 2006 Leg.,  S.B. 
309, 93rd Leg., Reg. Sess. (Mich. 2007); H.F. 2121, 84th Leg., 2005 Reg. Sess. (Minn. 2005); H.B. 489, 
2010 Leg., Reg. Sess. (Miss. 2010); H.B. 62, 95th Gen. Assemb., 1st Reg. Sess. (Mo. 2009); H.B. 732, 
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Next, we employ an alternative regression approach where we ag-

gregate the cross-sectional data by state up to the national-level time 
series (a single entity observed over time). That is, we sum up all the 
clauses across all states per year, leaving us with the sequence of total 
clauses, by year, for the entire United States. This leaves us with seven-
teen years over the 2002-2018 window and thus seventeen total obser-
vations in this new dataset. We have zero observations in years where 
no states enacted such laws. The regression equation to be estimated 
now takes the form: 

where is the total number of observed clauses present in base laws 
at the U.S.-level, BaseYear is as defined above, and NumberStates repre-
sents the number of states that enacted a law at a given year. This latter 
variable is another important explanatory factor of the number of 
clauses and thus ought to be accounted for in our model if the interpre-
tation of the coefficient of interest, β, is to be considered valid. Note that 
for years where no state enacted a data breach notification law, we enter 
the value of zero for both NumberClauses and NumberStates. 

As before, positive and statistically significant value of β here indi-
cates that the later the base laws are enacted, the more clauses they 
have, independent of the number of states enacting the base law. We 
also use the Poisson estimator method here to estimate the coefficients 
of equation (3):  

An analysis of this estimation suggests that all slopes are statisti-
cally significant (β: p = 0.006, γ: p = 0.001). As before, this result indi-
cates a positive relationship between regulatory strictness and the year 
in which the base law is enacted, but from the viewpoint of the whole 
country. We find that for each later year of enactment, the number of 
clauses is higher by about 27% in the U.S. However, these results should 
be interpreted with caution due to small sample size. Both approaches 
provide some statistical evidence in support of the hypothesis that it 
mattered when the states decided to enact the initial data breach 

 
59th Leg., Reg. Sess. (Mont. 2005); L.B. 876, 99th Leg., 2nd Reg. Sess. (Neb. 2006); S.B. 347, 73d Leg., 
Reg. Sess. (Nev. 2005); H.B. 1660, 2006 Leg., Reg. Sess. (N.H. 2006); A. 4001, 211th Leg., 2d Ann. 
Sess. (N.J. 2006); H.B. 15, 53d Leg., 1st Reg. Sess. (N.M. 2017); A.B. 4254-A, 228th Leg., Reg. Sess. 
(N.Y. 2005); S.B. 1048, 2005 Gen. Assemb., Reg. Sess. (N.C. 2005); S.B. 2251, 59th Leg., Reg. Sess. 
(N.D. 2005); H.B. 104, 126th Gen. Assemb., Reg. Sess. (Ohio 2005); H.B. 2245, 51st Leg., 2d Reg. Sess. 
(Okla. 2008); S.B. 583, 74th Leg. Assemb., Reg. Sess. (Or. 2007); S.B. 712, 2005 Gen. Assemb., 189th 
Reg. Sess. (Pa. 2005); H.B. 6191, 2005 Gen. Assemb., Reg. Sess. (R.I. 2005); S.B. 453, 2008 Leg., Reg. 
Sess. (S.C. 2008); S.B. 62, 93d Leg., Reg. Sess. (S.D. 2018); H.B. 2170, 104th Gen. Assemb., Reg. Sess. 
(Tenn. 2005); S.B. 122, 2005 Leg., 79th Reg. Sess. (Tex. 2005); S.B. 69, 56th Leg., 2006 Gen. Sess. 
(Utah 2006); S. 284, 2006 Gen. Assemb., 68th Biennial Sess. (Vt. 2006); H.B., 2008 Leg., Reg. Sess. 
(Va. 2008); S.B. 6043, 59th Leg., 2005 Reg. Sess. (Wash. 2005); S.B. 340, 2008 Leg., Reg. Sess. (W. 
Va. 2008); S.B. 164, 2005 Leg., Biennial Sess. (Wis. 2006); S.F. 53, 59th Leg., Gen. Sess. (Wyo. 2007). 
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notification law. Across the country, data breach notification legislation 
has exhibited a trend toward greater regulatory strictness, especially in 
more recent years. Figure 14 below depicts the time series plot of the 
number of clauses per year with the line of best (non-linear) fit. 

 
National Time Series of the Number of Clauses with Trend 

Figure	14195	

 
	 195.	 See		S.B. 318, 2018 Leg., Reg. Sess. (Ala. 2018); H.B. 65, 25th Leg. (Alaska 2008); S.B. 1338, 
47th Leg., 2d Reg. Sess. (Ariz. 2006); S.B. 1167, 85th Leg., 2005 Reg. Sess. (Ark. 2005); CAL. CIV. CODE 
§ 1798.29 (West 2002); H.B. 18-1128, 71st Gen. Assemb., 2d. Reg. Sess. (Colo. 2018); S.B. 650, 2005 
Leg., Gen. Assem. (Conn. 2005); H.B. 116, 143rd Gen. Assemb. (Del. 2005); FL. STAT. ANN. § 501.171 
(West 2024); S.B. 230, 2005 Leg., Gen. Assemb. (Ga. 2005); S.B. 2290, 23rd Leg., 2006 Reg. Sess. 
(Haw. 2006); S.B. 1374, 59th Leg., 2d Reg. Sess. (Idaho 2006); H.B. 1633, 94th Gen. Assemb. (Ill. 
2005); S.B. 503, 2005 Leg., Reg. Sess. (Ind. 2006); S.B. 2308, 82d Gen. Assemb., 2d Reg. Sess. (Iowa 
2008); S.B. 196, 2006 Leg., Reg. Sess. (Kan. 2006); H.B. 232, 2014 Leg., Reg. Sess. (Ky. 2014); S.B. 
205, 2005 Leg., Reg. Sess. (La. 2005); L.D. 1671, 122d Leg., 1st Spec. Sess. (Me. 2005); H.B. 208, 2007 
Leg., Reg. Sess. (Md. 2007); MASS. GEN. LAWS ANN. ch. 93H, § 1 (West 2007); S.B. 309, 2006 Leg.,  S.B. 
309, 93rd Leg., Reg. Sess. (Mich. 2007); H.F. 2121, 84th Leg., 2005 Reg. Sess. (Minn. 2005); H.B. 489, 
2010 Leg., Reg. Sess. (Miss. 2010); H.B. 62, 95th Gen. Assemb., 1st Reg. Sess. (Mo. 2009); H.B. 732, 
59th Leg., Reg. Sess. (Mont. 2005); L.B. 876, 99th Leg., 2nd Reg. Sess. (Neb. 2006); S.B. 347, 73d Leg., 
Reg. Sess. (Nev. 2005); H.B. 1660, 2006 Leg., Reg. Sess. (N.H. 2006); A. 4001, 211th Leg., 2d Ann. 
Sess. (N.J. 2006); H.B. 15, 53d Leg., 1st Reg. Sess. (N.M. 2017); A.B. 4254-A, 228th Leg., Reg. Sess. 
(N.Y. 2005); S.B. 1048, 2005 Gen. Assemb., Reg. Sess. (N.C. 2005); S.B. 2251, 59th Leg., Reg. Sess. 
(N.D. 2005); H.B. 104, 126th Gen. Assemb., Reg. Sess. (Ohio 2005); H.B. 2245, 51st Leg., 2d Reg. Sess. 
(Okla. 2008); S.B. 583, 74th Leg. Assemb., Reg. Sess. (Or. 2007); S.B. 712, 2005 Gen. Assemb., 189th 
Reg. Sess. (Pa. 2005); H.B. 6191, 2005 Gen. Assemb., Reg. Sess. (R.I. 2005); S.B. 453, 2008 Leg., Reg. 
Sess. (S.C. 2008); S.B. 62, 93d Leg., Reg. Sess. (S.D. 2018); H.B. 2170, 104th Gen. Assemb., Reg. Sess. 
(Tenn. 2005); S.B. 122, 2005 Leg., 79th Reg. Sess. (Tex. 2005); S.B. 69, 56th Leg., 2006 Gen. Sess. 
(Utah 2006); S. 284, 2006 Gen. Assemb., 68th Biennial Sess. (Vt. 2006); H.B., 2008 Leg., Reg. Sess. 
(Va. 2008); S.B. 6043, 59th Leg., 2005 Reg. Sess. (Wash. 2005); S.B. 340, 2008 Leg., Reg. Sess. (W. 
Va. 2008); S.B. 164, 2005 Leg., Biennial Sess. (Wis. 2006); S.F. 53, 59th Leg., Gen. Sess. (Wyo. 2007). 
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C. Political	Affiliations	

Our third research question examined if the party in control influ-
enced the passage of a data breach notification law. We examined the 
party affiliations of both the executive level and the legislative level of 
the state government at the time the laws were enacted. The use of red 
and blue in the U.S. to distinguish between members of the conservative 
Republican Party and members of the liberal Democratic Party dates 
back two decades. Red and blue maps appeared during the 2000 elec-
tion.196 There are scholars that are critical of these maps that argue that 
they promote partisan polarization.197 In 2006, Brookings Institute re-
searchers, William Galston and Pietro Nivola, argued that the country is 
more purple.198 

Quinnipiac University law professor, Jeffrey Cooper, studied red 
and blue states to examine how states would possibly respond to a 
change in the federal tax law.199 In Congress, blue states resist federal 
policies related to tax reform, immigration, and marijuana; the blue 
states take initiative when federal policy is gridlocked, while red states 
pre-empt blue city antidiscrimination and environmental policies.200 
This informed our hypothesis that one of the political affiliations would 
dominate in enacting data breach notification laws at the state level. Na-
tional policy debates are playing out in the states “resulting in a patch-
work of policies and an increasingly fragmented federalism.”201  This is 
true for the establishment of data breach policies as well. Thus, we ex-
amined political affiliations as related to data breach notification laws. 

In 2023, University of Houston political science scholar, Kristin 
Moore Pearson, used the political party affiliation of executive branch 
governors to study state-level partisan consideration in response to 
COVID-19.202 We adopt the method used by University of North Florida 
psychology professor, Dominik Güss, and his team of researchers in 

 
 196. C. Dominik Güss, et al., The	Politics	of	COVID‐19:	Differences	Between	Blue,	Purple,	and	Red	
States	 in	 COVID‐19	 Cases,	 Deaths,	 and	 Regulations, 5 HEALTH POL’Y OPEN 2 (2023), 
https://doi.org/10.1016/j.hpopen.2023.100107. 
 197. Rémy A. Furrer, et al., Red	 State,	 Blue	 State:	Dichotomized	Maps	Mislead	 and	Reduce	
Perceived	Voting	 Influence, 8 COGNITIVE RSCH.: PRINC. AND IMPLICATIONS 1, 2 (2023); see	also Matt 
Grossmann, The Mostly Missing Results of the Republican Revolution in the States, 18, 25 (June 8, 
2018) (unpublished article) (on file with Michigan State University). 
	 198.	 See WILLIAM A. GALSTON & PIETRO S. NIVOLA, DELINEATING THE PROBLEM	6 (Brookings Inst. 
Press, 2006). 
 199. Jeffrey A. Cooper, Red	States,	Blue	States:	Lessons	from	the	State	Death	Tax	Credit	and	the	
“Salt”	Deduction, 73 TAX LAWYER 1, 6, 58 (2020). 
 200. Shanna Rose, State	Legislatures	as	National	Actors, 52 POL. SYMP. (PS): POL. SCI. & POL. 436, 
436 (2019). 
	 201.	 Id. 
 202. Kristin Moore Pearson, State-Level Partisan Considerations In Response To The COVID-
19 Pandemic (May 2023) (M.A. thesis, University of Houston) (on file with University of Houston). 
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2023.203 Güss also studied the party affiliations of both the executive 
branch governors and state legislators to examine the political decisions 
in states related to confining and controlling COVID-19.  If a governor’s 
affiliation differed from the state senate and state house affiliation, these 
researchers labeled a state purple. These researchers’ data source was 
Ballotpedia. In this study, we looked at the party that was in control in a 
state. To examine the executive branch, we noted each governor’s party 
affiliation using the National Governors Association’s database of for-
mer American governors.204 At the legislative level, we examined which 
party was in control of the state senate and state house in the year that 
each state enacted data breach notification laws. Our data source for the 
legislative examination was Ballotpedia.205 

As done in the Güss 2023 study, if the governor and state legisla-
ture political affiliations differed, we labeled the state purple. If the state 
house and senate affiliations differed, we also labelled that purple. Table 
3 in the Appendix provides a list of the parties that were in control when 
each state initially enacted their data breach notification laws. Figure 15 
presents the total number of states by party in control when the initial 
data breach law was enacted. We see that purple political affiliations 
dominate. Half the states were of purple control when their initial data 
breach notification law was enacted. In contrast to Shanna Rose’s obser-
vation, a bipartisan federal government might be more likely to pass a 
federal data breach notification law. 

Unfortunately, we cannot conduct a more fine-grained assessment 
of the six characteristics of data breach notification laws (i.e., whether 
the data breach definition includes paper and or electronic data; if per-
sonal information includes medical and/or biometric information; the 
number of days in reporting deadlines; and allowed delays). The prob-
lem is that each states’ data breach code has changed over time. For ex-
ample, what a red state adopted at the onset may not match the current 
characteristics of the code. Mapping the changes along with affiliations 
over time would be difficult but interesting future research. 

 
 203. Dominik C. Güss, et al., The	Politics	of	COVID‐19:	Differences	between	U.S.	Red	and	Blue	
States	in	COVID‐19	Regulations	and	Deaths, HEALTH POL’Y OPEN, Nov. 11, 2023 at 2. 
	 204.	 Former	Governors, NAT’L GOVERNOR’S ASS’N (2024), https://www.nga.org/former-gover-
nors/. 
	 205.	 See States,	BALLOTPEDIA, https://ballotpedia.org/States#State_governments. 
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Number of States by Party in Control when Initial Data Breach Law was Enacted 

Figure	15206	

VII. BUSINESS IMPLICATIONS 
The increase in data breaches is a serious threat to the protection 

of consumer information and has direct implications for businesses. 
Timely notification by businesses of the consumers’ vulnerability after 
a data breach is essential.  The advancements in Artificial Intelligence 
(AI) and its potential for a greater and more critical role in our daily 
lives, increases the concern regarding the lack of a federal data breach 
notification law.207  The issue for operating American businesses is that 
currently each state has their own law.208 Thus, businesses must know 
the varying requirements for multiple states. As mentioned with the 
Uber breach, some businesses have long delays in notifying their cus-
tomers of a security breach.209 Some businesses might decide to only no-
tify customers in states with significant penalties or only notify custom-
ers in states with specific notification deadlines.210  The data breach 
notifications can be costly, dependent on the number of customers im-
pacted.211 Notification is just one of multiple costs a business may incur 

 
 206. Id. 
 207. Mike Thomas, 14	Risks	and	Damgers	of	Artificial	Intelligence	(AI), BUILTIN (July 25, 2024), 
https://builtin.com/artificial-intelligence/risks-of-artificial-intelligence. 
	 208.	 Artificial	 Intelligence	 2024	 Legislation, NCSL, https://www.ncsl.org/technology-and-
communication/artificial-intelligence-2024-legislation (last updated Sept. 9, 2024). 
 209. Umang Mehta,  Issue	#12:	Data	Breach	Notifications:	Why	Timeliness	Matters	More	Than	
Ever!, LINKEDIN (Oct. 5, 2024), https://www.linkedin.com/pulse/issue-12-data-breach-notifica-
tions-why-timeliness-matters-umang-mehta-pqj9f/. 
 210. Id.	
 211. Id.	
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following a data breach.212 These additional costs include both indirect 
and direct costs such as reputation damage, fines, and credit-monitor-
ing.213 Having to comply with different notification requirements adds 
to the obligation following a data breach. 

The cost of addressing insider threats is the highest it has ever 
been, with the total average annual cost of an insider risk being $16.2 
million per organization in 2023.214 Data breaches impact both busi-
nesses and consumers. Identity fraud cost American adults $43 billion 
in 2023.215  Enacting data breach notification laws can reduce the rate of 
identity theft.216 The unprecedented number of data breaches in 2023 
would lead to new levels of identity crimes in 2024. They also stated the 
lack of a uniform federal data breach notification law makes it difficult 
and expensive for businesses to comply.217 

Given the advancements and ready access to artificial intelligence 
tools, data breaches could become even more prominent. Just as AI can 
assist in writing an essay or in writing software, it can be used to help 
facilitate data breaches. For example, AI tools can be used to create more 
believable phishing emails, enhance social engineering attacks, and help 
attackers locate system weaknesses.218 AI assisted attacks pose a secu-
rity threat to even the most robust systems.219 As businesses face this 
increasing threat, a uniform federal data breach notification law would 
help facilitate the businesses’ response to all its customers. 
VIII. CONCLUSION 

The first state to pass a data breach notification law was California 
in 2002.220 Then, almost twenty states passed such laws in 2005 in re-
sponse to a marked increase in data breaches and several breaches that 
impacted millions of records. The last two states, Alabama and South 
Dakota, passed laws in 2018.221 Since there are fifty different state laws, 

 
 212. Id.	
	 213.	 See	Rebecca Ong, Mandatory	Data	Breach	Notification:	 Its	Role	 in	Protecting	Personal	
Data, 10 J. INT’L & COMPAR. L. 87, 88–92 (2023). 
 214. PONEMON INSTITUTE, COST OF INSIDER RISKS GLOBAL REPORT 2023 9 (2023), 
https://www.dtexsystems.com/resource-ponemon-insider-risks-global-report/. 
 215. Christina Ianzito, Identity	 Fraud	 Cost	 Americans	 $43	 B	 2023, AARP (Apr. 10, 2024), 
https://www.aarp.org/money/scams-fraud/identity-fraud-report-2024/. 
 216. Bisogni & Asghari, supra	note 139 at 49. 
 217. IDENTITY THEFT RESOURCE CENTER, 2023 BREACH REPORT, 4, 8, 19 (2023),  https://www. 
idtheftcenter.org/publication/2023-data-breach-report/ 
 218. Michael Hill, 5	Ways	Threat	Actors	Can	Use	ChatGPT	to	Enhance	Attacks, CSO (Apr. 28, 
2023), https://www.csoonline.com/article/575205/5-ways-threat-actors-can-use-chatgpt-to-
enhance-attacks.html. 
 219. Dewayne Hart, How	AI‐Driven	Cyberattacks	Will	Reshape	Cyber	Protection, FORBES (Mar. 
19, 2024), https://www.forbes.com/councils/forbestechcouncil/2024/03/19/how-ai-driven-
cyber-attacks-will-reshape-cyber-protection/. 
 220. Ong, supra	note 213 at 90; see	generally	CAL. CIV. CODE §§ 1798.29, 1798.82 (West 2023). 
 221. Bellamy, supra	note 14; see	infra	Table 3. 
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companies must respond to data breaches in different ways. The diffi-
culty is profound for small businesses because it is hard to prepare and 
manage data protection operations. It is even more costly and compli-
cated because the data breach notification laws continue to change. This 
is particularly burdensome given the internet-of-things. With online and 
mobile commerce, companies must protect consumer data nationwide. 
Furthermore, with the rapid advancement of AI and increasing numbers 
of data breaches, there is a sense of urgency to rectify this problem.   

Despite every state in the union passing its own data breach noti-
fication law, and the creation of multiple sector specific federal data 
breach notification laws, no global federal data breach notification law 
exists in the U.S. Because of the different provisions of the state laws, 
companies, especially small and median sized companies, have a diffi-
cult time determining what is required following a data breach. There-
fore, companies need to adopt policies and procedures that will allow 
them to more quickly address the regulatory strictness this research 
found across states. 

This study examined three research questions: (1) Have the laws 
changed from their original passage to the current content? (2) Is there 
a relationship between the contents of the law and when the law was 
passed? (3) Did the party in control influence the passage of a data 
breach notification law? 

For the first research question, we hypothesized that the contents 
of the laws have changed from their original content.  We found this to 
be true. The content of the original or base data breach notification laws 
has changed from their original content. Thirty-five (approximately 
70%) of the fifty U.S. state laws have been amended. Sometimes amend-
ments only involve grammatical changes or a renumbering or restruc-
turing of state statutes. Our research revealed significant content 
changes have occurred. Twenty-two (i.e. 63%) of the fifty U.S. state 
amendments included content changes to the definition of personal in-
formation. Of the remaining states, an additional five states had 
amended their definition of security breach. Thus 70% of states have 
amended their state laws and 77% of those have amended their defini-
tion of security breach or personal information. These are significant as-
pects of all data breach notification laws. The pattern of continued 
amendments to the state data breach notification laws highlights the 
burden companies will continue to encounter as they must react to in-
dividual state codes and different requirements. 

Our research also supports our second hypothesis that a relation-
ship exists between the contents of the law and when the initial data 
breach notification law was passed. We analyzed the base laws for reg-
ulatory strictness—i.e. the presence of biometric and medical infor-
mation in the definition of personal information and a specific deadline 
for providing the notification versus terminology such as “immediately” 
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or “without reasonable delay”. We found a significant correlation be-
tween the law content and when the law was passed. 

Because the regulatory strictness of data breach notification laws 
has continued to increase, policymakers should use these increasingly 
common components as input for creating a global federal data breach 
notification law.  Advocates and legislators should include the following 
components that are common to state data breach notification laws: 
data breach definition; personal information definition; including med-
ical/health information and biometrics in the definition of personal in-
formation; and including a specific reporting deadline. In addition, busi-
nesses should maintain policies that prepare them to notify individuals 
of a breach of personal information and to do so in approximately forty-
five days. 

Our third research question focused on which U.S. political party 
was in control when data breach legislation was passed. We found that 
more data breach notification legislation was passed when the parties 
of the executive and legislative branches differed and when the legisla-
tive houses differed. Thus, our hypothesis that one political party would 
dominate at the time data breach notification laws were initially enacted 
in a state was not supported. We surmise that an attempt to pass a fed-
eral law will be more likely to succeed when dual party control exists 
between the executive and legislative branches as bipartisanship and a 
willingness between both the red and blue members of the U.S. Congress 
to pass such a federal law would be required.  Accordingly, bipartisan 
congressional action is crucial to address U.S. data breach protection 
comprehensively. 

Why is a federal law necessary?  An alternative solution would be 
a uniform code created by the Uniform Law Commission (ULC). How-
ever, such a uniform code would not suffice because of the long 
timeframe it takes for the ULC to promulgate uniform model codes. For 
example, the ULC drafted the Uniform Commercial Code (UCC).222 They 
began the process in 1940 and did not complete the exercise until 
1951.223 Another problem with the uniform model codes is that they are 
not necessarily adopted by all U.S. states and when they are revised, not 
all states adopt the recommended revisions.224 This has been the fate of 
the UCC. Nearly all states have adopted some form of it but not all 

 
	 222.	 Bellamy, supra	note 14 at 4, 9–10; see	Andrew Wisniewsky, Researching	Uniform	Laws, 
UNC SCH. L. KATHRINE E. EVERETT LAW LIBR. (2024), https://library.law.unc.edu/2024/03/research-
ing-uniform-laws/; see	also Mary Whisner, There	Oughta	Be	a	Law	‐		A	Model	Law, 106 LAW LIBR. J. 
125, 126 (2014). 
	 223.	 Uniform	 Commercial	 Code, UNIF. L. COMM’N,  https://www.uniformlaws.org/acts/ucc 
(last visited Feb. 10, 2025). 
	 224.	 Uniform	 Laws, CORNELL LEGAL INFORMATION INSTITUTE (LII),  
https://www.law.cornell.edu/uniform (last visited Feb. 10, 2025). 
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states.225 So, there is not 100% uniformity. Further, the National Confer-
ence of Commissioners on Uniform State Laws (NCUSL) oversees the 
uniform law process.226 Although the UCC is considered a success, nearly 
half the NCUSL proposals do not get adopted.227 We believe that a uni-
form code for U.S. data breach protection will be on the order of a UCC 
in scope. If all states do not adopt a model code or recommended revi-
sions, business owners will still have the difficulty of canvasing different 
laws in different states. Given the rapid advancement of AI threats to 
data protection, there is no time to waste. If the EU, Japan and China 
were able to enact laws at their federal levels as discussed in Part II of 
this paper, so can the U.S. 
	  

 
	 225.	 Id. 
	 226.	 Id. 
	 227.	 Id. 
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APPENDIX 

Table	1.	U.S.	50	states	data	breach	statutory	definitions	and	
notification	characteristics	through	2023228	
State Data 

Breach 
Definition 
Includes 
Paper / 
Electronic 
(X) 

 (Sensitive) 
Personal 
Information 
Includes 
Medical / 
Biometric 

Data Breach 
Notification 
includes 
reporting 
deadline / 
delay 
allowances 

 P
aper 

E
lectronic 

M
edical 

B
iom

etric 

R
estricted 

R
eporting 

D
eadline 

Allow
ed 
Delay  

AL  X X  55 Law 
Enforc
ement 

AK X X    Law 
Enforc
ement 

AZ  X X X 45/45 Law 
Enforc
ement  

AK  X X X  Law 
Enforc
ement 

CA  X X X  Law 
Enforc
ement 

CO  X X X 30 Law 
Enforc
ement 

CT  X X X 60 Law 
Enforc
ement 

 
	 228.	 New	Data	Breach	Notification	Laws	Spring	2018:	What	You	Need	to	Know, PERKINS COIE 
(June 12, 2018); Data	 Breach	 Notification	 in	 the	 United	 States	 2022	 Report, PRIVACY RIGHTS 
CLEARINGHOUSE (Jan. 27, 2023); U.S.	Data	Breach	Notification	Law	Interactive	Map, BAKERHOSTETLER, 
https://www.bakerlaw.com/us-data-breach-interactive-map/. 
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State Data 

Breach 
Definition 
Includes 
Paper / 
Electronic 
(X) 

 (Sensitive) 
Personal 
Information 
Includes 
Medical / 
Biometric 

Data Breach 
Notification 
includes 
reporting 
deadline / 
delay 
allowances 

 P
aper 

E
lectronic 

M
edical 

B
iom

etric 

R
estricted 

R
eporting 

D
eadline 

Allow
ed 
Delay  

DE  X X X 60 Law 
Enforc
ement 

FL  X X  30 15 
days if 
good 
cause 
provid
ed. 
Law 
Enforc
ement 

GA  X    Law 
Enforc
ement 

HI X X    Law 
Enforc
ement  

ID  X    Law 
Enforc
ement 

IL  X X X  Law 
Enforc
ement 

IN X X     
IA X X  X  Law 

Enforc
ement 
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State Data 

Breach 
Definition 
Includes 
Paper / 
Electronic 
(X) 

 (Sensitive) 
Personal 
Information 
Includes 
Medical / 
Biometric 

Data Breach 
Notification 
includes 
reporting 
deadline / 
delay 
allowances 

 P
aper 

E
lectronic 

M
edical 

B
iom

etric 

R
estricted 

R
eporting 

D
eadline 

Allow
ed 
Delay  

KS  X    Law 
Enforc
ement 

KY  X    Law 
Enforc
ement 

LA  X  X 60 Law 
Enforc
ement 

ME  X   30/7 
 

Law 
Enforc
ement  

MD  X X X 45/7 Law 
Enforc
ement  

MA  X    Law 
Enforc
ement 

MI  X X X  Law 
Enforc
ement 

MN  X    Law 
Enforc
ement 

MS  X    Law 
Enforc
ement 
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State Data 

Breach 
Definition 
Includes 
Paper / 
Electronic 
(X) 

 (Sensitive) 
Personal 
Information 
Includes 
Medical / 
Biometric 

Data Breach 
Notification 
includes 
reporting 
deadline / 
delay 
allowances 

 P
aper 

E
lectronic 

M
edical 

B
iom

etric 

R
estricted 

R
eporting 

D
eadline 

Allow
ed 
Delay  

MO  X X   Law 
Enforc
ement 

MT  X X   Law 
Enforc
ement 

NE  X  X  Law 
Enforc
ement 

NV  X    Law 
Enforc
ement 

NH  X    Law 
Enforc
ement 

NJ  X    Law 
Enforc
ement 

NM  X  X 45 Law 
Enforc
ement 

NY  X  X  Law 
Enforc
ement 

NC X X  X  Law 
Enforc
ement 
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State Data 

Breach 
Definition 
Includes 
Paper / 
Electronic 
(X) 

 (Sensitive) 
Personal 
Information 
Includes 
Medical / 
Biometric 

Data Breach 
Notification 
includes 
reporting 
deadline / 
delay 
allowances 

 P
aper 

E
lectronic 

M
edical 

B
iom

etric 

R
estricted 

R
eporting 

D
eadline 

Allow
ed 
Delay  

ND  X X   Law 
Enforc
ement 

OH  X   45 Law 
Enforc
ement 

OK  X    Law 
Enforc
ement 

OR  X X X 45 Law 
Enforc
ement 

PA  X    Law 
Enforc
ement 

RI  X X  45 Law 
Enforc
ement 

SC  X    Law 
Enforc
ement 

SD  X X X 60/30 Law 
Enforc
ement 

TN  X   45/45 Law 
Enforc
ement 
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State Data 

Breach 
Definition 
Includes 
Paper / 
Electronic 
(X) 

 (Sensitive) 
Personal 
Information 
Includes 
Medical / 
Biometric 

Data Breach 
Notification 
includes 
reporting 
deadline / 
delay 
allowances 

 P
aper 

E
lectronic 

M
edical 

B
iom

etric 

R
estricted 

R
eporting 

D
eadline 

Allow
ed 
Delay  

TX  X X  60 Law 
Enforc
ement 

UT  X    Law 
Enforc
ement 

VT  X X X 45 Law 
Enforc
ement 

VA  X    Law 
Enforc
ement 

WA X X X X 30 Law 
Enforc
ement 

WV  X    Law 
Enforc
ement 

WI X X  X 45 Law 
Enforc
ement 

WY  X X X  Law 
Enforc
ement 
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Table	2.	Notification	Deadlines229	

Current Notification Deadline as 
of 2018 

Days 
Number 
of States Percent 

30 2 11.8 
45 11 64.7 
60 3 17.6 
90 1 5.9 

 
Table	3.	Partisanship	Analysis230	

State  
  

Code 
sec-
tion  
  

Year  
Enacted  
  

Governor 
party af-
filiation  

Party in 
control of 
State 
House  

Party in 
control of 
State 
Senate  

Decision 
Coded 
Red, Blue 
or Pur-
ple  

AL 8-38-1 
et seq.  

2018  Red  Red  Red  Red  

AK CH 92 
SLA 08  
Now 
Stat. 
45.48.0
10 et 
seq.  

2008  
  

Red  Red  Purple  
10 
Red/10 
Blue  

Red  

AZ Ch 232  
Now 18-
551 et 
seq.  

2006  Blue  Red  Red  Purple  

 
 229. Current as of 2018. COLO. REV. STAT. ANN.§ 6-1-716 (West 2018) ; DEL. CODE ANN. tit. 6, § 
12B-102 (2018); LA. STAT. ANN. § 51:3074 (2018); S.D. CODIFIED LAWS §§ 22-40-20 (2018); CONN. GEN. 
STAT. ANN. § 36a-701(b)(1) (West 2015); ALA. CODE § 8-38-6 (2018); ARIZ. REV. STAT. § 18-545  
(2016); MD. CODE ANN., COM. LAW §14-3504 (West 2015); N.M. STAT. ANN. § 57-12C-6 (West 2017); 
OHIO REV. CODE. ANN. §1349.19(B)(2)(West 2007);OR. REV. STAT. ANN. §646A.604 (West 2020); 11 
R.I. GEN. LAWS ANN. §49.3-4 (West 2015);TENN. CODE ANN. §47-18-2107 (West 2017); VT. STAT. ANN. 
tit. 9 § 2435 (West 2015) ;WASH. REV. CODE ANN. §§ 19.255.010, 42.56.590 (West 2015); WIS. STAT. 
ANN. § 134.98  (West 2018); ME. REV. STAT. ANN. tit. 10, § 1348 (2019); CAL. HEALTH & SAFETY  CODE 
§1280.15(b)(1) (West 2015). 
	 230.	 Security	 Breach	 Notification	 Chart, PERKINS COIE (Sept. 2024), 
https://perkinscoie.com/sites/default/files/2024-11/Security%20Breach%20Notifica-
tion%20Law%20Chart%20—%20September%202024_0.pdf; See	 Gubernational	 and	 Legislative	
Party	Control	of	State	Government, BALLOTPEDIA, https://ballotpedia.org/Gubernatorial_and_legis-
lative_party_control_of_state_government. 
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State  
  

Code 
sec-
tion  
  

Year  
Enacted  
  

Governor 
party af-
filiation  

Party in 
control of 
State 
House  

Party in 
control of 
State 
Senate  

Decision 
Coded 
Red, Blue 
or Pur-
ple  

AR A.C.A. 
4-110-
101 et 
seq.  

2005  Red  Blue  Blue  Purple  

CA 1798.29
; 
1798.82 
et seq.   
  

2002  
  

Blue  Blue  Blue  Blue  

CO 6-1-716  2006  Red  Blue  Blue  Purple  
CT Public 

Act 05-
148   
Now 
36a-
701b   

2005  

Red  Blue  Blue  Purple  
  

DE Ann. tit. 
6 § 12B-
101 et 
seq.   

2005  
Blue  Red  Blue  Purple  

FL 501.171
   2014  Red  Red  Red  Red  

GA 10-1-
910 et 
seq.   

2005  
Red  Red  Red  Red  

HI   Act 135  
Now:    
487N-1 
et seq.   

2006  
Red  Blue  Blue  Purple  

ID   Ch 258  
Now: 
28-51-
104 et 
seq.   

2006  

Red  Red  Red  Red  
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State  
  

Code 
sec-
tion  
  

Year  
Enacted  
  

Governor 
party af-
filiation  

Party in 
control of 
State 
House  

Party in 
control of 
State 
Senate  

Decision 
Coded 
Red, Blue 
or Pur-
ple  

IL Public 
Act 94-
36  
Now   8
15 ILCS 
530  

2006  

Blue  Blue  Blue  Blue  

IN Act 503  
Now: 4-
1-11 et 
seq.;  
24-4.9-1 
et seq.   

2005   
  

Blue  
  

Red  Red  Purple  

IA 715C.1-
2  2008  Blue  Blue  Blue  Blue  

KS 50-7a01 
et seq.  

2006   
  

Blue  Red  Red  Purple  

KY 365.732
  2014  Blue  Blue   Red  Purple  

LA 51:3071 
et seq. 
(ACT 499)  

2005  
  

Blue  Blue  Blue  Blue  

ME   1346 et 
seq. (Public 
Law Ch 379)  
  

2005  
  

Blue  Blue  Blue  Blue  

MD 14-3501 
et seq.   
  

2007  
  

Blue  Blue  Blue  Blue  

MA 93H § 1 
et seq.   2007  Blue  Blue   Blue  Blue  

MI   445.63, 
72 et 
seq.   
(Pub. Act. 
566)   
  

2006  

Blue  Blue  Red  Purple  
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State  
  

Code 
sec-
tion  
  

Year  
Enacted  
  

Governor 
party af-
filiation  

Party in 
control of 
State 
House  

Party in 
control of 
State 
Senate  

Decision 
Coded 
Red, Blue 
or Pur-
ple  

MN 325E.61 
and 
325E.64
   
(Chapter 
167)   

2005  
  

Red  Red  Blue  Purple  

MS 75-24-
29   
  

2010  
  

Red  Blue  Blue  Purple  

MO 407.150
0   2009  Blue  Red  Red  Purple  

MT 
  

§ 4 Ch 
581  
Now: 6-
1501 et 
seq, 30-
14-1701 
et seq., 
33-19-
321    

2005  
  

Blue  Pur-
ple    
  

Blue   
  

Blue  

NE   § 87-
801 et 
seq.   

2006  
Red  NA  

  
Red  Red  

NV Ch 485  
Now: § 
603A.01
0 et 
seq., 
242.183
   

2005  

Red  Blue  Red  
  

Purple  

NH § 359-
C:19 et 
seq.   
  

2006  
Blue  Red  Red  Purple  
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State  
  

Code 
sec-
tion  
  

Year  
Enacted  
  

Governor 
party af-
filiation  

Party in 
control of 
State 
House  

Party in 
control of 
State 
Senate  

Decision 
Coded 
Red, Blue 
or Pur-
ple  

NJ § 359-
C:19 et 
seq.    

2005  
  

Blue  Blue  Blue  Blue  

NM 57-12C-
1 et 
seq.   

2017  
Red  Blue  Blue  Purple  

NY N.Y. 
Gen. 
Bus. 
Law § 
899-
aa;   
N.Y. 
State 
Tech. 
Law § 
208   

2005  

Red  Blue  
assem-
bly  

Red  Purple  

NC N.C. 
Gen. 
Stat. §§ 
75-61, 
75-65   

2005  

Blue  Blue  Blue  Blue  

ND N.D. 
Cent. 
Code § 
51-30-
01 et 
seq.   

2005  

Red  Red  Red  Red  

OH   Ohio 
Rev. 
Code, 
1347.12
, 
1349.19
   

2006  

Red  Red  Red  Red  
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State  
  

Code 
sec-
tion  
  

Year  
Enacted  
  

Governor 
party af-
filiation  

Party in 
control of 
State 
House  

Party in 
control of 
State 
Senate  

Decision 
Coded 
Red, Blue 
or Pur-
ple  

OK 24 
Okla. 
Stat. § 
161 et 
seq.,   

2008  
  

Blue  Red  Purple  Purple  

OR Or. Rev. 
Stat. §§ 
646A.60
0, 
646A.60
2, 
646A.60
4, 
646A.62
4, 
646A.62
6   
  

2007  

Blue  Blue  Blue  Blue  

PA Act 94  
Now:   
73 Pa. 
Stat. § 
2301 et 
seq.   
  

2005  
  

Blue  Red  Red  Purple  

RI Chapter 
225  
Now: 
R.I. 
Gen. 
Laws § 
11- 
49.3-4 
et seq.   
  

2005  
  

Red  Blue  Blue  Purple  
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State  
  

Code 
sec-
tion  
  

Year  
Enacted  
  

Governor 
party af-
filiation  

Party in 
control of 
State 
House  

Party in 
control of 
State 
Senate  

Decision 
Coded 
Red, Blue 
or Pur-
ple  

SC S.C. 
Code § 
39-1-
90   
(2008 
Act No. 
190, 
Section 
7.A.)  

2008  
  

Red  Red  Red  Red  

SD   S.D. 
CODE 
22-40-
20 et 
seq.   
  

2018  

Red  Red  Red  Red  

TN Chapter 
473   
Now:  
Tenn. 
Code § 
47-18-
2107   

2005  

Blue  Blue  Red  Purple  

TX Ch 48  
Now:   
TEX. 
BUS. & 
COM. 
CODE 
§§ 
521.002
, 
521.053
   

2005  

Red  Red  Red  Red  
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State  
  

Code 
sec-
tion  
  

Year  
Enacted  
  

Governor 
party af-
filiation  

Party in 
control of 
State 
House  

Party in 
control of 
State 
Senate  

Decision 
Coded 
Red, Blue 
or Pur-
ple  

UT Session 
Law 
Chapter 
343   
Now: 
Code §§ 
13-44-
101, et 
seq.   
  

2006  
  

Red  Red  Red  Red  

VT Act 162  
9 V.S.A. 
§§ 2430, 
2435  

2006  
Red  Blue  Blue  Purple  

VA Va. 
Code § 
18.2-
186.6   

2008  
Blue  Red  Blue  Purple  

WA Chapter 
368  
Wash. 
Rev. 
Code § 
19.255.
010 et 
seq.,   
§ 
42.56.5
90   

2005  

Blue  Blue  Blue  Blue  

WV W. VA. 
Code § 
46A-2A-
101 et 
seq.   

2008  

Blue  Blue  Blue  Blue  

WI Act 138  2006  Blue  Red  Red  Purple  
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State  
  

Code 
sec-
tion  
  

Year  
Enacted  
  

Governor 
party af-
filiation  

Party in 
control of 
State 
House  

Party in 
control of 
State 
Senate  

Decision 
Coded 
Red, Blue 
or Pur-
ple  

Wis. 
Stat. § 
134.98   

WY Wyo. 
Stat. § 
40-12-
501 et 
seq.  

2007  

Blue  Red  Red  Purple  
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