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Abstract

The Internet and the World Wide Web were born and grew from polycentric workgroups and
remain governed by standards bodies that are polycentric as well. Open-source software
development, newer than both the Net and the Web, is now just as widespread and
normative. It too is comprised almost entirely of polycentric and self-governed groups.
Today two relatively new open-source projects are working, in their own polycentric ways,
toward creating a more equitable economic commons that Doc Searls describes in The
Intention Economy: one based on full customer agency and better forms of engagement
between customers and companies. One is the Solid Project, which was created by Tim
Berners-Lee, inventor of the Web, and equips people with a new and better way to organize
and control access to valuable personal data. The other is IEEE P7012, a new standard that
puts people in full control of their privacy online by making them first parties in binding
privacy agreements with companies, rather than dependent second parties who have little
reason for faith in corporate privacy promises. Both these projects also work on the same
polycentric model and may prove as revolutionary and important as the three polycentric
graces on which they will operate and depend.

The Polynet

Working groups

InJuly 1992, at a gathering of the Internet Engineering Task Force (IETF) at MIT, David D.
Clark said, "We reject kings, presidents, and voting. We believe in rough consensus and
running code." Rough consensus grows around RFCs (Requests for Comment), which the
IETF describes as its “the core output” of the IETF.”"

RFC1,2 the first RFC step toward the eventual formation of the Internet, was sent by Steve
Crocker to what called itself the Network Working Group in April 1969. That group was

T About RFCs. IETF https://www.ietf.org/process/rfcs/ Accessed June 9, 2024.
2 Steve Crocker, “Network Working Group Request for Comment: 1” https://www.rfc-editor.org/rfc/rfc1
Accessed June 9, 2024.
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formalized in 1972 as the INWG (International Network Working Group) by Crocker and
three other group members at a Paris conference on networking.® The INWG went through a
variety of changes in name and number of participants while the RFC process continued,
finding a home in the IETF when it was formed in 1986.

In Open Sources: Voices from the Open Source Revolution, Scott Bradner writes, “For
something that does not exist, the Internet Engineering Task Force (IETF) has had quite an
impact. Apart from TCP/IP itself, all of the basic technology of the Internet was developed
or has been refined in the IETF. IETF working groups created the routing, management, and
transport standards without which the Internet would not exist.”* (Bradner says the IETF
“does not exist” because has no membership and is not a formal organization—though it
did adopt a parent by moving under the Internet Society in the early 1990s.5)

Working groups in standards bodies such as the IETF’s are polycentric by nature and
design. They also comport with Elinor Ostrom’s eight design principles shown by long-
enduring CPR (common-pool resource) institutions.® Here is how IETF working groups sort
out on Ostrom’s list:

1. Clearly Defined Boundaries. Each WG (working group) has its own charter
outlining goals, scope, and deliverables. These are established and modified by
members through meetings and over email lists.’

2. Congruence between Rules and Local Conditions. Localities are topical, meaning
local to the technical areas being addressed. But rules for all WGs apply.®

3. Collective-Choice Arrangements. Working groups operate by consensus rather
than by voting. This involves a practice called “humming,” and “the good judgement
of the consensus caller.”®

4. Monitoring. Working groups are transparent and open. Available documents
include mailing lists, meeting minutes, and draft documents, all found easily
through the IETF Datatracker, at https://datatracker.ietf.org/.

5. Graduated Sanctions. RFC 7154 IETF Guidelines for Conduct'® covers manners
among members (“treat other participants as you would like to be treated,” and

3 Hafner, Katie; Lyon, Matthew. Where Wizards Stay Up Late: The Origins Of The Internet. Simon and Schuster,
1996. pp. 225-6.

4 Bradner, Scott. Open Sources: Voices from the Open Source Revolution. O’Reilly, 1999. p. 27.

5Vint Cerf, “IETF and the Internet Society: A bit of history.” Internet Society, July 18 1995.
https://www.internetsociety.org/internet/history-of-the-internet/ietf-internet-society/ Accessed June 9, 2024.
8 Ostrom, Elinor. Govening the Commons: the Evolution of Institutions for Collective Action. Cambridge
University Press, 1990.

”The Tao of IETF: A Novice’s Guide to the Internet Engineering Task Force. Section 4 Working Groups
https://www.ietf.org/participate/tao/#4 Accessed June 9, 2024

8 1bid.

9 P. Resnick, RFC 7282 On Consensus and Humming in the IETF. June 2014.
https://datatracker.ietf.org/doc/html/rfc7282 Accessed June 9, 2024.

°S. Moonesamy, Ed., RFC 7154 |IETF Guidelines for Conduct. March 2014 https://www.rfc-
editor.org/rfc/rfc7154.html Accessed June 9, 2024.
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“dispute ideas by using reasoned argument rather than through intimidation or
personal attack,” while also sourcing six other RFCs (including three by Scott
Bradner), the IETF Datatracker, and Radia Perlman’s “Miss Manners meets the
IETFE.”"" Sanctions against unwelcome behavior include removing individuals from
mailing lists and excluding them from participation in meetings.

6. Conflict-Resolution Mechanisms. RFC 2026 is a lengthy “best current practices”
document that devotes three pages to conflict resolution and appeals.’?

7. Minimal Recognition of Rights to Organize. Without the right to organize in working
groups, the IETF would not exist. (Nor would any other standards body that depends
on working groups.)

8. Nested Enterprises. The IETF is itself nested inside the Internet Society (which is
also polycentric, with 128 chapters and SIGs—special interest groups). The IETF
also belongs to an ecosystem of allied bodies. These include the Internet
Architecture Board (IAB), the Internet Research Task Force (IRTF), and the Internet
Assigned Numbers Authority (IANA). While not entirely nested (the IRTF is a
“parallel” organization'®), the structure of the ecosystem is cooperative as well as
polycentric.

The Internet

In “Puncturing the Myth of the Commons,” Mark Raymond argues against “the notion that
the Internet is a commons” (citing a 2011 report by NATO™ and a 2012 article in The Atlantic
titled “The Tragedy of the Internet Commons”),"® and says that the Internet cannot be a
common-pool resource, because it is non-rivalrous and excludable, meaning it more
closely resembles a club good.'® He also wrote in advance of this from Doc Searls’ Ostrom
Memorial Lecture on October 9, 2019:

In economic terms, the Internet is a common pool resource; but non-rivalrous and
non-excludable to such an extreme that to call it a pool or a resource is to insult

" Perlman, R., "Miss Manners meets the IETF", March 2002.
http://www.ietf.org/proceedings/53/slides/plenary-3 Accessed June 9, 2024.

128, Bradner, RFC 2026 The Internet Standards Process -- Revision 3 https://www.rfc-
editor.org/rfc/rfc2026#page-23 Accessed June 24, 2024

3 Internet Regional Task Force https://www.irtf.org/ Accessed June 9, 2019.

4 Maj. Gen. Mark Barrett, Dick Bedford, Elizabeth Skinner and Eva Vergles, “Assured Access to

the Global Commons,” Supreme Allied Command Transformation (Norfolk: NATO, 2011), Internet,
http://www.act.nato.int/mainpages/globalcommons (accessed November 17, 2012, but no longer online on
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5 Bill Davidow, “The Tragedy of the Internet Commons,” The Atlantic, May 18, 2012.
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what makes it common: that it is the simplest possible way for anyone and anything
in the world to be present with anyone and anything else in the world, at costs that
can round to zero.

As a commons, the Internet encircles every person, every institution, every
business, every university, every government, every thing you can name. Itis no less
exhaustible than presence itself. By nature and design, it can’t be tragic, any more
than the Universe can be tragic.

There is also only one of it. As with the universe, it has no other examples.

As a source of abundance, the closest thing to an example the Internet might have is
the periodic table. And the Internet might be even more elemental than that: so
elemental that it is easy to overlook the simple fact that it is the largest goose ever to
lay golden eggs."”

Whether one agrees with Raymond or Searls, there are limits to the gold in the Internet’s
eggs, especially for the ordinary people who become mere “users” in the contexts of
computing and networking.

This demotion in status—from people to users—owes to a model for relationships between
people and services online called “client-server.” This model might more correctly be
called “slave-master,” because in practice the model always puts the client—the user—in a
role that is not just subordinate but supplicating. We experience this when we are greeted
at a website by a cookie notice that requires us to consent to the site’s terms, rather than
the reverse. The presented terms are also typically written to deny our right to privacy by
requiring (or appearing to require) consent to tracking by the site or service and its third
parties. (The FTC says this is an example of a “dark pattern.”'®) Through this practice
website operators obey the letter of privacy laws (such as Europe’s GDPR) while violating
their spirit.

A variety of efforts to counteract this demotion have been mounted over the years. One is
ProjectVRM, which Searls started at the Berkman Center (now the Berkman Klein Center)
at Harvard in 2006, “to encourage the development of tools by which individuals can take
control of their relationships with organizations—especially in commercial
marketplaces.”’® In 2012, Searls book, The Intention Economy: When Customers Take
Charge was published by Harvard Business Review Press, reporting on progress by

7 Doc Searls. “Saving the Internet—and all the commons it makes possible,” Doc Searls Weblog, February
10, 2020. (This is the text of the Ostrom Memorial lecture given on October 9, 2019.)
https://doc.searls.com/2020/02/10/commons/ Accessed June 9, 2024.

'8 Staff Report. “Bringing Dark Patterns to Light,” FTC Bureau of Consumer Protection. September, 2022.
https://www.ftc.gov/system/files/ftc_gov/pdf/P214800%20Dark%20Patterns%20Report%209.14.2022%20-
%20FINAL.pdf Accessed June 9, 2024.

9 About ProjectVRM. https://projectvrm.org/about/ Accessed June 9, 2024.
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ProjectVRM and challenging developers to solve the problem of insufficient personal
agency online.

One of the efforts taking up that challenge is the Solid Project,?° created in 2015 by Tim
Berners-Lee (creator of the World Wide Web), who was inspired by The Intention
Economy.?' The idea behind Solid is to give people a place to store their digital stuff, and to
perform in the online world as independent actors with full agency.

Solid is an open-source project (that we will visit in detail below). In the history of software
development, open source is still relatively new. As with the development of the Internet
and its protocols, it is also a polycentric way to develop common pool resources.

But there are many choices about how to go about developing an open-source project that
will get scale in the world through widespread adoption.

Open Source

Netscape was the preeminent “Internet company” in the late 1990s, when the Internet was
still new to most people and exploding in use across the world. But Netscape’s
preeminence owed almost entirely to its Communicator browser, which was losing ground
quickly to Microsoft’s Internet Explorer. So, to better compete, Netscape announced, on
February 28, 1998, that the source code to Communicator would now be free and available
for use and development by anyone under the GNU Public License (GPL).*

Then, starting on February 2, 1998, a series of meetings involving Christine Peterson, Eric S.
Raymond, Brian Behlendorf, Michael Tiemann, Todd Anderson, Mark S. Miller, Larry
Augustin, Sam Ockman, Jon “maddog” Hall, and others—an ad hoc working group—came
to an agreement: that the term “open source software,” which had been suggested to the
group by Christine Peterson, would be a better label, and a broader category, than “free
software” had been,?® and could popularize a software development approach that had
been fringe at best.?*

20 About Solid. https://solidproject.org/about Accessed June 9, 2024.

2' Berners-Lee said this to Searls at the Internet Archive’s DWeb Camp in August 2023.

22 GNU General Public License. https://en.wikipedia.org/wiki/GNU_General_Public_License Retrieved June 5,
2024.

2 Christine Peterson, “How | coined the term 'open source'” opensource.com, February 1, 2018.
https://opensource.com/article/18/2/coining-term-open-source-software Accessed June 5, 2024.

24The expression “free software” dates to 1983, with the announcement by Richard M. Stallman of his GNU
project, which was to create a free alternative to Unix, which was an operating system was owned and
controlled by AT&T. (GNU stood for “GNU’s Not Unix.”) While the alternative to Unix that Stallman wanted did
finally arrive as Linux (which Stallman insisted on calling “GNU Linux”), Linus Torvalds and others chafed at
the orthodoxies of the Free Software Foundation, and were bothered that “free software” as an idea had failed
to take off in a widespread way—which “open source” finally did.



https://solidproject.org/about
https://en.wikipedia.org/wiki/GNU_General_Public_License
https://opensource.com/article/18/2/coining-term-open-source-software

After the group agreed on “open source,”? Eric Raymond, a software developer Christopher
Locke called “a rhetorician of the first water,”?® published “Goodbye, ‘free software’; hello,
‘open source’” as a post on his website.?” What followed was what Raymond called a “large
scale intellectual collaboration,”?® played out across what would soon be countless open-
source projects. Much of what made open source scale was Raymond’s own charisma,
evangelism, and sharp writing. That writing was compressed into book form as The
Cathedral and the Bazaar (O’Reilly Books, 1999).

The cathedral model is the default corporate one: closed and hierarchical. The bazaar
model, still new at that time for software development, was open and polycentric. Each
open-source development project in its own way comports with Elinor Ostrom’s eight
principles for governing a commons. Here is how they sort out:

1. Clearly defined boundaries. Open Source projects are bounded by code
repositories, licenses, and requirements of contributors. Contributors work on
discrete parts of the code base. The scope of the project is also well-defined. For
example, Linux kernel contributions are governed by the GNU General Public
License (GPL), which clearly defines what can and cannot be done with the code.

2. Congruence between appropriation and provision rules and local conditions.
Rules for contribution and development evolve to address the needs and conditions
of the project. Different projects have different governance models and contribution
guidelines based on group needs and decisions.

3. Collective-Choice Arrangements. Leaders of open source development projects
are called “maintainers” (or go by other titles or descriptions). Contributors,
including “committers” (who conrtribute code directly to the repository) also have a
say in how projects are managed and developed. Decision-making is often
democratic, with input from the community. For example, many open-source
projects use mailing lists and voting systems to make decisions.

4. Monitoring. Open source development requires monitoring. There are code review
tools, issue tracking systems, continuous integration and deployment (CI/CD)
systems with automated testing and build status, bug tracking, milestones, code
quality and security analysis, and much else.

5. Graduated Sanctions. Mechanisms to address community standards violations
range from warnings to bans.

6. Conflict-Resolution Mechanisms: Conflicts are resolved typically with community
discussions, mediation, intervention of maintainers or governance bodies. Some

% A note about usage: open-source is the adjectival form, and open source is the noun or noun compound
form (e.g. “open source project”).

% Doc Searls, “Toward Post-Journalism Journalism” October 31, 2009
https://doc.searls.com/2009/10/31/toward-post-journalism-journalism/ Accessed June 5, 2024.

2 Eric S. Raymond, “Goodbye, ‘free software’; hello, ‘open source’ http://www.catb.org/~esr/open-
source.html Accessed June 5, 2024.

2 Eric S. Raymond, “The Cathedral and the Bazaar.” Last updated December 20, 2010.
https://www.catb.org/~esr/writings/cathedral-bazaar/ Accessed June 5, 2024.
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communities (e.g. Python) have a formal code of conduct and conflict resolution
process, while others don’t; but all do have mechanisms.

7. Minimal Recognition of Rights to Organize. Community self-organizing is how
open source projects grow beyond solo programmers. An important part of open
source self-organizing is also the right to fork code. For example, LibreOffice forked
from OpenOffice after Oracle acquired Sun Microsystems, which owned
OpenOffice. The LibreOffice community self-organized around distrust of Oracle
and moved forward with its forked code. Oracle eventually donated OpenOffice to
the Apache Software Foundation, and the two code bases and their communities
remain independent.

8. Nested Enterprises. Larger open-source projects typically have layers of
governance and levels of collaboration. For example, the Apache Software
Foundation oversees and contains many individual projects, each with its own
governance system, all nested within the larger foundation structure. The Linux
Foundation, while a large nonprofit trade association that serves as an umbrella for
many subordinate foundations and projects, all operating separately with their own
governance structures and development communities.

Solid

Project

The Solid Project?® was inspired in part by The Intention Economy, which envisions a world
where customers, empowered by technology and armed with tools that enhance their
independence and bargaining power, take the lead in what Searls calls “the dance with
business.” The book argues that free customers are more valuable than captive ones—to
themselves and to the marketplace, and that when the locus of control shifts from sellers
to buyers, both sides benefit. This shift requires new tools for personal independence and
business engagement, plus a radical rethinking of business strategies by companies and
organizations (including nonprofits and governments) that will need to deal with customers
and citizens operating with full agency.

Solid itself is a W3C protocol specification®® created by Sir Tim Berners-Lee with
collaborators at MIT®! starting in 2015. (The name stands for Social Linked Data.) It became
an independent project in 2018, when Berners-Lee went on sabbatical from MIT to start
Inrupt, a commercial enterprise “to provide enterprise-grade Solid software and
services.”® The Solid Project has an active community of developers working on code for
“pods” that store one’s personal data, servers for hosting pods, and the Solid Protocol.

2 Solid: Your data, your choice. Advancing Web standards to empower individuals and groups.
https://solidproject.org/ Accessed June 11, 2024.

30 Solid Protocol Draft Community Group Report, 12 May 2024 https://solidproject.org/TR/protocol Accessed
June 11, 2024.

31 Solid. https://solid.mit.edu/ Accessed June 11, 2024.

32 Inrupt. https://www.inrupt.com/ Accessed June 11, 2024.
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Pods

Pods store personal data of potential use to the individual or relevant to others. The data
can be structured or unstructured. Pods also support and encourage use of linked data
(LD), which means different applications can work with the same data. They can be self-
hosted or stored at a pod provider.3® Either way, they are fully controlled by the individual.
Rules over use and access are also up to the individual. There are no limits to the number
of pods a person might have.

Applications

Solid applications store and access data in pods using the Solid Protocol. They can serve
any personal purpose. In the Solid ecosystem, different applications can access the same
data instead of requiring separate data silos specifically for the applications. For example,
when you change your address or phone number, a Solid application can notify various
service providers and other justifiable parties of those changes. Going in the other
direction, your bank or your phone company can get permitted information from your pod.
In neither case do you need to go separately to all those parties, log in, and go through a
labor-intensive exercise to change some specifics.

Protocol

The main purpose of the Solid protocolis to provide applications with secure and
permissioned access to externally stored data in an interoperable way. Solid does this by
separating applications from identities and from data. Entities, whether individuals or
organizations, are uniquely and globally identifiable with a WeblID, which is a URI (uniform
resource identifier) that can be dereferenced to a profile document that provides more
information about the owner of the WeblD (the entity it identifies). These include but are
not limited to the ‘storage’(s) or Pods it controls.

Linked Data documents (RDF, Turtle, and JSON-LD are the most popular formats) use HTTP
URL references to data anywhere on the Web, possibly in other Pods. However, the fact that
data is referenced doesn’t mean that it is publicly accessible. In the Solid world,
documents in a Pod could be shared with other entities, identified by their WeblDs. Only an
entity that can prove control of the WeblID with which the data is shared will be able to
access that data. This is also used by OIDC (Open ID Connect), a widely-used protocol for
interoperable authentication.?* (Solid tries to reuse existing, best-of-breed Internet
protocols.)

33 Get a pod. https://solidproject.org/users/get-a-pod Accessed June 11, 2024.
34What is OpenlD Connect? https://openid.net/developers/how-connect-works/ Accessed June 11, 2024.
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From this point of view, Solid is more of a paradigm than a protocol. Externalizing both
identity management and storage, it allows for applications to reuse existing ldentity
Providers and (Solid) Storage Providers and to focus on core features.

Architecture

The main innovation of Solid, and the core part of the protocol, is to provide a universal
mechanism to access any remote data storage, something both databases and file
systems cannot do. As a universal mechanism, Solid allows access to both public and
private data. It does this with a universal identity aware storage access mechanism that
separates applications from identities and storage.

By externalizing identities and data storage, Solid reduces the effort and cost required to
build the persistence layer, allowing for slimmer servers, or even no servers if data is
structured in a satisfying way. This allows frontends to handle business logic themselves,
and don’t necessarily need a backend.

While these architectural ideas are not new, Solid’s innovation is making them applicable
at global scale by reducing the cost and time to market. Data supply chains can be formed
on demand at affordable costs, allowing what Searls calls “market intelligence that flows
both ways.”®

Storing data externally to applications, accessible and shareable using a standard,
universal API, also creates a decentralized, distributed data platform. Data is not
structured and stored with an app in mind but centered around the data owner. This
paradigm allows for more data to be added to the pod seamlessly, without impacting
existing applications.

Solid provides the data platform substrate required for communication between parties in
an Intention Economy. Entities (people, organizations) have control over storing and
sharing data. With transactions and communication taking place constantly, and
relationships being formed by means of voluntary communication by all parties involved,
the important problem to solve is governing the complex web of relationships at global
scale.

Prospects

In his introduction to The Intention Economy, Doc Searls writes,

Over the coming years customers will be emancipated from systems built to control
them. They will become free and independent actors in the marketplace, equipped

% Doc Searls, “Market intelligence that flows both ways.” Medium, August 27 , 2016. Accessed June 11, 2024.



to tell vendors what they want, how they want it, where and when—even how much
they’d like to pay—outside of any vendor’s system of customer control...

Customer power will be personal, not just collective. Each customer will come to
market equipped with his or her own means for collecting and storing personal data,
expressing demand, making choices, setting preferences, proffering terms of
engagement, offering payments and participating in relationships...

Demand will be personal. This means customers will be in charge of personal
information they share with all parties, including vendors.

Customers will have their own means for storing and sharing their own data, and
their own tools for engaging with vendors and other parties...

This new economy will outperform the Attention Economy that has shaped
marketing and sales since the dawn of advertising. Customer intentions, well-
expressed and understood, will improve marketing and sales, because both will
work with better information, and both will be spared the cost and effort wasted on
guesses about what customers might want, and flooding media with messages that
miss their marks. Advertising will also improve...

In economic terms, there will be high opportunity costs for vendors that ignore
useful signaling coming from customers. There will also be high opportunity gains
for companies that take advantage of growing customer independence and
empowerment.

Will Solid bring this future into the present?

Not on its own. There need to be allied efforts: applications that build on Solid, plus others
that use Solid as a foundation for expressing personal and collective agency. The rapid rise
of interest and development in artificial intelligence (Al) has almost entirely been on the
server side of the client-server divide, but there are open-source efforts moving forward in
personal Al. One example is Kwaai.ai, a nonprofit for which Doc Searls is currently
volunteering as Chief Intention Officer.3®

In a blog post titled “Personal vs. Personalized Al,” Searls says,
There is a war going on. Humanity and nature are on one side and Big Tech is on the

other. The two sides are not opposed. They are orthogonal. The human side is
horizontal, and the Big Tech side is vertical.

% About Kwaai. https://www.kwaai.ai/about Accessed June 9, 2024.
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The human side is personal, social, self-governed, heterarchical, open, and
grounded in the physical world. Its model is nature, and the cooperative contexts in
which competition, creation, and destruction happen in the natural world.

The Big Tech side is corporate, industrial, hierarchical, competitive, mechanistic,
extractive, and closed, even though it produces many positive-sum products and
services that are good for people and good for nature. It is also, being competitive
and rewarding toward winner-take-most outcomes, dominated by giants.

This war has been fought over many other things in the past, especially in tech. But
Al is the big one right now—and perhaps the biggest one of all time.

Over the long run, both sides will win, because we need the best of what both bring
to the world’s big round table. In the past, this has happened in countless markets,
countries, polities, societies, and other contexts. In tech it happened with the
conflict between PCs and mainframes, between the open and public Internet and
closed private networks, and between open operating systems and closed ones.
None of those conflicts have final outcomes, but they have arrived at stable and
cooperative states. They arrived at those states because everyone recognized that
people can do more with their own tools than those big entities can do on theirs, or
by using people as extracted resources.

One promising shift toward the human side is the one from consent to contract as a means
for securing personal privacy online.

Contract

In the European Union’s General Data Protection Regulation (GDPR) consentis the “lawful
basis” on which websites rely most for permission to track visitors and harvest personal
data. It is the first of six lawful bases listed by the UK Information Commissioner’s Office
(ICO) in its guide to the GDPR.*” To understand what a shell game this consent system is,
see if you can find a record of any agreement you have made with any website where you
have consented to that’s site’s gathering and use of personal data. At most you might find a
cookie that the site buried somewhere in your computer’s library. And that cookie by itself
won’t say much without developer tools. And even then, how would you know a site has
obeyed if your choice was to opt out of being tracked?

Consent, however, is just one of the legal bases for processing personal data. The second
basis on the ICO listis contract. By this method, both sides sign a legal agreement that
both keep. In 2013, Customer Commons, a U.S. nonprofit, was established in part to serve

37 «“A guide to lawful basis.” Information Commissioner’s Office, UK Government. https://ico.org.uk/for-
organisations/uk-gdpr-guidance-and-resources/lawful-basis/a-guide-to-lawful-basis/ Accessed June 11,
2024.
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the same purpose for personal privacy contracts that Creative Commons serves for
personal copyright licenses.* While Creative Commons has a short and simple list of
licenses artists can choose from a roster,*® Customer Commons has the same for personal
privacy contracts to which sites and services can agree. This system flips the website-
initiated concent ceremony around: the person is the first party to the legal agreement,
while the site or service is the second party.

Writes Doc Searls, who co-founded Customer Commons, “So far, we have one privacy
term here, called NoStalking. It’s an agreement a person chooses when they want another
party not to track them away from their site or service, but still allows ads to be displayed.
Since it’s a contract, think of it as a Do Not Track agreement rather than as just a preference
signal (which is all Do Not Track ever was—and why it failed).”

As with Creative Commons licenses, Customer Commons contracts take “legal,” “human,”
and “machine” readable forms. In 2017, the IEEE (Institute of Electrical and Electronics
Engineers) approached Customer Commons to suggest forming an IEEE working group to
come up with a standard for machine readability of personal privacy contractual terms.
That workgroup is P7012 Standard for Machine Readable Personal Privacy Terms,* and its
draft standard was submitted for ballot in June 2024. If and when it works its way through
the IEEE’s standards completion process, it should be a standard by early 2025.

The P7102 protocol is simple: the persons agent (typically a browser) tells the website or
service’s agent which privacy contract the person prefers. If the site or service’s agent
(typically a server plugin) agrees, both agents sign the agreement electronically, and keep
identical records. If the site or service’s agent declines, the person’s agent records that
choice.

As contracts between equals, all the contracts in the roster have terms that should favor
both sides in some way, as does the NoStalking example, by providing privacy for the
person while allowing the website to continue advertising.

Anideal place for contractual agreements to be stored is in Solid pods, while the Solid
protocolis also an ideal way for personal agents and permitted sites and services to
access relevant data, such as (again by personal permission) which sites have agreed to
which contracts.

Writes Borja Santaolalla,

P7012 changes the game by replacing site-by-site consent with a universal, user-
controlled contract system. This means transforming users from being passive

% Doc Searls, “Choosing Your Terms.” Customer Commons January 23, 2024. Accessed June 11, 2024.
% Licenses List. Creative Commons https://creativecommons.org/licenses/ Accessed June 11, 2024.
40 hitps://standards.ieee.org/ieee/7012/7192/ Accessed June 11, 2024.
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consent providers to an active participants who publish and control their own data
rights.

For example, your personal data contract could automatically "reject all" data
requests from new sites until you decide to engage or purchase, putting you in
control.

Not only does it enhance user agency but also introduces greater transparency in
personal data management. With P7012, you could trace the source of your profiling
data and manage it directly, ensuring that your privacy preferences are respected
across platforms.

In summary, IEEE P7012, when adopted, could potentially redefine the digital
landscape by transforming traditional consent into a decentralised contract
agreement. Turning people like you and me, from passive data subjects into
empowered digital consumers. From others owning our data, to us legally owning
the data we produce.*’

Predicting whether and how a contract regime will replace the consent one is as
impossible at this writing as it was to predict the rise of the Internetin 1986, the Web in
1989, Linux in 1990 or any other technical development that achieved widespread use.
What is clear is that P7012 is working group which, like others described above, comports
with Ostrom’s eight principle. We’ll see what happens.

Conclusion

Marc Andreessen says, “All the significant trends start with technologists.”*? A corollary to
that might be “working in commons,” because self-governed commons are what make
those trends significant—at least in the internetworked world where we all now live our
digital lives.

In Forks in the Digital Road: Key Decisions in the History of the Internet, Scott J. Shackelford
and Scott O. Bradner write, “Polycentric regulation is a departure from the idea of ‘keep it
simple, stupid’—rather, it is a call for engagement by numerous groups to grapple with the
complexities of the real world, both online and offline.” Later they add, “But success is not
certain. It requires active engagement by all parties, who must share a sense of
responsibility with the customers and mutual trust of one another.”*®

41 Borja Santaolalla,” IEEE P7012, Standard for machine readable personal privacy terms. From consent to
contracts. Turning people like you and me, from passive data subjects into empowered digital consumers.”
May 14, 2024. Accessed June 11, 2024.

42 Doc Searls, “Betting on Darwin,” Linux Journal, August 1, 1998 https://www.linuxjournal.com/article/2984
Accessed June 9, 2024.

43 Scott J. Shackelford and Scott O. Bradner, Forks in the Digital Road: Key Decisions in the History of the
Internet. Oxford University Press, 2024. pp. 148-149.
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The Solid project and the P7012 standard are ways to enable active engagement,
responsibility and mutual trust. In the coming years, we will see how well they do.
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